e

. BIS

Wireshark@—FGREARIMEIN ST TR,

BEB SR DTS PRIEIRE. ASTSFAN f”!lﬂﬂa_f_f

WiresharkBIFSEES RN, #ENFAF NBREER ISR HATRAIEUEE, NMEAXUEET

EPEHFENREDHT.

AN HRKERDER, F—En M BWiresharkAyid
HITERFIDHT. WiresharkSZHFEITNE 300054

TIEFERAIRTS, 8B
TIEFER24BHZ, BEANA AT E— M lEE

SUEREIZ RN ARH RS

3, BERZIER—BEARN, FEAF4A J‘_;I*EH/ A
M Wireshark - Supported Protocols X
Name Filter Type Description
29West 29west 29West Protocol I
> 2dparityfec 2dparityfec Pro-MPEG Code of Practice #3 release 2 FEC Protacol
> 3COMXNS 3comxns 3Com XNS Encapsulation
> 3GPP COMMON 3gpp 3GPP COMMON
> 3GPP2 A11 all 3GPP2 AT1
> 5GLI 5¢li 5G Lawful Interception
> b5co-legacy 5co_legacy FiveCo's Legacy Register Access Protocol
> 5co-rap 5co_rap FiveCo RAP Register Access Pratocol
> 6LoWPAN 6lowpan IPv6 over Low power Wireless Personal Area Networks
> 802.11 RSNA EAPOL wilan_rsna_eapol IEEE 802.11 RSNA EAPOL key
> 802.11 Radio wlan_radio 802.11 radio information
> 802.11 Radiotap radiotap IEEE 802.11 Radiotap Capture header
> 802.3 Slow protocols slow Slow Protocols
> 9P 9p Plan 9
> A-bis OML gsm_abis_oml GSM A-bis OML
> A21 a2l A21 Protocol
> A615a a615a Arinc 615a Protocol
> AAF aaf AVTP Audio Format
AAL1 aall ATM AAL1
AAL3/4 aal3 4 ATM AAL3/4
ANARP aarn. Annlatalle Addracc i P

Search:

3,003 protocols, 248,580 fields.

HEEREFMEBTABUE S, RRENEE]
HXEES:

MHHETR iR

wireshark-filter(4) Manual Page

Wireshark User’s Guide
MR

[EIRY, {RBEMEWireshark{sEFHAT

14, IR ACLIERAOWireshark, WiresharkfITshark&BEE T libpcapZERNTE, HE=HEERT
ASEEENXRENE.

Hpcap-filter, N7 7 & TsharkRIFHEZRGI,

Close

S AN RRIIEERNEE T #Wireshark, BJEIEE

https://www.wireshark.org/docs/man-pages/wireshark-filter.html
https://www.wireshark.org/docs/wsug_html_chunked/

https://www.wireshark.org/download/docs/

TEapS, FETsharkdt el LARIRESER, TsharkAWiresharkB /5 H 5RE

/J:fll:u/i ?_{


https://www.wireshark.org/docs/man-pages/wireshark-filter.html
https://www.wireshark.org/docs/wsug_html_chunked/
https://www.wireshark.org/download/docs/
af://n634
https://cloud.tencent.com/developer/article/2312883

=, T, BER. Rk

2.1 {R{AFEREBRER T BSR4

2.1.1 RirHETHEREFEOTiE

B EFE, (RERATRERYEEFER, #eeEORRM, LR Ir=ZEISequence NumbernX AN
E%, Eﬁ'FEE'F%AETSUF“ B EOTEIE]

M clent requestpeap
File Edit View Go Capture Analyze Statistics Telephony Wircless Tooks Help

AN ERRBIResEF LS aQ Qi
R Apply a display fiter .. <Cir-/>
No. Delta Source Destination Protocol Length  Time to Live MSS Valu Window Identification (Checksum  Next Seq Time since previous frame in this TCP stream  Ack Segment Len

©.029714 192.168.1.3 101.35.32.63 TCP 54 128 1029  Oxeff7 (61431)  ©0x4728 3650190916 ©.029714000 908349180 0

" 2 029772 100 120 1 2 101 35 20 A2 Tro on 110 1070 Oveffa (R1433)  OvA79R  2AEA100Q17 5 n10212000 aarna181 B

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
v Ethernet II, Src: 3c:36:14), Dst: VMware_81:10:8e (00:5

> Source: ASUSTEkCOMPU_3c:36:14 (50:ebif6:3
Type: IPv4 (0x800)
> Internet Protocol Version 4, Src: 192.168.1.3, Dst: 101.35.32.63

136:14)

Source Port: 39617

Destination Port: 80

[Stream index: 0]

[Conversation completeness: Incomplete (21)]

[TCP Segment Len: @]

| [sequence Number:
[Next Sequence Number: 3650190916]
Acknowledgment Number: @
Acknowledgment number (raw): @
1000 .... = Header Length: 32 bytes (8)

Window: 64240

[calculated window size: 64240]

Checksum: @x4734 [unverified]

[Checksum Status: Unverified]

Urgent Pointer: @

Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted
> [Timestamps]

© 7 [ sequence Number (tcpseq). b bytes 1| Packets: 4 - Displayed: 4 (100.0%)
FEERTEFRXMNEREEN, EEERRNMECEE & EmmEisES:

Fle Edt Viw Go Copture Anabze Statisics Telephony Wireless Tooks Help [N

AmJ@ RE QewEs 8T = Q1

s> T )+ TPSYNs BadTCP NolGRF TPietrans Bad TCP2

O=mrees

No.

entification Checksum Next Seq Time since previous frame in this TCP steam  Ack Segmentlen  Info

Protocol Length  Time tolive  MSS Vatu Window

Source

0.029714 192.168.1.3 101.35.32.63  TCP 54 128 1029 Oxeff7 (61431)  0x4728 3650190916 0.029714000 508349180 ) 39617 + 80 [ACK] Seq=3650190916 Ack=908349

0 a2 o0 B 101 a5 27 22 o cr o e ou1758 2650100017 a ana112000 aoaanarat 20217 + 80 (ACK] San=36%A10017 Acb-0amtel

3 hytes on wire (528 msy, 66 bytes captured (szn ms) [Ethernet
Dst: Viuare_B1:10:8e (20:50:56:81:10:8e) 90 L

> Frame

~ Ethernet II, Src

T Destination: viware o1:1015¢ (015015

> Source: ASUSTekCOMPU_3c:36:14 (50:
Type: IPva (0x0800)

> Internet Protocol Version 4, Sr

Source Port: 39617
Destination Port: 80
[Strean index: o]

> [Conversation completeness: Incomplete (21)]

[TCP Segnent Len: 0] Internet Protocol Ve
Sequence Nunber: 365019091

LA |

[Next Sequence Number: zssmms] Version | Header
Acknowledgnent Number: @
Acknowledgnent number (r: Ider

au)
1000 . Header Length: 32 bytes ®)

Time to Live

window: 6420
[Calculated window size: 64240]
Checksun: 8x4734 [unverified]
[Checksun status: Unverified]
Urgent Pointer: @
> ([)p;ions: (1§ bytes), Maxinun segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted Hransmission Contre
> [Timestamps’ o

Sou

© 7 Sequence Number (tcp.seq), 4 bytes. - Packets: 4. Displayed: 1 (100.0%) Profile: 1CP

HueHUrREBERE,

212 BEEHETTRFER

£ ME (View) ->AEB (Internals) -->SZHRFAIIY (Supported Protocols) BIRTEESZIFHIATETMNY,
EEREPENTEERZRITER:


af://n654
af://n655
af://n656
af://n663

M Wireshark - Supported Protocols X
Name Filter Type Description
29West 29west 29West Protocol I
> 2dparityfec 2dparityfec Pro-MPEG Code of Practice #3 release 2 FEC Protocol
> 3COMXNS 3comxns 3Com XNS Encapsulation
> 3GPP COMMON 3gpp 3GPP COMMON
> 3GPP2 A11 all 3GPP2 A11
> 5GLI Sgli 5G Lawful Interception
> 5co-legacy 5co_legacy FiveCo's Legacy Register Access Protocol
> 5co-rap 5co_rap FiveCo RAP Register Access Protocol
> 6LOWPAN 6lowpan IPv6 over Low power Wireless Personal Area Networks
> 802.11 RSNA EAPOL wilan_rsna_eapol IEEE 802.11 RSNA EAPOL key
> 802.11 Radio wilan_radio 802.11 radio information
> 802.11 Radiotap radiotap IEEE 802.11 Radiotap Capture header
> 802.3 Slow protocols slow Slow Protocols
> 9P 9p Plan 9
> A-bis OML gsm_abis_oml GSM A-bis OML
> A21 a2l A21 Protocol
> A615a ab615a Arinc 615a Protocol
> AAF aaf AVTP Audio Format
AALT aall ATM AAL1
AAL3/4 aal3 4 ATM AAL3/4
AARD Annlotall Adcl Racalutinn D I
Search:

3,003 protocols, 248,580 fields.

Close ]

BaRRELEAMNFR, BMENNFFRECEERNATESRETRLR, tilERdns, EEF
BRE, FE/WEKBSRELES

M Wireshark - Supported Protocols X
Name Filter Type Description
> DHCPFO dhcpfo DHCP Failover
> DHCPv6 dhcpvb DHCPv6 I
v |DNS dns Domain Name System
"QU" question dns.qry.qu Boolean QU flag
AAAA Address dns.aaaa IPv6 address AAAA Response Address
ALPN dns.svcb.svcparam.alpn | Character string Additional supported protocols
ALPN length dns.svcb.sveparam.alpn..| Unsigned integer (8 bits)
Additional RRs dns.count.add_rr Unsigned integer (16 bits) Number of additional records in packet
Address dns.apl.afdpart.data Byte sequence
Address dns.apl.afdpart.ipve IPv6 address
Address dns.apl.afdpart.ipv4 IPv4 address
Address dns.wks.address IPv4 address
Address dns.a IPv4 address Response IPv4 Address

Address Family
Address Length
Address Suffix
Algorithm
Algorithm
Algorithm
Algorithm
Algorithm
Algorithm
Algorithm Name
Algorithm name
Altitude
Altitude
Altitude length
Answer RRs
Answer authenticated

dns.apl.address_family
dns.apl.afdlength
dns.a6.address_suffix
dns.ds.algorithm
dns.sshfp.algorithm
dns.cert.algorithm
dns.key.algorithm
dns.dnskey.algorithm
dns.rrsig.algorithm
dns.tsig.algorithm_name
dns.tkey.algo_name
dns.gpos.altitude
dns.loc.altitude
dns.gpos.altitude_length
dns.count.answers

dns.flags.authenticated

Unsigned integer (16 bits)
Unsigned integer (8 bits)
IPv6 address

Unsigned integer (8 bits)
Unsigned integer (8 bits)
Unsigned integer (8 bits)
Unsigned integer (8 bits)
Unsigned integer (8 bits)
Unsigned integer (8 bits)
Character string
Character string
Character string

Unsigned integer (32 bits)
Unsigned integer (8 bits)
Unsigned integer (16 bits)
Boolean

in octets

Identifies the public key's cryptographic algorithm and determines the format of the Public Key field
Identifies the cryptographic algorithm used to create the signature
Name of algorithm used for the MAC

Number of answers in packet
Was the reply data authenticated by the server?

Search: dns

3,003 protocols, 248,580 fields.

®,

Nl

B HTHERS,
EitiERERRZEITK.

Close

BHRE RVNIERERETA, THESMOFRIWER, FEEH—
N RLHRSL


af://n670

2.2 IR ETT

BRERT FCRHE ik o]

and && BiEs ip.src==10.0.0.5 and tcp.flags.fin==

or | BtEEy ip.src==10.0.0.5 or ip.src==192.1.1.1

xor AN BiESa tr.dst[0:3] == 0.6.29 xor tr.src[0:3] == 0.6.29
not ! 2k fudp

[...] ek FRE) FRVERF eth.src[:4] == 00:00:83:00

in Y ST REESENRR http.request.method in {"HEAD", "GET"}

IR ZERENREERSXIEN, —E2IE, EERAXCREEE.

S5 dF=MEANZEXEREAR, JUASHE FEFREPORE, FTEHHFSR. FFI. EE5=FEE
.

2.2.1 58k (xor)

HENIBFBREP—FHE, HEERINKEAEREMHRERN, AE, SEENMOEIES.,

LA FEIXMNRIAL

ip.addr == 192.168.1.1 xor ip.addr == 10.10.0.100

fBisEipithilt /9192.168.1. 189HR 3, k& ip.addr/910.10.0.100894R3Z, 1EARBERIATHEMMNEE, EHE
192.168.1.1%110.10.0.100Z AR EIEK, FA=WILER], BE(IRFIEEIPRIRE, BEIEFEILEL,

222 FF5 ([...1)
SINTFEUERE, SEPythonBAIIAFE,
HAT FESAVRE, SiEhtpERITE, BI=ANFHNCETANR

http.request.method[0:3]==



af://n670
af://n711
af://n717

file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AW Z® RE QesEFg s =S aqai
[ http.request.method[0:3]=="GET"
No. Delta Source Destination Protocol Length  Time to Live MSS Valu Window Identification Checksum Next Seq Time since previous frame in this TCP stream
4 0.000000  192.168.247.105  72.52.171.190 HTTP 465 128 65392 0x1203 (4611) ox9el5 1781087336 0.000197000

> Frame 4: 465 bytes on wire (3720 bits), 465 bytes captured (3720 bits) on interface \Device\NPF_{C259020A-763E-4336-BBAF-6B17C720B8A4}, id @
Ethernet II, Src: HonHaiPrecis_a9:4@:92 (9c:d2:1e:a9:4@:92), Dst: H3CTechnolog_e5:c4:9a (38:22:d6:e5:c4:9a)
Internet Protocol Version 4, Src: 192.168.247.105, Dst: 72.52.171.190
Transmission Control Protocol, Src Port: 53851, Dst Port: 80, Seq: 1781086925, Ack: 1298967770, Len: 411
~ Hypertext Transfer Protocol
v GET / HTTP/1.1\r\n
[Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
Host: www.youtube.com\r\n
Connection: keep-alive\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8\r\n
User-Agent: Mozilla/5.@ (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/41.0.2272.89 Safari/537.36\r\n
Referer: http://www.baidu.com/s?word=youtube&tn=sitehao123&ie=utf-8\r\n
Accept-Encoding: gzip, deflate, sdch\r\n
Accept-Language: zh-CN,zh;q=0.8\r\n
\r\n

[HTTP request 1/1]

NaEISEEmactbitBI =] AR :

eth.src[0-2] == 38:22:d6

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

Amg@ RERe= $ = @ &

| [ethsrc[0-2] == 38:22:d6

No. Delta Source Destination Protocol Length  Time to Live MSS Valu Window Identification Checksum  Next Seq Time since previous frame in
2 0.000000 192.168.247.105  TCP 60 112 479 @xe891 (59537)  0x9006 1298967770 0.0358120

32768 0x0100 (256) 0x303a 1298967792

> Frame 2: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface \Device\NPF_{C259020A-763E-4336-BBAF-6B17C720B8A4}, id @
v Ethernet II, Src: H3CTechnolog_e5:c4:9a e5:c4:9a), Dst: HonHaiPrecis_a9:40:92 (9c:d2:le:a9:40:92)
> Destination: HonHaiPrecis_a9:40:92 (9c:d2:1e:a9:40:92)
> Source: H3CTechnolog_e5:c4:9a (38:22:d6:e5:c4:9a)
Type: IPv4 (0x0800)
Padding: 000000000000
> Internet Protocol Version 4, Src: 72.52.171.190, Dst: 192.168.247.105
~ Transmission Control Protocol, Src Port: 88, Dst Port: 53851, Seq: 1298967769, Ack: 1781086925, Len: @

2.2.38&E8 (in)
ETEEMEM E, REFSESANITER, 23PILEL.
EIRSTHEZ N PHBLE, BTLAR:

ip.addr in {192.168.1.99,10.1.1.254,10.2.1.253}

BES FEAYandBIEERIERT, RIBESYNIEKAY:

ip.addr in {192.168.1.99,10.1.1.254,10.2.1.253} && tcp.flags
tcp.flags 0

file [dit View Go Capture Analyze Statistics Telephony Wiireless Iools Lelp

Am2 @ KRG QRen=EFES S @aqal

1 [ip.addrin (192.166.1.99,10.1.1.254,10.2.1.253] && tcp.flags syn==1 && tcp flags.ack==0 B4 <]+ TCPSYNs BadTCP NoLGRE TCPretians Bad

No. Della Source Destination Protocol Length Time tolive  MSS Valu Window  Identification Checksum Next Seq Time since previous frame i this TCP stream  Ack Segmentlen  Info
1 ©.000000 192.168.1.99 1€.1.1.254 TCcP 74 254 1460 64240  @xdba9 (56233) @x40a3 1874253578 ©.000000000 ] ) 46081 » 179 [SYN]
2 ©.000006 113.87.50.213 10.1.1.254 TP 74 253 1460 64240 ©Oxdbad (56233)  Ox5e82 1874253578 0.000000000 o ° 46081 » 179 [SYN]
3 ©.000062 192.168.1.99 10.2.1.252 Tcp 8 254 1460 64240 oxdide (53712)  x3298 2496534514 ©.000000000 ° ° 33625 > 179 [SYN]
4 ©.000003 192.168. 10.0.0.254 TP 86 254 1466 64240 Oxbaca (47812)  @xbsS3e 4254739264 ©.000000000 ° o 33955 » 179 [SYN]
7 0.000021 192.168. 10.2.1.253 TCP 86 254 1460 64240  @xc3f3 (50163) oxc421 3091141214 ©.000000000 ] e 38127 » 179 [SYN]
s ©0.000002  113.87.50.213  10.2.1.253 TP 8 253 1466 64240 Oxc3f3 (50163)  @xe2e0 3091141214 ©.000000000 ° o 38127 » 179 [SYN]
S 2.829941 192.168. 10.2.1.253 TCcP 86 254 1460 64240  @x9bd7 (39895) @xac3d 2617570588 ©0.000000000 ] e 37965 » 179 [SYN]
10 0.000012 192.168. 10.1.1.254 TP 74 254 1466 64240 Oxffao (65440)  @xea7b 2882461383 ©.000000000 ° o 39749 > 179 [SYN]
11 ©.000006 113.87.50.213 10.2.1.253 TCP 86 253 1460 64240 9x9bd7 (39895) @oxcalc 2617570588 ©0.000000000 ] e 37965 » 179 [SYN]

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) 00 6c 29 17 8f 6a 00 50 56 81 10 8e @8 00 45 O )PV E

> Ethernet II, Src: VMware_81:10:8e (@0:50:56:81:10:8e), Dst: VMware_17:8f:6a (@@:@c:29:17:8f:6a) @0 3c db a9 40 @0 fe 86 d2 47 ce a8 @1 63 @a o1 <@ G <

> Internet Protocol Version 4, Src: 192.168.1.99, Dst: 1e. .254 01 fe bd o1 00 b3 6f b6 d7 @9 @0 00 00 00 a0 02 °

fa f0 40 a3 00 00 02 04 05 bd 04 02 08 0a 85 4d @ "

© Transmission Control Protocol, Src Port: 46081, Dst Port: 179, Seq: 1874253577, Len: @
bd of @0 0@ @0 00 01 83 @3 e7

B, BRMEES NEOIRSGTETCPREmIBER M NRSYN-ACKEXEFE, FILIE:


af://n725

[icpport (80 8080,443 84 cp completeness sy ack 0] EIES <)+ TPSW BadTCP NoiGRE TCPreran  BadTCP2
o, Oefts Source Destintion Protocal Length Timetolve  MSSValu Window n Checksum NextSeq Time since previous frame in tis TCP siream  Ack Seomentien nfo

Frame 4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) 850 56 81 CB 1e 00 50 56 9F bf 57 08 08 45 08 PV P V-oN--E
> Ethernet II, Src: VMware_SF:bfi57 (00:50:56:9F:bFi57), Dst: VMuare_81:c0:le (80:50:56:81:co:le) 0 28 de SF 62 00 40 06 15 ca co a8 @1 Ge O a8 (-~
> Internet Protocol Version 4, Src: 192.168.1.14, Dst: 152.168.1.8 R ©1 05 2d a3 1F 50 cecococosec: - [P

Transmission Control Protocol, Src Port: 11747, Dst Port: 8089, Seq: 2863602918, Len: @ 05 ¢8 11 2b 68 e0

ALAEEIRB443, 8080imOAfT&THESMt, MK RSB RIMXA NG, FrLAm& 7 RST-
ACK,

nping --tcp -p 80,8080,443 192.168.1.8 -c 1

Starting Nping 0.7.94SVN ( https://nmap.org/nping ) at 2024-10-13 12:12 EDT
(0. TCP 192.168.1.14:13993 > 192.168.1.8:80 S ttl=64 id=42215 iplen=40 seq=516099702 win=1480
(0. TCP 192.168.1 i iplen=44 seq=1942392822 win=64240 <mss 1460>
(1. TCP 192.168.1 5eq=516099702 win=1480
TCP 192.168.1 iplen=40 seq=0 win=0
TCP 192.168.1.14:13993 > 192.168.1.8:8080 S ttl=64 i 215 iplen=40 seq=516099702 win=1480
TCP 192.168.1.8:8080 > 192.168.1.14:13993 [RA|tt1=64 id=0 iplen=40 seq=0 win=0

13.707ms | Min rtt: 1.661ms | Avg rtt: 6.461ms
Raw packets sent: 3 (120B) | Rcvd: 3 (138B) | Lost: O (0.00%)
Nping done: 1 IP address pinged in 2.06 seconds

EENRE AT UASESMR, thanidiE443im0F04430~4434i%

tep.port in {443, 4430..4434}

A IPHENESEE

ip.addr in {10.6.06.5 .. 10.0.0.9, 192.168.1.1..192.168.1.9}



af://n745

2.3 ELBHSERT

ik il

A&

eq any_eq == &F ip.src==10.0.0.5
ne all_ne 1= R &EF ip.src1=10.0.0.5

all_eq === £ ip.src ===10.0.0.5

N ip.src !1==10.0.0.5

any_ne !
gt > xXF frame.len> 10
t < INF frame.len <128
ge >= AKFeEF frame.len ge 0x100
le <= INFEET frame.len <= 0x20
contains Y. FZERSIFESENME sip.To contains "al1762"

matches B fs5F3PerllEN (PCRE) PTfic— http.host matches "acme\.
MM AFER (org|com|net)"
FENETF. 7FF. XF. M. XKFETF. MNEFEFEERREFIF—NE, NMEBIANFRERE
XIRB AHHRIERT.

23.12%F (===

EF (=) M2% (==) WK
. == BRI, REA—MEIEREDE (any if more than one) ;
. === B FTERILLE:, FTSTTASROEERARITER (allif more than one) .

EEan R EXANRAY, TiETCPimAS /980RTIEK :

A g ]
Amg® REIQR &= =T 3= aaw

Aicp.port-- 80 [B3E3 <]+ TCPSYNs BadICP NolGRE CPretrans  Bad 1C
o Delta Souce Destinaton Protocel length Time o eSS Vala Window  dentifcation Chockum Next Seq T since previous fame in his TP sucam Ack Segment len—_info

©.600000 192.168.1.14 192.168.1.8 T sa 64 1480 exd2as (53925)  @x749c 2608993782 0.000000000 0
0.001093 .168.1. 192.168.1.14 1450 64240 00000 (0) 3882274576 0.001093000 2608993782
o

2608993782
0.000886 9. ) g c 6 6 ) X786 0 0. 000886000 2608993782
2608993752 o

1
2
3 52.168.1. 1.8 cp ( 0x726; ©.000036000
4
s

©.000974 .168.1.8 1. 50 0x0000 (0) X5b11 0 0.009974000

IRERIRORZEE—ME8080R]

> Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) 09 00 50 56 81 CO le 80 50 56 9F bf 57 08 09 45 00 PV P V- M- E
> Ethernet II, Src: VMiare 9F:bfi57 (99:50:56:9F:bF:57), Dst: VMuare 81:co:le (60:50:56:81:co:le) 16 60 28 d2 a5 00 60 46 06 24 C4 CO a8 61 6e <0 38 (-G $
Internet Protocol Version 4, Src: 192.168.1.14, Dst: 192.168.1.5 ©1 08 00 50 00 50 9b 82 15 f5 00 00 00 00 50 02 PP 4

|~ Transmission Control Protocol, Src Port: 89, Dst Port: 89, Seq: 2608993781, Len: @ | S ad

[ & oo - o

Ele Edit Vew Go Copture Anbyze Stafitics Telephony Wireless Iooks telp

im RNEUReEF

(A ipport [0 -]+ TCPSYNs BadTCP NotGRE TCPrelrans Bad TC
o, Deta Source Destination Protocol Length TimetoLive M Valu Window _ dentfcation Crecksum Next Seq Time since prevous frame Inthis 1CP stream  Ack SegmentLen Info

8 e 54 e 1480 exd2as (53925)  Ox749c 2608993782

°
14 TP 66 1450 64240 0%0008 (8) exb12f 3882274576 2608993782 o

TRERIROER 80
> Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) 6 50 56 81 CO 1e 00 50 56 Of bf 57 08 00 45 60 PV--- P V- W E
Ethernet IT, Src: VMware 9f:bf:57 (00:50:56:9F:bf:57), Dst: VMuare 81:ca:le (80:50:56:81:c0:1e) 10 00 28 d2 a5 00 00 40 06 24 c4 €O aB 01 e cO a8 (-~ @ §
> Internet Protocol Version 4, Src: 192.168.1.14, Dst: 192.168.1.8 01 08 00 50 00 50 5b 82 15 f5 00 00 60 00 50 02 PP P
o 5 c8 74 9¢ 00 60 t

* Transmission Control Protocol, Src Port: 89, Dst Port: 89, Seq: 2608993781, Len: @



af://n745
af://n814

B—ME, ERFT (=) JLUTRHRSBENROAIRY, EREEF (===) NWTEREB R
#B798089HZ.

HEBRIROA, FEATEEG—ELE, BETtcp.portHFERIEAIFER, M==. —=—=KRZENE
AR TICAD ik

B TEXMIF, 19iERBRYIPKZR7910.0.0.0/8RERAY :

10.0.0.0/8

e Edit Vew Go Coptre Anaze Statsics Telephony Wireless Tooks Lelp

imde ®E iS=Eaaa:

[ipadts - 1000076 EIC0 -]+ ICPSWNs BadTCP NotGRE TCPretians bad TCP 2

No. Delta Destination Protocol Lengtt Time to Live  MSS Vz Window  Identification Checksu NextSeq  Time since previous frame in this TC Ack Segment Len Info

-2 0.000000 16.120.9.62 e 136 64,128 4122 0x0000 (8),6x25F.. Ox3eds 2716224051 ©.000000000 672107657 32 51861 + 26005 [PSH,
4 0.000031 10.120.9.62 Tcp 123 64,128 4122 0x0000 (2),0x25F. Oxa2fc 2716224070 0.000031000 672107657 15 s1801 - 26006 [PSH, A
6 ] o.000065 10.120.9.130____TcP 104 ea,128 64251 0x0000 (0),0X5C3.. Oxbe73 672167657 ©.000065000 2716224070 e 26006 > 51801 [ACK]
26 0.003669 10.120.9.52 P 194 64,128 4119 0x0000 (0),0x6d5. Oxb3cS 1504853865 ©.000000000 3842521097 % 51822 > 30004 [PSH,
28 0.000115 10.120.9.52 TP 288 61,128 4119 0x0000 (2),0x6d5. 0x25d5 3438761736 0.000000000 2139921962 182 51819 - 30005 [PSH, A(K] sm 3438701552 Ack=21.
51 0.008276 10.120.9.130  Tcp 129 64,128 64251  0x0000 (0),0X53.. 0X5103 672107682 0.012060000 2716224070 25 26006 » 51801 [PSH, ACK] Seq=672107657 Ack=271(
74 0.007838 10.120.9.130 TP 104 ea,128 63310 0x0000 (0),0x474. OxfoeB 2139921962 0.016114000 3438701736 P 30005 + 51813 [ACK] Seq-2139921962 Ack=3438701'
75 0.000015 10.120.9.130  Tcp 104 64,128 63256 0x0000 (0),0xd75.. €x9b31 3842521097 0.016244000 1504853865 o 30004 +» 51842 [ACK] 5eq=3842521057 Ack=1504853{
78 ©.000538 10.120.9.216  UsP. 26 e x0000 (0) WP Reserved (ex20)
110 ©.004329 10.120.9.216  GPRS-NS 134 e 6xg600 (6) NS_STATUS, Cause: Unknown (x78)
m ©0.001652 10.120.9.216  UsP. 7 e 6xge00 (0) WP Reserved (ex00)
115 0.000503 16.120.9.130 TP 139 64,128 63435  0x0000 (0),0X5C3. Ox930 1737346186 0.000000000 957873324 35 SCTED 5 S T R S
116 0.000140 16.120.9.130  TcP 135 64,128 64513 0x0000 (0),0X53.. 6xda25 1196641578 ©.000000000 3247836801 35 19600 + 51845 [PSH, ACK] 3 A

> Frame 6: 104 bytes on wire (832 bits), 104 bytes captured (32 bits) fe ee dB 21 22 23 52 54 00 21 21 23 ©8 00 45 00

> Ethernet IT, Src: 52:54:00:21:21:23 (52:54:00:21:21:23), Dst: feiee:ds:21: ree:ds:21:22: 06 52 00 00 G0 60 46 11 52 4a 0a 78 69 82 0a 78

> Internet Protocol Version 4, Src: 16.120.9.136, Dst: 10.126.9.216 22 09 d8 6a b9 12 bs @0 46 60 60 08 00 00 00 78 75

User Datagram Protocol, Src Port: 2745, Dst Port: 4759 45 00 52 54 00 47 fa Lc fe ee 2¢ 03 4 72 68 00
> Vireurl eitensible Local Ares Natwork ji 45 %0 00 28 Sc 35 40 00 30 66 76 eb 9a 78 09 3o
> Ethernet I, Src: fe 3:4:72 (feiea:2c:03:F4:72), Dst: 52:54:00:4: :54:00:47:Fa: 9378 09 82 65 96 ca 59 20 of Bc 89 al ed da 46

50 10 fa fb bc 73 60 00
T Rt U o, srci 10 120.9.62, Dst: 10.120.5.130

> Transmission Control Protocol, Src Port: 26826, Dst Port: 51801, Seq: 672107657, Ack: 2716224070, Len: @

FEXE2HES, RETIREPHLESIII0MER, FETF:

ip ==10.0.0.0/8 && ip ==10.0.0.0/8

232 A2E (==
RN, R FETEEOSRfl, NREETRE— N RET, BARBESM.
b, RER NS

tcp.port

ree o
¥ =
[BIES -]+ TCPSYNe BodTCP NotGRE TcPrewans BadTCP2
Destiation Protocal LengihTimetoLie 1SS Vaw Window _dentication Checksum_Next Seq Time since previous rame intis TCP stream _ Ack Segment Len
1 0.000000 192.168.1.14 192.168.1.8 Tcp 54 64 1488 @xd2a5 (53925) 0x749c 2608993782 ©.000000000 @ )
S 0.001093  152.168.1.8  152.168.1.14 _ TCP so e 1460 64240 00000 (0) oxb12f 3882274576 0.001093000 2608993782
3 o g
4 0.999481 192.168. 1 14 192.168.1.8 TCP 54 64 1480 OXdZiS (53925) 0x7331 2568993782 0.000000000 2 L
s 0 ox7: 2608993782 o
oxd2as (53925)  @xsssc 2608993782 0000900000 0 o
oxa000 (o) oxsb1l 0 0.000974000 2608993782 o
T EIREHUHOIENMZ80, EPEEITACE)
> Frame 1: 54 bytes on wire (432 bits), 54 hytes :aptured (432 bits) @0 50 56 81 c@ le 00 58 56 9f bf 57 08 00 45 00 PV P VoW E
Ethernet II, Src: VMuare 7 (00 \Muare_B1:co:le (60:50:56:81:c0:1e) 00 28 d2 35 00 00 40 05 24 c4 CO 2B 01 0e O 3B (@ $
> Internet Protocol Version A, Src: 192.168.1. m, Dst: 192.168.1.8 o1 @8 @0 50 00 50 9b 82 15 f5 00 00 00 00 50 62 PP 3
© Transmission Control Protocol, Src Port: 8@, Dst Port: 8, Seq: 2688993781, Len: @ BRlAC5AcEA7 4 0c 00 00 &
A ernpen - o x
Fle dt Viw Go Copure nabze Staistcs Teephony Wickss Took Help
L) RUQe+EFTSE aaafE
(Aliopont— o] FEEE [BE0 -]+ ICPSWNs Bod ICP NotGRE  (CPretrans bad ICP 2
No. Deita Souce Destination Potocol Lengih Timetolive  MSSValu Window Identification Checksum Next Scq Time since previous fame i this TCP stream _ Ack Scqmentlen _tnfo
4 0.000000 192.168. 1 1 TP 54 23 1480 Gxdzas (53925)  0x7331 2608993782 ©.000000000 80 - 443 svu] seq-zsassszm w:n-nae Len=0

2608993782

X o )
3 1.601576  192.168.1.14  152.168.1.8 Tcp 54 64 1480 6xd2a5 (53925)
7 152.165.1.5 152.168.1.14 Tcp 60 64 o 0x0000 (0)

HER T MIRERIEBR80RIESR

> Frame 4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) @0 50 56 81 cO le 00 50 56 9F bf 57 68 00 45 @0  PV..- P V. W E
> Ethernet II, Srci VMware_9fibfis7 (88:50:56:9fibfi57), Dst: Viware_81:c@ile (88:50:56:81icoile) 00 28 d2 a5 00 00 40 06 24 c4 c0 a8 01 6e c@ a8 (- @ $

> Internet Protocol Version 4, Src: 192.168.1.14, Dst: 192.168.1.8 61 68 00 50 01 bb 9b 82 15 f5 00 60 00 60 50 62 P P
+ Transmission Control Protocol, Src Port: 88, Dst Port: 443, Seq: 2608993781, Len: © 05 c8 73 31 00 00 51

SEHETF (==) . A2F (1==) HRRTUREBIRONEE080ER, LINUA4RE, RexBrim0, Reg
HE—NZ280AY.,


af://n832

2.3.38& (contains)
HETEENFERESESIEEN=FER, AT Hontains,
EbantepiEE s, BT "Image"BUEXR, WEAXTLIE:

tcp contains

fle [t Vew Go Captue Avabre Saisics Toephony Wieloss Tooks liclp
dmi® BB QesEFLS = aaQT
[ 1cp contains “imaqe” [0 -]+ TCPSYNs BadTCP NotGRE TCPretrans  bad
No. el Sowce Destinaton Protocol LengihTimetolive WSS Vlu Window _ entifcation Checksum NextSeq Time sine previous frame in hs 1CPsream  Ack Segmentlen Inlo

a4 ©.000000 192.168.247.105 72.52.171.190 HTTP. 465 128 65392 ©x1203 (4611) exgel5 1781087336 ©0.000197000 1298967770 411 GET / HTTP/1.1

Qi O e e O G G Sy P e G (e ) o e B (e e T e T
> Ethernet II, src: _29:40:92 (9c:d2: ), Dst: HaCTech e5icaisa

Internet Protocol Version 4, Srci 192.168.247.105, Dsti 72.52.171.138

Transmission Control Protocol, Src Port: 53851, Dst Port: 80, Seq: 1781086925, Ack: 1298967770, Len: 411
© Hypertext Transfer Protocol

70 74 6e 3d 73 69 74 65 68 61 6 31 32 33 26 69 65 ao1238ie

2R, BtepBIRBATEEANTAIIMYEFERESRTLL, EEaN: udp contains, frame contains, http
contains, BIREIEZEE string, FrlAtcp.port, ip.addrXLENFAT contains,

ELamEiEhttpiEkBIFEHZhost Ayoutube.comBYRTLAZ :

http.host contains

youtubecom] + TCPSYNe Bad TP NotGRE TCPretrans

No, Delta Source Desination Protocol lengih Timelolie WSS Valu Window  identification ChecksumNext Seq Time since previous rame in this TCP siream  Ack Segment len— Info
a ©.000000  192.168.247.105  72.52.171.196  HTTP 265 128 65302  €x1203 (4611) | exvels 1781087336 @.000197000 1298967770 an GET / HTTP/1.1

Frane 4: 465 bytes on uire (3720 bits), 465 bytes captured (3720 bits) on interface \Device\PF_{C2590204-763E-4336 -BBAF-6817C72088A4), id © o 3822 d6 e5 c4 9a 9 d2 e a9 40 92 08 00 45 08 8" 3
> Ethernet II, Src: HonHaiPrecis_a9:40:92 (9c:d2:1e:a9:40:92), Dst: H3CT @1 c3 12 €3 40 60 80 06 3b 2d C6 a8 7 69 45 34 @ ina

Internet Protocol Version 4, Src: 192.168.247.105, Dst: 72.52.171.190 ab be d2 5b 00 50 6a 29 3a cd 4d 6c ac da 50 18 [-P3) P
> Transmission Control Protocol, Src Port: 53851, Dst Port: 80, Seq: 1781086925, Ack: 1298967770, Len: 411 S0 ff 76 9e 15 00 00 47 45 54 20 2f 20 48 54 54 50  p----GET / H"P

6040 2f 31 2e 31 od oa [ERTERTRYETRTRTRTIIEY /1.1-- T3]

coso R TIRY o f o T o
6e 65 63 74 69 6T 6e 3a 20 6b 65 65 70 2d 61 6  nection: keep-al
69 76 65 6d 0a 41 63 63 65 70 74 3a 20 74 65 78  ive:-Acc ept: tex

~ Hypertext Transfer Protocol
©GET / HTTP/1.1\r\n
Host: . youtube. com\r\n

Connection: keep-alive\rin 74 2f 68 74 6d 6c 2c 61 70 70 6c 69 63 61 74 69 t/html,a pplicati
Accept: text/html,application/xhtml+xnl,application/xnl;q=8.9, inage/webp,*/*;q=0.8\r\n 6 Ge 2 78 68 74 6d 6c 2b 78 6d 6c 2c 61 70 76 on/xhtml +xml,app
User-Agent: Mozilla/s.e (windows NT 6.3; WOWS4) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/41.6.2272.89 Safari/s37.36\r\n 6c 63 63 61 74 69 6f 6o 2f 78 6d 6¢ 3b 71 3d 30 lication /xml;;

Referer: http://usu.baidu. con/s?word=youtubegtn=sitehao123gie=utf-8\r\n 2e 39 2c 69 6d 61 67 65 2f 77 65 62 70 2c 2a 2f .9, image /uebp,*/
Accept-Encoding: gzip, deflate, sdch\rin 2a3b 71 3d 30 2¢ 38 @d a 55 73 65 72 2d 41 67 *;q=0.8- -User-Ag

65 6e 74 3a 20 4d 6f 7a 69 6c 6c 61 2F 35 2¢ 30 ent: Moz illa/5.0
o 2028 57 69 6e 64 6f 77 73 20 de 54 20 36 28 33 (Window s NT 6.3
“0 3b 20 57 4F 57 36 34 29 20 4170 70 6 65 57 65 3 WOWS4) Applelie

. tub
Ve b 100 62 4b 69 74 2f 35 33 37 2e 33 36 20 28 4b 48 54  bKit/537 .36 (KHT
4d 4c 2c 20 6c 69 6b 65 20 47 65 63 6b 6 29 20 ML, like Gecko)

Accept-Language: zh-CN,zh;q
\n

[HTTP request 1/1]

T dnsEFERE S cloud.tencent.comfyT LR :

dns.qry.name contains

fle GOt View Go Coptue Amsbze Stat
imze R Qe+ EFLL S aaarl
sy contin “cowd encent com] [E9ED <)+ TCPSYNS BadICP NotGRE TCPreuns

Tlephony  Wieless Tooks Help

‘o Oste Deta Source Destination Protocol _Type _Query Name dneid dnersp time  Length  TimetoLve _Identfication nfo

Frane 6 bytes on wire (848 bits), 106 bytes captured (848 bits)
Limx cooked capture v2

ST Gl (i 0, €7 AR B AT
User Datagram Protocol, Src Port: 40458, Dst Port

Domain Name System (query)

NaiE BT EPayload IR, tLinping/&Ze—NUDPEIMIMSGRI, AIE—NUIRFRTER "test":

nping --udp -p 2115 --data-string 192.168.1.72

RS imsIr2115 udpimd, HEKWEHAREZEMHA:

socat -v udp-1:2115, fork exec:



af://n839

® 23:57:53 =~ nping 2115 “test" 192.168.1.72

0.7.94 ( https://nmap.org/nping ) at 2024-10-14 23:58 CST
UDP 192.168.1.2:53 > 192.168.1.72:2115 tt1=64 id=18968 iplen=32
UDP 192.168.1.72:2115 > 192.168.1.2:53 ttl=64 id=15257 iplen=32
UDP 192.168.1.2:53 > 192.168.1.72:2115 ttl=64 id=18968 iplen=32
UDP 192.168.1.72:2115 > 192.168.1.2:53 ttl=64 id=38685 iplen=32
UDP 192.168.1.2:53 > 192.168.1.72:2115 ttl=64 id=18968 iplen=32
UDP 192.168.1.72:2115 > 192.168.1.2:53 ttl=64 id=10447 iplen=32
UDP 192.168.1.2:53 > 192.168.1.72:2115 ttl=64 id=18968 iplen=32
UDP 192.168.1.72:2115 > 192.168.1.2:53 ttl=64 iplen=32
UDP 192.168.1.2:53 > 192.168.1.72:2115 ttl=64 iplen=32
.0277s) UDP 192.168.1.72:2115 > 192.168.1.2:53 ttl=64 i iplen=32

[ I I = = Q=

Min rtt: 3.268ms | Avg rtt: 4.088ms
Raw packets sent: 5 (160B) | Rcvd: 5 (230B) | Lost: O (0.00%)
Nping done: 1 IP address pinged in 4.08 seconds
® 23:58:19 A IS

Debian dnscrypt&dnsmasq&nscd X

# ~» socat udp-1:2115, fork exec:'/bin/cat'

> 2024/10/14 23:58:15.129980 length=4 from=0 to=3

test< 2024/10/14 23:58:15.131937 length=4 from=0 to=3

test2024/10/14 23:58:15 socat[1797817] E read(5, 0x5617b9225000, : Connection refused
> 2024/10/14 23:58:16.130988 1length=4 from=0 to=3

test< 2024/10/14 23:58:16.132485 1length=4 from=0 to=3

test2024/10/14 23:58:16 socat[1797827] E read(5, 0x5617b9225000, : Connection refused
> 2024/10/14 23:58:17.132484 length=4 from=0 to=3

test< 2024/10/14 23:58:17.134507 1length=4 from=0 to=3

test2024/10/14 23:58:17 socat[1797837] E read(5, 0x5617b9225000, : Connection refused
> 2024/10/14 23:58:18.133892 1length=4 from=0 to=3

test< 2024/10/14 23:58:18.135850 length=4 from=0 to=3

test2024/10/14 23:58:18 socat[1797847] E read(5, 0x5617b9225000, : Connection refused
> 2024/10/14 23:58:19.136606 length=4 from=0 to=3

test< 2024/10/14 23:58:19.137436 length=4 from=0 to=3

test2024/10/14 23:58:19 socat[1797857] E read(5, 0x5617b9225000, : Connection refused

(ERN A MEDEBEIE BT IEEIE StesthIpayload:

udp contains

.payload contains

[BE0 7] + oS o0 TP NolGRE Tchreuan
Chedsum Netsea T CPstean  hd seqent Len

7304),0.
Bx4als (18968)

0.003957 X X ca 0x971d (38685)

©.000055 5.1.2 20 0x930c (37852),0.

©.997403 192.168.1.2 xaals (18968)

192.168.1.72 ox28cF (10447) inknoun (14) ax7465 [valformed Packet]

7 316 b1t 52 bytes captured (416 bite) 05 90 09 90 99 90 00 07 90 9 03 05 90 50 55 1 w
= R ntnnn: Rhnmanan o 2
Inte 4, Srci 192,168.1.2, Dst: 192.168.1.72 €0 a8 01 02 0 a8 01 48 0 35 68 43 00 oc 8b €9 HosC

2.3.4 ILg (matches)
PUBctEz, S2dFPerllEM (PCRE) PUEC—AMIMNERXAFER, tcontainsEERIEME.

AL, TIEIEKURIFEEMSIERTERAY.com i :

http.request.full_uri matches

amIB ®
== ] 3 <)+ TCPSYNs BadTCP NotGR
o b e R TR N )
w oo mssie  mansese s s caniooxizes (ast)  etey anmsssan oLascarsone T M1 GET Jcomecttest,tat TP/
- e (1320 bits), 165 bytes captured (1320 bite) 00 38 47 12 77 94 78 <2 30 b3 93 e 68 60 45 0
oo (roicasabibasasien); Deti Cloco 12197:a8 (90138506512:7:a) %0 27 45 5 40 00 40 o6 34 15 00 o8 of 68 17 ¢
= T etatsts e cionse e e wh s
ra Control Protocol, Src Port: 49670, Dst Port: 80, Seq: 2126555121, Ack: 1945379786, Len: 111 S :3 ;: 2; ‘3‘; 32 ‘1‘7 :Z 3‘; 32 ;; j; Zz 2; ?; ;:
. #
s TR o) S0 11 0 02 43 6F 6n G 65 63 74 65 of o6 20
/ 51 .‘x /1.1\r\n 28 43 6c 6f 73 65 @d @a 55 73 65 72 2d 41 67 65 c
Conne Lose\rin Go 78 3a 20 4d 69 63 72 6F 73 SF 65 74 20 de 43 1
User-, Microsoft NCSI\r\n 53 49 od @a 48 6f 73 74 3a 20 77 77 77 2e 6d 73
rast G 70 63 G o co d3 63 a4 6t Th 7h a6
\rin 5 0d 0a 04 0n

[[FulL request Uer: hitp: E ]
[HTTP request 1/1]
Response in frame:

26]

A2, TIETLSIEFHclient hellofERAVIH A, HMLAVERTFFSL, microsoft.com&EEAIR :


af://n861

tls.handshake.extensions_server_name ~

Dle Edi Mew Go Coptue Snabue Sulbics Teephony Wielss Took Lelp

W@ RE Qe L ¥ S R Y

Al oame = mcosotcoms” 53 -]+ TCPSYNs BodTCPNotGRE

[ veta souce Destiation otorot Longih_ U toLive___ W55 Vala Window __ ntlicaton Chockum_Nestseq e e o e U P stcam_ Ack Scqmentn o

I G 185000 13.89.075.0 TSIz T 1210 0x2803 (10451) | Gx995c 1375947752 ©.005514008 355528905 212 T ol (T, avets Gata mLcrosoTe con
So4  139.557826  10.8.15.101  20.42.73.26 TLsv1.2 266 128 64240 @912 (14610)  xSdd2 4133297741 0.001072000 154207321 212 Client Hello| (sN ents. data. microsoft. con)
150 469.761833  10.5.15.001  13.89.178.27  TLsvi.2 66 18 64240 @xaffs (20470)  exbsof 1293353020 o.000781000 2577093885 212 client Hello Dot e )
1576 2568568 lp.s.s.001  13.89.178.27  TLsvi.2 26 128 61200 0x5004 (20484)  Ox55f6  Sae7Isesd 0.001042000 sa7as16s3 22 Client Hellol 19 events. data.microsoft. con)
1730 466.98852  10.5.15.101  51.104.15.253  TLSvi.2 266 128 61200 exacfa (11508)  Ox77ec 626768123 o.000504000 2190988871 212 client Hello 0. events. data.microsoft. con)
2581 1620150924 10.8.15.101  104.208.16.88  TLSvi.2 266 128 61240 Oxcoss (49284)  exos2d 2939453723 o.c01142000 788514461 212 client Hello 10, events. data.microsoft. com)
2587 3.093674 18.8.15.101 104.208.16.88 TLSv1.2 266 128 64240 @xce87 (49287) ©x44f8 1762754973 ©.000555000 1099224112 212 Client Hello /10.events.data.microsoft.com)
2593 7.105816  10.5.15.101  104.208.16.88  TLSv1.2 266 18 G420 Oxcosa (49299)  oxboeb 3673612253 0.000378000 330880054 212 Client Hello 10, events. data.microsoft. con)

Q7 o 255 i @ il (@200 (o), 55 [y e (E0ED ) @8 08 45 00
> Ethernet II, Src: 78:c: : Dst: Cisco_12:f7:a4 (00:38:df112:f7:24) 0 fc 28 d3 40 00 88 06 7 5a 6a 08 OF 65 ad 59
 Internet Protocol Version 4, Src: 16.8.15.10L, Dt 13.89.175.8 0020 b3 8 c2 @9 o1 bb 52 63 4b 3c dé db c3 &5 50 18

a fo 92 Sc 00 @2 16 03 03 00 cf @1 00 00 cb 3
3 64 dc 06 13 €0 ac €3 10 61 e5 @1 e2 f1 4b 83
5 ab a7 85 FF bo ca 98 o7 f1 3a 6F a9 b 33 91
3F 00 00 24 €O 2 €O 2b <O 30 CO 2F €O 24 €O 23
0 28 co 27 €0 0a 0 @9 <0 14 CO 13 60 9d 00 S

> Transmission Control Protocol, Src Port: 43673, Dst Port: 443, Seq: 1375947580, Ack: 3595283445, Len: 212
~ Transport Layer Security
~ TLSVL.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)

Version: TLS 1.2 (ex0303) 50 00 3d G0 3c 00 35 00 2f Gl 00 00 72 00 0O 00 22 5/ .
Length: 207 @0 20 00 00 1d 76 32 30 2¢ 65 76 65 Ge 74 73 2e v20 .events.
~ Handshake Protocol: Client Hello 64 6174 61 2¢ 64 69 63 72 6F 73 6 66 74 2¢ 63 rosoft.c
Handshake Type: Client Hello (1) 9000 6f 6d 60 05 00 05 81 00 00 00 60 00 02 00 68 8 .
Length: 263 oo @6 @2 1 60 17 @2 15 00 ob o9 @2 @1 00 00 od e
Version: TLS 1.2 (ex0363) 1a 00 15 @8 64 08 05 02 06 04 01 05 @1 €2 01 04
., Randon 03 @5 03 02 03 02 62 06 01 06 03 00 23 00 00 00 . -
10 00 0c 00 Oc 02 68 32 08 68 74 74 70 2f 3128 -~ -h2 http/1.

Session ID Lengt!
Cipher Suites Length: 36
Cipher suites (18 suites)
Compression Methods Length: 1
> Compression Hethods (1 method)
Extensions Length: 126

~ Extension:

31 00 17 00 60 £ 01 00 01 G0 1

server_nane (L 20.events. data. microsoft. con
Type: server_nane (o)
Length: 34
~ Server Name Indication extension
Server Name 1ist length
server Name Type: host_name ()
Server tame length: 29
[server &

4) name

data.microsoft.con

B3, JLIEDNSHN S, PLECEAP=NUGAIHRSL :

dns matches #dnsE fdns . qry . name /& 7% 7] @i 1]

Fle ER Vew Go Capiwe Anabze Staistks Telephony Wieless Tooks Help
am Q==

[BE3 )+ TCPSMs BadTCP NotGRE Tehreuans (

Source Destintion Protocol  Type [Query Name ansia dnsrsp time Length  Timetolive Identiication nto

2 bytes on wire (656 bits), 82 bytes captured (656 bits) E

Etharoet 12, Sret Tescatsbibe sree (ORI (5 G (Do)

Internet Protocol Version 4, Src: 10.8.15.101, Dst: 10.8.15..

User Datagram Protocol, Src Port: 50316, Dst Port:
n Name System (query)

BRIEZ SN, (RATLAERDERIESE Ctrl + FEE[I?H:.'EE?*E, SFIEN. +7\itbl. FRFER. Jigss, FEALL
REEAXNEHR, BRASEMRHESRRY, BrE—REK, NLEITRIF, SXEME—
MFEERIIEEI.

de Ot View Go Capie Awyze Staistks Telphony Wireless Tooks Help

amce RT QewEi s
i ; e TR BT NotGRE TCPremams B TCR:
Packet it Narow & e Coveersive[Reulr xresion | “windows commicost coming om” find | Concer
o oot Souce et Dy e Pocol Type Query Name ansia nopume  lengh  Tmetolve  dentfcaton [
ss5  0.000108  194.55.224.9 0.5.1000 Tcp s 128 oxoe11 (36381) 80+ 49690 [ACK] Seqe3133484411 Ack=2448599072 Win=64240 Lans
i
561 0.000346 10.8.15.101 194.55 TCP 54 128 0xb661 (46689) 49690 + 80 [ACK] Seq=2448599072 Ack=3193484616 Win=64036 Len=0
563 0.000141 _ 194.55.224.9 10.8.15.101 TCP 54 128 0x9013 (36883) 80 + 49690 [ACK] Seq=3193484616 Ack=2448599073 Win=64239 Len=0 =
566 TP 66 128 Oxe121 (57633) 49691 + 443 [SYN] Seq=1385140370 Win=65535 Len=d MSS=1460 WS=256 SACK_PERM
s67 T 6 128 Oxel22 (57634) 49692 » 443 [SYN] Seq=B51621087 Win=65535 Len=0 MSS=1460 WS=256 SACK_PERM
s68 T ps 128 oxel2d (57635) 49693 - 443 [SYN] Seqs3531791009 Win=65535 Len=0 NSS=1460 WS=256 SACK_PERM
569 o o 128 Oxel2s (57636) 49694 + 443 [SYN] Seqs996592146 Win=gs535 Len=0 MSS=1460 WSs256 SACK_PERM
570 034420 TP 58 128 Ox9015 (36885) 443 » 49691 [SYN, ACK] Seqe3726961535 Ack=1385140371 Win=64240 Len=0 MSS=1460
s o.cees1a  10.8.15.101 e 54 128 Oxe125 (57637) 49691 » 443 [ACK] Seqn1385140371 Ack=3726961536 WineG5535 Lenso
\ 72 ©.004112  10.8.15.101 TLsvi.2 262 128 0xe126 (57638) Client Hello (SNI=fd.api.iris.microsoft.com)

2.4 BRIRMER (REDRDRNZERIIE)

BHIRERF (#) BEIRTEHEIE, TLUSFERIEFIZIMLTIE—E.


af://n878

2.4.1 VXLANIZ=

ECAN T EIXMNXLANEYES G, 1BIdUDPEIZETWEIPL, Bl biRXAEBwaIPL,
RE:

HHITA. 5+

o, Delta Source Destination Protocol Length Time to Live  MSS Ve Window  Identification Checksu NextSeq  Time since previous frame in this TC Ack Segment Len Info

6.000197 10.120.5.62 10.120.9.130 64251 0x0900 (8),0X5C3.. OXbCT3 672107657 0.000065000 2716224070 26006 -+ 51801 [ACK] Seq-672107657 Ac|
[ 0.000379 1.41.13 10.120.9.130 Tcp 104 64,53 256 0x0000 (0),0x1b2. Oxbsal 3504365674 ©.000000000 4099797720 o 11816 -+ 14562 [ACK] Seq-3504365674 Ack-4099757=
[ 2 TcP 627 64,116 1023 0x0998 (),0X1DS. 0x2980 1789031225 ©.000000000 32600662435 523 63851 -+ 14502 [PSH, ACK] Se

0 5 0 s o e (60 ), 70 B Gt (60 ) ee ds 21 22 23 52 54 00 21 21 23 08 00 45 00 1URT 11gE
. Ethernet IT, Src: = - = 3 5200 00 00 00 40 11 52 42 0a 78 09 52 02 78 Z----@ RIX- X
[_Internet protocol Version 4, Src: 16.120.9.136, Dst: 10.120.9.216 \ dg8 0a b9 12 bS 00 46 00 00 08 00 00 00 78 7! F xu

> User Datagram Protocol, Src Port: 2745, Dst Port: 4789
3 Virtuat extensible tocal Arss Hetser
S Transmission Control Proto(ul Src Port: 26006, Dst Port: 51801, Seq: 672107657, Ack: 2716224070, Len:

>
78 @9 82 65 96 ca 59 28 Of 8c 89 al 6 43 46 x--e--Y (- IF
Poos

I EETITENE (F2E) BIP, BRATLUINLEEREBER#2, ELiNidiEAEIP/910.120.9.1308
8, FBEtcpERIRO951801A9RY, FJLUXAS:

&& tcp.dstport

Hle Fdi View Go Caplure Analye Stalistcs lelephony Wieless ook Felp

imge RER e EFES aers
Aipests2 HED )+ TSN BT NotGRE TChrems D TCP.2
No. Delta Source Destination Protocol Length Time to Live  MSS Ve Window  Identification Checksu Next Seq  Time since previous frame in this TC Ack Segment Len Info
& oooee  1em0ss  lams.% T 08 a1 sa2s1 oxoo00 (), 0u5c. oxbers 672107857 o.00s065000 2nca2a0r0 o 2s00s  sie1 [ACK] Seqeeraionesy Ackezrieania |
B 0.01200  10.128.9.62  10.120.3.130  TCP 129 64,128 64251 €x@000 (0),@xSc3.. OX5103 672107682 o.012060000 2716224070 25 26006 > 51801 [PSH,
385 0.096505 l0.120.9.62  10.120.3.130  TCP l0a 64,128 64090 2000 (0),x5c5.. exbesa 672107652 ©.000073000 2716224231 o 26006 + 51801 [ACK]
26412 6.807799 lo.126.9.62  10.120.3.130  TCP 104 64,128 6383 €x0000 (0),0x619.. OxbeSa 672107682 o.017505000 2716220472 ) 26006 » 51801 [ACK]
3439 2.687488 l0.120.9.62  le.120.3.130  TCP l0a 64,128 63773 @000 (9),0x635.. Bxbesa 672107652 e.011363000 2716224548 e 26006 51801 [ACK] Seq-672107682 Ack=27162245¢
36501 0.000729 lo.120.9.62  10.120.8.130  TCP 137 64,128 63773 €x8000 (9),0x638.. OXSSbf 672107715 ©.00072000 2716224548 33 26006 - 51881 [PSH, ACK] Se
Seses  6.162344  l0.120.5.62  10.120.9.130  TCP l0a 64,128 63651 @000 (0),0x67b.. exbe3d 672107715 o.013091000 2716224670 o 26006 » 51801 [ACK] Seq-672107715 Ack=27162246"
67317 2.176953 10.120.9.62  10.120.8.130  TCP 104 64,128 64575 €x8000 (0),0x68d.. Oxb6as 672107715 o.000110000 2716225170 e 26006 » 51801 [ACK]
67363 0.004459 l0.120.9.62  le.120.3.130  TCP 120 64,128 64578 €x@000 (0),0x6Ed.. Oxc668 672107731 ©.004453000 2716225170 16 26006 > 5101 [PSH,
67402 0.005001 lo.120.9.62  10.120.8.130  TCP 18 64,128 64575 €x8000 (0),068d.. OXSC56 672107745 o.c0s001000 2716225170 12 26006 - 51801 [PSH,
7555 0.0a6338 l.120.9.62  le.120.3.130  TCP 14 64,128 64160  ©x@000 (0),0x6Ed.. OxbGEE 672107745 ©.00001000 2716225288 e 26006 » 51801 [ACK] Seq
Zreca o oo S0 1o a e 0 120 e 120 1o o an'1om Caa1 ovanon (@) oxesd ovhenn £7710774% 5 000071000 571695207 - con + 1801 [6r] Sans

R0 G 20 i e i (@R i, 760 050 o] O B feee d8 21 22 23 52 54 00 21 21 23 68 00 45 00 IURT b e
> Ethernet II, Src: % os - = m— 6 52 00 00 00 00 45 11 52 42 0a 78 69 82 6a 78 Z----G: RI XX
> Internet Protocol Version 4, Src: 10.120.9. 132, Dst: 10.120.9.216 09 d8 0a b 12 b5 00 46 00 00 08 00 00 00 78 75 F X
> User Datagram Protocol, Src Port: 2745, DSt Port: 4789 4500 52 54 00 47 fa 1c fe ee 2¢ 03 f4 7208 00 E-RT.G - -, 1
i i e 45 00 00 28 Sc 35 40 00 80 06 76 eb 0a 78 09 e E--(\S@ v x>

" ©a 78 09 82 65 96 ca 59 28 Of 8c 89 al €6 da 46 x--e- Y (- IF
o £y Siv : 50 10 fa fb be 73 00 00 Pos

), Ds
> Internet Protacol Version 4, Src: 10.120.9.62, Dst: 10.120.9.130
> Transmission Control Protocol, Src Port: 26006, Dst Port: 51801, Seq: 672167657, Ack: 2716224070, Len: ©

MNRBBEE—FRIPRIISE, WEAERip.srestENMLAERALR, BAS LEMANESER
S, BXINERERVERR10MER, AJLAZ:

ip.src#1 && tcp.dstport

amze RT]«=

X

01705130 A tpdtpor == 51801 A iads? === 1000078 L~ | [HET )+ TPSNS BadTCP NotGRE TePrewans BsdTCP 2
Delta Source Destination Protocol Lengtt Time to Live MSS Ve Window  Identification Checksu Next Seq Time since previous frame in this TC Ack Segment Len Info
6 000000 16.120.5.62  10.120.9.130 TGP 104 64,108 64251 0x0000 (9),0¥5¢3. Oxbe73 672107657 0.000065000 2716220070 o 26006 + 51801 [ACK] Seqre7ieresy Ackearicanes |
51 c.o12050  10.120.5.62  10.120.9.130  TCP 123 ca18 64251 0x0000 (6),0x5c3.. 0X5103 672107682 0.012060000 2716220070 25 26006 + 51801 [PSH, ACK] Seq-672107657 Ac
385 o.0s6003  16.120.5.62  10.120.9.130  TCP 14 ea108 Cresaloveooal (o) orc s expecalleszisrees 0000075000 2716220231 o 26005 + 51501 [ACK] Seqe672107682 Ack=27162242
26412 e.807799  10.120.9.62  10.120.5.130  TcP 104 64228 63845 0x0000 (0),0x615. Oxbesa 672107682 0017908000 2716220472 © 26005 + 51801 [ACK] Seq672107682 Ack=27162244
36499 2.687486 10.120.9.62 10.120.9.130 TP 104 64,128 63773  ©@x@000 (0),0x638.. OxbcSa 672107682 ©.011369000 2716224548 o 26006 » 51801 [ACK] Seq=672107682 Ack=27162245¢
6501 c.oe729  le.120.5.62  10.120.9.130  TCR 157 ea18 63773 ox0000 (0),0x636. oxSSb 672107715 6000729000 2716220548 33 26006 + 51801 [PSH, ACK] Seq=672107682 Ack=271(
58569 6.162344 10.120.9.62 10.120.9.130 TCp 104 64,128 63651 ©@x@000 (0),0x67b.. Oxbc39 672107715 ©.013091000 2716224670 o 26006 » 51801 [ACK] Seq=672107715 Ack=27162246]
67317 2.170953 10.120.9.62 10.120.9.130 TP 104 64,128 64578 @x0000 (@),0x68d.. BXb6a6 672107715 0.000110000 2716225176 e 26006 » 51801 [ACK] Seq=672107715 Ack=27162251
7369 0.cos45s  lo.aze..62  10.120.5.130  TCP 120 eau 64578 0x0000 (6),0x¢8d. OxcesE 672107731 6.004455000 2716225170 16 26006 - 51801 [PSH, ACK] Seq-672167715 Ac
67402 0.005001 10.120.9.62 10.120.9.130 Tcp 118 64,128 64578  ©x0000 (0),0x68d.. OX5C56 672107745 0.005001000 2716225170 14 26006 + 51801 [PSH, ACK] Seq=672107731 Ack=271(
7550 o.cae338  lo.120.9.62  10.120.5.13  TcP 100 aa18 caago  ox0000 (0),0xead. oxbess 672107745 o.606018060 2716225288 o 26006 » 51801 [ACK] Seq-672107745 Ack-27162252(
67568 ©.000074 10.120.9.62 10.120.9.130 TCP 104 64,128 64101 ©x0000 (0),0x68d.. Oxb688 672107745 0.000074000 2716225647 e 26006 + 51801 [ACK] Seq=672107745 Ack=27162256+
67612 ©.006172 10.120.9.62 10.120.9.130 Tcp. 101 ea,128 64578 ©xeeeR (0),0x68e.. 0x933 672107745 0.000138000 2716231143 o 26006 > 51801 [ACK] Seq=672107745 Ack=271623114
» Frame 6: 104 bytes on wirs (832 bits), 104 bytes captured (832 bits) e ds 2122 23 52 54 00 21 21 23 05 00 45 00 - 1"HRT I1#. €
» ethernet 11, src: : 00 Sa 00 0P 00 00 40 11 52 4a 02 78 69 52 63 78 Z-- B RIx X

s
8
s

) Dst:
»[Internet Protocol Version 4, Src: 10.120.9.130, Dst: 10.126.5.216 | #1 SNEIPSL (—2IPik)
> User Datagram Protocol, Src Port: 2745, Dst Port: 4789
> virtual extensible Local Area Netuork
> Ethernet II, Src: fmmm e m = ) Dst: o =
> [Tnternet Protocol Version 4, Src: 10.120.9.62, Dst: 10.120.9.130 |  #2 jy=Ipsk (5 JZIPL
> Transmission Control Protocol, Src Port: 26606, Dst Port: 51801, Seq: 672167657, Acki 2716224076, Len: ©

IS
2
s

4500 00 28 5c 35 40 00 80 06 76 eb 0a 78 09 3o E-(\S@- V. ox->
a 78 @9 B2 65 96 ca 59 25 Of Bc B9 al e6 43 46 x--e Y (- -IF
S 10 fa fb bc 73 6@ 00 Poos

2.4.2 GRElp=

GREFUFIZERIE, LI TFEIX/MRESL, GREtEHT—EIPL, BN LREIRBEHRIIPL,
RE:

IR

‘e B View Go Coptre Abae Sttitks Tokphony Weekess Took Help
amce REQewSFLI= = aaQl
1 3]+ NoRespomse
No. Time Delta Source Destination Pt Tina o Us GerdfcatonLength T donior (35, cniar U5 Seconc N Rsponse U o dstmac info
12024-10-17 13:31:59.902855  0.000000  10.249.100.15  10.133.100.21 56,63 Obls (11032 98 21895 (BxS52. 11695 (xad5S) 698 (0x02bm) 00:00:5¢:00:01:09 30:50  Echo (ping) reply  de0u5524, 5equ698/47618, ttles3 !
2aoaio1) Diensester  romsis  oaioneeds 1oisdeesi  I0P  sees oovme (one o0 280 (ose. 207 (odbes) 5o (orauak) 00:00:50:00:01:09  bBice:f6:80:30:50  Echo (ping) reply  dedxS56b, 5equ53/15104, ttleGd
e e oo el 11 I0P 6 eweds (a3 e (ot 2 (oess) 130 (oeer) 00:00:5¢:00:01:09 50, Echo (ping) reply  1ds0xS56b, 5eqe130/33280, tt1e63
4 202010-17 2306424 1000281  10.249.100.15  10.133.100.21 IO 56,63 Oxladd (6868). 98 21867 (Bx556. 27477 (Gx6bss) 201 (9x@0c9) 00:00:5e:00:01:09 Echo (ping) reply  ids0x556b, 5eqe201/51456, ttle3
Samtideny bonmsesss Lewil lonoieis loamima 100 seer eomagem ot 2007 (e e (neoss) 272 (teenie) 00:00:50:00:01:09  bB:ce:f6:80:30:50  Echo (ping) reply 5e4e272/4087, 41063
0490669 1000111  10.249.100.15 10.133.100.21 IO 56,63 Oxflol (53595 98 21867 (OxSS6. 27477 (oxebSS) 343 (0x01S7) 00:00:50:00:01:09  bB:ce:6:80:30:50  Echo (ping) reply SEEs e
5506609 1000113  10.269.100.15  10.133.100.21 IO 56,63 Oxdfo (7673). 98 21867 (Bx556. 27477 (Gx6bs5) 414 (9x@1se) 00:00:56:00:01:09  bBice:f6:80:30:50  Echo (ping) reply 40445, tt1e63
820241017 13:32:06.907075  1.000266  10.249.100.15  10.133.100.21  IOP 56,63 Ou6dsd (28045 98 21867 (OSS6. 27477 (OxGbSS) 485 (0x01e5) 00:00:50:00:01:09  bBice:6:80:30:50  Echo (ping) reply Teqeins/sas2s, t11o63
92024-10-17 13:32:07.907083  1.000008  10.249.100.15  10.133.100.21  IOP 56,63 Oubbd7 (48087 98 21867 (0xSS6. 27477 (Ox6bSS) 556 (0x022c) 00:00:56100:01:09  bBice:f6:80:3a:50  Echo (ping) reply ) $6qe556/11266, tt1-63
10 2024-10-17 13:32:08. 1000010  10.249.100.15  10.133.100.21 OB 56,63 0u067b (1659). 98 21867 (9556 27477 (x6bSS) 627 (0x0273) 00:00:56:00:01:09  bBice:f6:80:30:50  Echo (ping) reply sequ627/25042, 14163
112000-10-17 13:32:09.907049  0.99995  10.249.100.15  10.133.100.21  IOW 56,63 Oxdclb (19595. 98 21867 (BxSS6. 27477 (Bx6bSS) €98 (x02ba) 00:00:56:00:01:09  bBice:6:80:30:50  Echo (ping) reply 5equ698/47618, tt1e63
122026-10-17 13:32:10.902223  0.995174  10.249.100.15  10.133.100.21 IO 56,63 OxefF (667.. 98 22077 (0xS63.. 15702 (0x3dS6) 59 (0x0a3b) 00:00:56:100:01:09  bBice:f6:80:3a:50  Echo (ping) reply 5eq=59/15104, £41:63
13 2020-10-17 13:32:11. 1000366  10.249.100.15 10.133.100.21  IOP 56,63 OuSed (S760. 98 22077 (9<S63. 15702 (9x3ds6) 130 (0x9082) 00:00:50:00:01:09  bB:ce:f6:80:30:50  Echo (ping) reply 504-130/33280, tt1u63
162026-10-17 13:32:12.902649  1.000260  10.249.100.15  10.133.100.21 IO 56,63 Oxecs (7879). S8 22077 (BxSbd. 15702 (0xadse) 201 (9x00c9) 00:00:56:00:01:09  bBice:f6:80:30:50  Echo (ping) reply 5eqe201/51056, tt1e63
152020-10-17 13:32:13.90293  1.000085  10.249.100.15  10.133.100.21  IOW 56,63 0x6314 (25364 98 22077 (xSel. 15702 (@xads6) 272 (9x0110) 00:00:56:100:01:09  bBice:f6:80:3a:50  Echo (ping) reply seq 7, tel63
4.903065 1000131  10.249.100.15  10.133.100.21  I0P 56,63 Oue80 (41088 95 22077 (0xS63. 15702 (9x3ds6) 343 (0x9157) Coicoiseicoieiios  Loiceiseisaiseiss  Eche (ping) reply  léninSead, seqeada/22275, 6108
Do s Lol 1030.00015 1031021 I0P S ewlsf (s 98 e (ese 17 (oase) 414 (Geise) 00:00:56:00:01:09  bBice:f6:80:30:50  Echo (ping) reply  1ds0xS63d, 5equdld/04dS, ttles3
By Briesew Lo 029101 0IBI0A 108 s am (. % 207 06515 0ose) i (0ois) 00:00:56:00:01:09  baice:f6:80:3a:50  Echo (ping) reply 5634, sequds/S8625, tt1-63
TSI TS ) DRSS By sy [P P e SRR Ethernet
Ethernet 11, Src: s o
[internet protocol Version 4, Sre: 9.128.1.154, bst: 11.20.178.221 ] #1 —JaIPik (4h)

eric Routing Encapsulation (1P)
Toternet Protosol Vecsion 4, Src: 18
Tnternet Control Fessage Profo

166.15, Dst: 10.133.100.21



af://n880
af://n889

BCSRIEFTHILERIERT (~) FI2FEER (=) , TEIMNEREENIPALOMERSE 1IMETTL, [
FYNEIRERIPYYA10MER, BRARILIE:

10.0.0.0/8

string(ip.addr) ~

e LAl View Go Coplue Ane Sscs Iokphony Widkess ook L

damie REUQ«=EFE< = aaa

[sting(ip a0dn -~ X101 11" &8 p 20dr#2 == 1000075 <=
No.  Time Delta Source Destination Protoco Time to Li dentification  Length  Identifier (BE)  Identifier (LE) Sequence Number | Response ti src mac dst mac info
12024-10-17 13:31:59.902856  0.000000  10.249.100.15  10.133.100.21  ICWP 56,63 Gublg (1032 98 21805 (3x552. 11605 (0x2d55) 698 (Gx2be) eo:00. Echo (ping) reply  1d=x552d,
906201 1.003345  10.249.100.15 10.133.100.21  ICHP 56,63 Gx72e (30510 98 21867 (@xSS6. 27477 (@xGbSS) 59 (8x003b) 00:00: Echo (ping) reply  id=0x556b, seq=59/15164, tt1=63
S OGEs DOME Danda ko Lo emnbiie O aboGod e bdn) Seod) e0:00. Echo (ping) reply  id-xSSh, seqe130/33280, £el-63
T MCED DISADE DDA E  BE GHEDe O oGS @G eo:00. Echo (ping) reply 1/51455,
coeses Moot loasieons loamama  I0P  r oosd o 9 21867 (exSS6.. 27477 (Ox6bSS) 272 (ex0110) 00:00: Echo (ping) reply
Goise Lol losiodeots lodmicest 0B eer owint (s, s o1ser (bese. 47 (osm) o (o015T) 00:00! Echo (ping) reply
ecaes  1aee11s 1024910615 10.133.100.21  ICWP 56,63 Ox1éfo (7672). 98 21867 (0x5S6 27477 (exGbSS) 414 (xd1se) eo:00. Echo (ping) reply
907075  1.000266  10.249.106.15 10.133.100.21  ICHP 56,63 Ox6ddd (28045. 98 21867 (0x556. 27477 (@xGbSS) 485 (9x01e5) 00:00. Echo (ping) reply
907063  1.000008 10.249.100.15 10.133.100.21  ICWP 56,63 Oxbbd? (48087. 98 21867 (Bx556. 27477 (exGbSS) 556 (9x22c) 00:00! Echo (ping) reply
7053 1eeoale 10.249.106.15 10.133.100.21  ICWP 56,63 Oxee7h (1659). 98 21867 (x5S6 27477 (exGbSS) 627 (xd273) eo:00. Echo (ping) reply
07045  0.999956  10.249.108.15  10.133.108.21  ICHP 56,63 OxdcEb (19595. 95 21867 (9x556. 27477 (OxGb55) 698 (9x02be) 00:00. Echo (ping) reply
122024-10-17 13:32:110.902223  0.995174  10.249.100.15  10.133.100.21  IOWP 56,63 O3 (3667 98 22077 (BxS63. 15702 (6x3d56) 59 (ex0esb) 00:00! Echo (ping) reply
132020-10-17 13:32:11.902589  1.000366  10.209.100.15  10.133.100.21  ICHP 56,63 Oxdoed (S5780. 98 22077 (BxG63. 15702 (@xads) 130 (ex0os2) eo:00. Echo (ping) reply
102026-10-17 13:32:12.902849  1.00260  10.205.100.15  10.133.100.21  ICHP 56,63 Gxlec7 (779). 98 22077 (oxS63. 15702 (0x3dse) 261 (@x00c3) 20:00. Echo (ping) reply
152024-10-17 13:32:13.902934  1.000085  10.249.100.15  10.133.100.21  ICWP 56,63 Ox6314 (25364. 98 22077 (9656 15702 (@x3dS6) 272 (x0110) 00:00: Echo (ping) reply
16 2020-10-17 13:32:14.903065  1.000131  10.209.100.15  10.133.100.21  ICHP 56,63 Oxaes0 (41088 98 22077 (exG63. 15702 (&xadS6) 343 (ex0157) e0:00. Echo (ping) reply seqe343
172020-10-17 13:32:15.903678  1.00613  10.29.100.15  10.133.100.21  ICWP 56,63 Oxelaf (S7775. 98 22077 (BxS63. 15702 (8x3dse) 414 (ax01de) eo:00. Echo (ping) reply seqm41/a0445, &
18 2024-10-17 13:32:16.903207 1000129  10.209.100.15  10.133.100.21  ICHP 56,63 Gxa052 (8274). 98 22077 (exS63.. 15702 (®3dS6) 485 (ex0les) 00:00: Echo (ping) reply seqmtas/seas,
10 90741017 13:22:17 GARKS_ 1 0OMRA 10 740 100 15 1013210 21 T e '3 avemr (26433 aa 29677 (aviRd 18700 (GvadSR)  Sa (ava2oe) o.00. Echa (nina) ranly

Q=5 T mas O ), S i (i ) @ e e, 00
» Ethernet II, Src: 0:00:5e:00:01:09, Dt: b:c
Internet Protocol Version 4, e B, 154, D 11,20 e
Generic Routing Encapsulation (IP)
> Internet Protocol Version 4, Src: 1.249.160.15, Dst: 16.133.100.21
Internet Control Message Protocal

XEHBIMNRip.addrEEREIEIT string (| REEEM A T FFTER, BB AR ELEENRAR.

2.4.3 IPIPig=
IPIPTREEE, SREMIMNRIPL, SHET:

+
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|
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|
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I
|
I
I
|
I

F——— F — + — + — +

B 1 EwiresharkiLEIPIPE 498, ATLMERE TEAE

ip.proto == 4

de Ed View Go Ciptwe Anabe Statisics Teephony Weless Took Help

Fiz=aaan

B3 <)+ NoResporse
Dota Source Destination Protoco Time to U Identification  Length _dentfier (BE) Idenifir (1) Sequence Number | Response ti st mac dst mac nfo
24030016819 0.060000  9.134.131.184  10.0.1.0 I0P  es,es oxaee (1156 118 12 (6x006c) 3072 (9xecoe) 603 (0x025b) 4 feseeibaizcidsiaf  Echo (ping) reply  id-0udO0, 5eq=603/2329, tel=64 (request in 7) |
03074321 o.72%02  10.0.3.9 100,14 o5 e oafe (z. 16 S2isaic0:sdisafs feseerbdizcidsiaf
udos0744854  o.001233  10.6.3 10014 N e oufaz (21se 161 saisaio0:edisaifs feieerbdizcidsiat
Mdo.020758  0.275%64  9.134.131.184  10.0.1.0 0P et oaffe (1281 118 12 (k00c) 3072 (9x0co)) 694 (9x0ZSC)  0.083  S2isi00icd:Beifs  feeesbéizcidoiaf eply
nueiaen 0728 10.0.3 10,010 o5 eer ecuc (20, 161 $215010016018f6  feieeibdi2cide et Standard auery GnS3af A globalredis-sertinel-0.global redis-sentinel-h
Niso7aTT 000176 10.0.3.9 10.0.1.8 e ooua (1 161 S2isaio06difaifs  feieeibdizcidsiaf  Standard query Ox08d8 A global-redis-sentinel-2. global.redis.sentinel-h.
206 2026-04.19 21:40:32.020857  0.277080  9.134.131.184  10.0.1.0 10P  eaes owef (12715, 118 12 (9x000c) 3072 (0cod) 605 (0xe5d)  0.091  S2is4:00:ed:Barfs feieeibhizcidsiof 60523810, tt
309 2024-04.19 21:40:32. 314587 0293130 10.0.3.0 10.00.2 10P  cales exfors (lads. 78 41584 (oxado. lsé (0x00ad) 14831 (BxaSef) s2isaic0:sdisaifs feseerbdizcidsiaf o
311 20260419 21:40:32.315083 000096  10.0.3.0 10.0.1.2 10P  cales oxzee (12son. 73 41584 (oxado. lsé (ox00as) 14831 (Bx39ef) S2sei0oiedisaife  feieeibdi2cidbiaf  Echo (ping) request idedxadds,
316 2024-04-19 21:40:32.315110  0.000027  10.0.3.0 10.0.2.2 10P  eaes oxacs (13ses. 78 41968 (Bxado. 164 (0x00s4) 14831 (exvef) S2isei0oiedisacfs feseeibd:zcidsiaf wodo0,
375 2020-00.19 21:40:32.743716  0.428506  10.0.3.9 0010 os  eez oo (sl 161 S2:54:00:6d:80:f6  feiceibdizcideiaf  Standard query 6x53af A global-redis-sentinel-o.global-redis-sentinel .
376 20240419 21:40:32.744847  0.001131  10.0.3.9 10.0.1.8 o eer ecad (e 161 SStiG  feieebaiddiiat Standrd ey 0:0ss 8 globl reds sentinel 2 Eltel edis sartinei
423 20240419 :40:33.02782  0.277935 914114 10.0.1.0 0P et oo (Sels. 118 12 (k00c) 3072 (@x0co)) 696 (Dx02Se)  0.083  Saseio0icaiBeifs  feieeibbizcidoiaf  Echo (ping) reply wococ, ¥
592 20260419 21:40:34.023852  1.001670  9.136.131.144  10.0.1.0 10P  cal6s Gxded (135, 13 12 (0x00c) 3072 (0x0co0) 67 (oxd25F)  0.089  52:54:00:6d:8a:f6  feseeibdi2cideiaf  Echo (ping) reply o
702 at0019 Mo oawrse  Lomsis  Sveanies 101 10P  cjes ecsed (1325 18 12 (0x00c) 3072 (0xecos) 608 (0x0260)  0.102  S2isdio0isdiGaife  feiesibdi2cidsiaf  Echo (ping) reply oc,
Frame 8: 118 bytes on wire (344 bits), 118 by(es coptures (s vies)
A g oyt

e
oot protocoT VersToa T Sre S T T e T TR TS
Tnternet Control Message Protocol

NTIEEEHEFBL, IPIPEI%E (IP Encapsulation within IP) &bF5B4SHY, INEFFS, B
LASHR IANAHAESZHS . ?,I‘EIJIPlPﬂESZF B TRAILUAR BRI PRI ISR RANRES .

ELamLIEREIPELELE10.0.0.27F ELADNS AICRRIEIIERK, AJLIZ:

ip.proto == 4 && ip.addr#2 == 10.0.1.4 && dns.qry.type == 1



af://n897
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

2.5 ESIRRREIT iERT

WiresharkSZIRHMRSHEHASEAVEREL, SRRERIE:

A& ik

upper BB FRIEIRNKE

lower B ReaFRER NN

len REIFFFERFREFHFRIIFHRKE
count IR ERAYHBUREL

string KRR R FERAIR TR ER

vals BrREZRRNEEFNE (WRA)
dec B SBHFRIGIRTHEIF RSB
hex BT S B BRI 17 H A 5
max REISHAIRKE

min REISHAISR/IME

abs IREISERI4EE

ERREA—206, AT E IR

2.5.1 upper()/lower()ERE]
ALFERXBNRE, BEFREAXNS, BHTIENLE, HEIARS AKNSHITHEE
ECamEEHTTPIR R SL A server=E] J9apachell, BILAZ:

lower(http.server) ~


af://n909
af://n949

e Tt View Go Capure Amalye Staisics Telephony Wickess Tools Help
AmJ® REBQe«»=EZFIS (S QaQaER

A fower(htpserven) ~ “apache” ]
No. Delta Source Destination Protocol Lengtt Time to Live MSS V: Window  Identification Checksu NextSeq  Time since previous frame in this TC Ack Segment Len  Info

o am ©.000000 194.55.224.9 10.8.15.101 HTTP. 250 128 64240  Ox8fd4 (36820)  oxedo3 4023328232 0.434111000 244910679 196 HTTP/1.0 404 Not Found (text/html)

194.55.224.9 10.8.15.101 HTTP. 250 128 64240

60.556806 194.55.224.9 10.8.15.101 64240

60.527044 194.55.224.9 10.8.15.101 64240

exafda (36826)

6x92b1 (37553)

ex92¢f (37583)

ex6a7c

oxffed

oxade8

623872354

2231707761

3462577381

0.393727000 4124247241

©.362052000 71394013

©.341640000 3419738732

HTTP/1.0 404 Not Found (text/html)

HTTP/1. Not Found _(text/htnl)

HTTP/1.6 404 Not Found (text/html)

1766 60.568641 194.55.224.9 10.8.15.101 HITP 258 128 64240 0x92e9 (37609)  Ox5e03 1035419277 0.361945000 2446042462 204 HTTP/1.6 404 Not Found (text/html)

> Frane 441 250 bytes on wire (2808 bits), 250 bytes :aptured (2908 bits) G000 78 €2 3b b8 93 B @0 38 df 12 f7 a4 @B 00 45 00
> Ethernet 1T, Src: Cisco_12:7:a4 (00:38:df:12:f7:a4), c2:3b:b8:93:8 (78:c2: 9010 00 ec 8f da 00 60 80 0 ee 89 C2 37 €0 09 0a 08
> Internet Protocol Version 4, Src: 194.55.224.9, Dst: 10.8.15.161 0020 Of 65 00 50 c2 15 ef cf 1d 24 Ge 99 ¢a 57 50 18
> Transmission Control Protocol, Src Port: 89, Dst Port: 49685, Seq: 4023328036, Ack: 244910679, Len: 196 Gty RCRUKUR R UK RO B9 B9 50 47 91 2 5 ) 2
s e, Gees 6040 36 34 20 4e 6f 74 20 46 6f 75 Ge 64 6d 0a 44 61
6050 74 65 3a 20 54 75 65 2c 20 31 35 20 41 75 67 20

* Uinervases tert dotas tox/hind (LELines) G060 32 30 32 33 20 32 33 3a 31 32 3a 33 38 20 47 4¢

1 UEhttpiEKF5iE IPOSTELGET:

upper(http.request.method) ~

e Tdit View Go Copture Anaye Statities Telephony Wircless Tooks Help
amg® RE QqemEFS /KR T
A [pper(htp request method) = “postiget” B -+
No. Source Destination Protocol Lengtt Time to Live MSS Ve Window  Identification Checksu NextSeq  Time since previous frame in this TC Ack Segment Len  Info

2 10.5.15.101 23.47.50.80 165 128 64240 @x4363 (17251)  6X1187 2126555232 0.035275000 1945379786 111 GET /connecttest.txt HTTP/1.1
4o 439 10.8.15.101 388] 128 | 64240  OxbE4B (46664)  @x39c7 244910679 0.000115000 4023328036 334 POST /luiz/five/fre.php HTTP/1.0

451 10.8.15.101 278 128 64240 Oxbede (46670)  Oxdlac 4124247241 ©.000113000 623872158 224 POST /luiz/five/fre.php HTTP/1.0

463 16.8.15.101 251 128 64240  Oxb654 (46676)  Oxlabf 3690826694 ©.000146000 2799322836 197 POST /luiz/five/fre.php HTTP/1.0

545 10.8.15.101 251 128 64240 Oxbesa (46682)  Ox593d 3794058661 ©.000130000 2842480059 197 POST /luiz/five/fre.php HTTP/1.0

558 10.5.15.101 51 128 64240 OXDEGO (46688)  OXC347 2448599072 o.000203000 3193484411 197 POST /luiz/five/fre.php HTTP/1.0

684 10.5.15.101 251 128 64240  OXbEG6 (46694)  OX7938 161587505 ©.000213000 630269224 197 POST /luiz/five/fre.php HTTP/1.0

1320 10.5.15.101 51 128 64240 oxbeGe (46700)  OXOfSf 292499118 ©.000205000 396! 157 POST /luiz/five/fre.php HTTP/1.0

1337 10.5.15.101 251 128 64240 Oxb672 (46706)  Oxboae 3503817844 ©.0001758000 3481538976 187 POST /luiz/five/fre.php HTTP/1.0

1352 10.8.15.101 251 128 64240 Oxb678 (46712)  OXC183 1863779150 ©.000255000 868223094 197 POST /luiz/five/fre.php HTTP/1.0
> Frame 439: 385 bytes on wire (3104 bits), 388 bytes captured (3104 bits 0 38 df 12 7 a4 78 c2 3b b8 93 o8 08 00 45 00
> Ethernet II, Src: 78:c2:3b:bB:93:eB (78:c2:3b:bB:93:e8), Dst: Cisco 12:¥7:ad (00:38:dF:12:F7:a4) 61 76 b6 48 40 00 80 06 87 8b 0a 08 OF 65 C2 37
> Internet Protocol Version 4, Src: 10.8.15.101, Dst: 194.55.224.9 €0 09 c2 15 00 50 Ge 99 09 09 ef cf 1d 24 50 18
> Transmission Control Protocol, Src Port: 49685, Dst Port: 80, Seq: 244910345, Ack: 4623328036, Len: 334 fafom oz momewnnwe
> [2 Reassembled TCP Segments (576 bytes): #437(242), #439(334)] e e RN wDEn

> Hypertext Transfer Protoco

2.5.2 len() %Y

EFREUSREIFERAIF T AN,

len()

R,
I9iEhttpSLEZPRIURIFER, KTFETF10FT

len(http.request.uri) >=

AHRSCAILAZ :

LERTLAFNEC R R T EC S 56 R,

6d 00 69 00 Ge 60 1 00 le 00 G0 00 44 60 45

TIRRE MR FRAFEGAR/NERE

e Edil Vew Go Coplwe Anayze Slalistis Telephony Wieless Iools Help
Ami® EgdS = aaatm \
e E3C0 <)+ TCPSYNs BadTCP NolGRE TCPretrans Bad TCP2
No. Source Destination Protocol Lengtt Time to Live  MSS Ve Window  Identification Checksu NextSeq  Time since previous frame in this TC Ack Segment Len Info
2 10.8.15.101 23.47.50.80 HTTP 165 128 64240  ©xa363 (17251)  6x1187 2126555232 ©.035275000 1945379786 1 GET /connecttest. txt HT
26 23.47.50.80 16.8.15.101 HTTP 201 128 64240 oxsfed (36621)  Gxedes 1945379973 0.027094000 2126555232 187 HTTP/1.1 200 0K (text/|
439 10.8.15.101 194.55.224.9 HTTP 388 128 64240  ©xb64S (46664)  6X39CT 244910679 ©.000115000 4023328036 334 POST /luiz/five/fre.php
o am 0.434167 194.55.224.9 16.8.15.101 HTTP 250 128 64240 oxBfda (36820)  Gxeds3 4023328232 o.434111000 244910679 1% HTTP/1.0 404 Not Found
> Frame 439: 388 bytes on wire (3104 bits), 388 bytes captured (3104 bits) 50 4 53 54 20 2f 6 75 69 7a 2f 66 69 76 65 2f  POST /lu iz/five/
> Ethernet II, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8), Dst: Cisco_12:f7:a4 (00:38:df:12:f7:a4) 66 72 65 2e 70 68 70 26 48 54 54 50 2f 31 2e 36 fre.php HTTP/1.0
> Internet Protocol Version 4, Src: 10.8.15.101, Dst: 194.55.224.9 od 6a 5573 65 72 2d 41 67 65 6e 74 3a 20 4d 6f - -User-A gent: Mo
> Transmission Control Protocol, Src Port: 49685, Dst Port: 80, Seq: 244910345, Ack: 4023328036, Len: 334 T M M mNme e a L mha ?:ogﬁ‘:g
R N GO s, w3 73 74 32 20 31 39 34 2035 35 2e 32 32 34 2e 39 st: 194. 55.224.
Hypertext Transfer Protoco od 6a T = re ot s
~ POST /luiz/five/fre. "”P HTTP/1.0\r\n 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 61 70 78 ontent-T ype: app
Request Method: 0050 6C 69 63 61 74 69 6f 6e 2f 6f 63 74 65 74 2d 73 lication /octet-s

Request URT: /mz/me/n-e php
Request Version: HTTP/1.0
User-Agent: Mozilla/a.@s (Charon; Inferno)\r\n
Host: 194.55.224.9\r\n
Accept: */*\r\n
Content-Type: application/octet-stream\r\n
Content-Encoding: binary\r\n
ontent-Key: ssusaaca\r\n
Content-Length: 334\r\
Connection: close\r\n
\r\n
Response in frame: 441]
Full request URT: http://194.55.2:
> Content-encoded entity body (binary): 334 bytes

) 7 HITP Request-URI (nttp request.uri, 18 bytes

TIRHTTPEN B AT FT 207 AR :

len(http.host) >=

0090 74 72 65 61 6d @d 0a 43
0020 6e 63
0obo @ 43
6oco 44 33
codo 4c 65
000 6e 65
oo ed ea
0100 2¢ 72
0110 00 69
0120 00 6e
9130 @0 54 60 4 0 50 80 2d
9140 @0 31
2150 00 53
0150 00 4e 00 31 60 31 00 50
2170 @3 ee e o1 0 00 00 01

rame (388 bytes)  Reassembled TCP (576 byles)
| Packets: 2659 - Displayed: 100 (3.8%)

@0 02 20 @0 @0 o1 20 6b

ontent-E
binary
Key: 65

11 profile: TcP.
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Fie Fdit View Go Captue Analyre Stafistics Telephony Wircless Tooks Help

Aam i@ REIR «® e
[ienthitphost »= 20 EIL0 <)+ TCPSYNs Bad TP NolGRE TCPrelrans Bad TCP.:
No. Delta Source Destination Protocol Length Time to Live MSS Ve Window  Identification Checksu NextSeq  Time since previous frame in this TC Ack Segment Len Info
- ©.080000 10.8.15.101 23.47.50.80 HTTP 165 128 64240  Ox4363 (17251)  x1187 2126555232 ©.035275000 1945379786 111 GET /connecttest.txt HTTP/1.:
Frame 24: 165 bytes on wire (1320 bits), 165 bytes captured (1320 bits) 0 38 df 12 7 a4 78 c2 3b b8 93 8 08 60 45 00 8-~ X ;- 'E
> Ethernet II, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8), Dst: Cisco_12:f7:a4 (00:38:dF:12:f7:a4) 00 57 43 63 40 00 80 06 54 12 0a 08 Of 65 17 2f < Cc@ - Too-ve/
> Internet Protocol Version 4, Src: 10.8.15.101, Dst: 23.47.50.80 32 50 c2 06 00 50 7e c@ a7 173 f4 23 ca 50 18 2P P~
fa f0 11 87 00 00 47 45 54 20 2f 63 6F Ge 6e 65 GE T /conne

63 74 74 65 73 74 2e 74 78 74 20 48 54 54 50 2f  cttest.t xt HTTP/

> Transmission Control Protocol, Src Port: 49676, Dst Port: 89, Seq: 2126555121, Ack: 1945379786, Len: 111 —
1
31 2e 31 6d 0a 43 6f Ge 6e 65 63 74 69 6f 6e 3a  1.1.-Con nection:

~ Hypertext Transfer Protoco: .

¥ GET /comnecttest.txt HTTP/1.1\r\n 20 43 6 6F 73 65 @d 8a 55 73 65 72 2d 41 67 65 Close- - User-Age
Request Method: GET 6e 74 33 20 ad 69 63 72 6f 73 6f 66 74 26 4e 43  nt: Micr osoft NC
Request URI: /connecttest.txt 53 49 od @a 48 6f 73 74 3a 20 77 77 77 2e 6d 73  SI--Host : wWw.ms
Request Version: HTTP/1.1 66 74 63 6f 6 Ge 65 63 74 74 65 73 74 2e 63 6f  ftconnec ttest.co
Connection: Close\r\n 6d ed 0a ed 6a I

User-Agent: Microsoft NCSI\r\n
Host: www.msftconnecttest.com\rin
\r\n

Full request URL: htt, sftconnecttest. con/connecttes:

vy

2.5.3 string() &Y

RAER, SFRNEFFFHREE, MXEHERAFFARFREHTIENITER, string(RENETX
tt.

EEamigEIP /9 10/ ER TSk Bl & 23MIERFFLAYIP, BTLAR:

string(ip.addr) ~

imce RE Qes=FiT=aaan
svingipadd - 10 1" [E953 )+ TCPSYNG BadTCP NotGRE Tchretons BadTcr2
No. a Source Destination Protocol Lengtt TimetoLive MSS Ve Window  Identification  Checksu NextSeq  Time since previous frame in this TC Ack Segment Len Info =
2 000184 10.8.15.101 23.47.50.80 Tcp sa 18 o exazs2 (17250)  oxdl3e 2126555121 6.60618400 1945379786 ° 49670 - 80 [ACK] Seq-2126555121 Ack=1945379786 Win=64240 Len=0 =l
2 L3275 105101 2.47.50.80 WP 15 a2s a0 oxad6> (17251)  exisy 2esss2iz 0.0: 1945379786 11 GET /comecttest.txt HTTP/L1
25 L0017 23.47.50.80  10.8.15.101 T s 1 6i2e0 oxsfoc (36620)  oxdocl 1945379786 o.000157000 2126555232 6. 80+ 49670 [ACK] Seq=1945379786 Ack-2126555232 Win=64240 Len=0
2 027094 23.47.50.80  10.8.15.000 __HITP 21 12 64240 oxafod (36621) oxades 1545375973 0.027094000 2126555232 187 HTTP/1.1 200 0K (text/plain)
e FERTR PR si2i0  oxsfoe (36522)  OxcFrd 000122000 126355137 N80 » 45670 [E10 P, ACK] Seqeissres kcatzeseass Wiseasts Lo
28 ov0104 23.47.5080 TP s a2 4053 oxa3sa (17252)  exdoco 2126555232 o.000104000 1945379974 49670 + 80 [ACK] Seq=2126555232 Ack-1945379974 Win-64053 Le
2 0. 008587 10.8.15.1 nens 10 s oxdads (s6750) Registration B DESKTOP-WINIIPC20>
) ©.c00681 Barsese T s 18 64053 0ui36s (17253)  Oxdobf 2126555233 o09268000 19453799747 @ 49670 + 80 [FIN, ACK] Seq=2126555232 Ack=1945379574 Win64053 Lenso
31 0.000121 10.8.15.101 e s 128 64239 Oxefof (36623)  Oxdods 1945379974 o.000121000 2126555233 © 80+ 49670 [ACK] Seq=1945379974 Ack-2126555233 Win=64239 Len=
2 0.50361 10,8152 wans e s oxdads (s6752) Registration B WORKGROUP<0B>
3 0.000095  10.8.15.101  10.8.15.1 News e 1 oxddds (56793) Registration B DESKTOP-WINIIPCco0>
Frane 24: 165 bytes on wire (1320 bits), 165 bytes captured (1320 bits; o000 00 38 df 12 17 24 b8 93 es 08 00 45 00
3 t: Claco12:07i04 (0038:4t:12:07200) 00 97 43 63 40 00 80 06 54 12 0a 08 OF 65 17 2F

™ 32150 c2 06 00 50 7o co a7 F1 73 f4 23 ca 50 18
Trampatssion Control Protocel, Sec Pork: 49676, bet Portr 88, Seq: 2126555121, Ack: 195379786, Lens 111 fafo 1187000047 45 54 20 2 €3 6F Ge Ge 65
Hypertext Transfer Protocol 6374 74 65 73 74 20 74 78 74 20 48 54 5 50 2F

3120 31 od 0a 43 6f 6e Ge 65 63 74 69 6F 6e 3a
20 43 6c 6f 73 65 od 0a 55 73 65 72 2d 41 67 &5

I UEEFE, BP1/3/5/7/945A9M0

string(frame.number) ~

fe [ Vion o Capre M Sats Tephony Mress

8 uTRT QenETE aaqw
fiame e~ TSP B3 )e TS BT Nt GRE Tcherans BadTCP2
Deta  Source Destination _ Protocol __ Length Time toLive MSS Ve Window _Identification  Checksu Next Seq__Time since previous frame n this TC Ack Segment Len Info =,
1 0 o - Transaction 10 exfdsees
3 10.5.5.101 1o EAv e oxéade (27102) Wenbership Report / J0in group 224.0.0. 252 For any sources
s 10.8.15.101 s @ oxeseo (27108) s Rport | Lewv gre 2240025
; Cisco_12:F7:34 o a 10.8.15.1 1s at 0013
s ans e s oxdadz (s6786) Registration 1 KORKGROUP<a0>
oy 1omv s oxssez (a7106) Hembership Repor. / Leave group 226.0.0.252
1 rons a exosob (1547) Standard query 60090 ANY DESKTOP-MINI1PC.local, "QH" question
1 Lume s oxfase (s2302) Standard query 6x8595 ANY DESKTOP-IN11PC
o e a2 10.5.15.1 is at 08:38:0F:1217:a
1 ons 28 exdads (56789 Standard query ex61de A war.nsftcomecttest. con —
2 @ 6 18 s eie o (72%)  exsc auesssin o.c00000000 o 0 49570 80 [SYN] Seq-2126555120 Win 64240 Len-0 HSS-1460 WS-256 SACK_PERA
23 Tcp 54 128 64240 0x4362 (17250) oxd13e 2126555121 ©.000184000 1945379786 e 49670 + 80 [ACK] 594-2126555121 Ack=1945379786 Win=64240 Len=e
3 o.emen o s s ceato _oxoroc (36620) oxdoct 154537978 o.000157000 2126555272 0 50+ 49670 [ACK] Seqe1545379785 Ack-2126555232 Wine64240 Leneo
I T s 1 a2t oxatos (es22)  oxcrd 1545379974 auesssas © 804 45670 [FIN, PSH, ACK] Seq-1945375573 Acks2126555232 Wine64240 Len-o
Frane 23: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) 90 38 df 12 724 78 c2 30 b8 93 68 080045 00 Bk
Ethernet II, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8), Dst: Cisco_12:f7:a4 (00:38:df:12:£7:24) ©0 28 43 62 40 00 80 06 54 82 0a @8 Of 65 17 2f - (Cb@:-- T----e-/
Internet Protocol Version 4, Src: 10.8.15.101, Dst: 23.47.50.80 32,50 c2 @6 00 50 7e co a7 173 f4 23 case 10 2P "~ 8 4-P-
Transaission Control Protocel, Src Ports 43676, Dst Port: 89, Seq: 2126555121, Ack: 1545379785, Len: © coso (ERE a1 30 00 00 ]

B, JiRREseqfrFISHETEF BREAIaSYNARHRICATLAZ !

string(tcp.seq_raw) ~

fle [dit View Go Caplure Analyze Statistics Telephony Wireless Tools Help

Amg® BB AeamEssS=Eaatnm
(A stringtcp seq_raw) ~ “[13579]5" &8 tcp.flags ack: [0 <)+ TCPSYNs BadTCP NotGRE TCPretrans Bad TCP2
No. Delta Source Destination Protocol Lengtt Time to Live MSS Ve Window  Identification Checksu NextSeq  Time since previous frame in this TC Ack Segment Len  Info B
567 84.675810 10.8.15.101 20.75.60.91 Tcp 6 128 1460 65535 Oxel22 (57634)  @x5984 851621088 ©.000000000 ° o 49692 » 443 [SW] Seq ssnsu
568 0.018762 10.8.15.101 20.75.60.91 TP 66 128 1460 65535 Oxel23 (57635)  @x94e0 3531791610 ©0.000000000 ° 0 49693
701 76.084372 10.8.15.101 204.79.197.203  Tcp 66 128 1466 65535 @xobea (39786)  Oxa9ab 1743277690 .000000000 o o 49696
806 2.903360 10.8.15.101 23.221.220.52  TCp 66 128 1460 64240 Ox742a (29738)  xbeld 4175293382 ©.000000000 [ o 9700
%07 1.012776 10.8.15.101 23.47.50.91 Tep 6 128 1450 64240 Oxasab (43179)  @x51f4 2143189910 ©.000000000 0 0 9701
1379 259.248264 10.8.15.101 194.55.224.9 Tcp 6 128 1460 64240 OXbGB1 (46721) X660 540503984 ©0.066000000 o o as708
1517 42.869577 10.8.15.101 13.89.178.27 Tcp 6 128 1460 64240 OX4ff4 (20468)  ox8ads 1293352808 ©.000000000 ° 0 29711
1573 2.587812 10.8.15.101 13.89.178.27 TP 66 128 1460 64240 X502 (20482)  @x097 540716442 ©.000000000 0 0 49712 1
1603 15.969776 10.8.15.101 194.55.224.9 Tcp 66 128 1460 64240 Oxb6S7 (46727)  OXS717 2450343810 000000000 o o 49713 » 80 [SYN] Seq—useanz
1632 121.071308 10.8.15.101 194.55.224.9 e 66 128 1460 64240 OXb693 (46739)  @x66b3 2295860322 ©.000000000 ] o 49716 » 80 [SWN] Se
1646 60.532199 10.8.15.101 194.55.224.9 TP 6 128 1460 64240 Oxb699 (46745)  €x9085 71393574 2000000000 o 0 49717 » 86 [SYN] Seq—713§357
1680 121.139844 10.8.15.101 194.55.224.9 Tcp 66 128 1460 64240 Oxb6as (46757)  @x1dl9 554940350 2.000000000 o o 49719 » 80 [SYN] 5¢
1806 302.683057 10.8.15.101 194.55.224.9 Tcp 6 128 1460 64240 Oxb6C3 (46787)  xesbd 3732417964 ©.000000000 ° 0 49727 + 80 [SYN] ¢ 7
1838 121.095170 10.8.15.101 194.55.224.9 Tcp 66 128 1460 64240 OXbGCF (46799)  @xcods 3974711470 ©.000000000 [ 0 49729 + 86 [SYN] Seq-!974711
1849 60.582291 10.8.15.101 194.55.224.9 Tcp 66 128 1460 64240 Oxb6d5 (46805)  @x8517 187506272 ©.000000000 o 0 49736 + 86 [SYN] Sea=1075062
> 66 bytes on wire (528 bits), 66 bytes captured (528 bits) 00 38 Gf 12 £7 a4 78 <2 3b b3 93 €8 08 @0 45 00 8-~ -x- ;- E
> Ethernet II, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8), Dst: Cisco_12:f7:a4 (00:38:df:12:7:ad) 00 34 28 d1 40 00 80 06 8 24 @a @8 of 65 0d 53  -4(-@ $ev

b3 @8 c2 @9 01 bb 52 3 4b 3b 66 00 60 00 80 02 RK;
fa f0 39 4e 00 00 62 04 05 b4 @1 03 63 08 61 01  --ON
04 02

> Internet Protocol Version 4, Src: 10.8.15.101, Dst: 13.89.179.8 2
Transmission Control Protocol, Src Port: 49673, Dst Port: 443, Seq: 1375947579, Len: @ :


af://n968

PCEEBRIIPHRLA25545 ERYIPHELIE(172.16F1172.31) :

string(ip.dst) matches r

2.5.4 max(), min()ER&Y
BRI max()Fmin((EZHERRENERMENSE, HoREIEEPHRA/FRINNSE.

TigtepiRimH. BAYRE, SAREBT 1024093 :

max(tcp.srcport, tcp.dstport) <=

Wirgtcpiin [+ B AR O AR THT 10248943 :

min(tcp.srcport+tcp.dstport) >=

PLET) BEIR«sEFSS|EQQQER
I >z + TPSYNG BadTCP NolGRT TCPretians Bad TCP.2
No. Delta Source Destination Protocol Lengt Time to Live MSS Ve Window  Identification Checksu Next Seq Time since previous frame in this TC Ack Segment Len Info 1
28 0.000104 10.8.15.101 23.47.50.80 TCP 54 128 64053  0x4364 (17252)  0xdece 2126555232 ©0.000104000 1945379974 0 49670 > 80 [ACK] Seq=2126555232 A

31 0.000121 23.47.50.80 10.8.15.101 54 128 64239 ex8fef (36623)  6xdess 1945379974 0.000121000 2126555233 o 80 - 49670 [ACK] S¢
a2 10 1 (1044 ) 000000000 ¢ 6 4

1375947580 o 443 > 43673 [SYN, ACK] Seq
3595289445 o 49673 > 443 [ACK] Seq=1375947580

oxcBa2 3595289445
oxe05f 1375947580

ex8F11 (36625)
0x28d2 (10450)

64240
64240

1460
1460

00 00 38 df 12 £7 a4 78 2 3b b8 93 e8 08 00 45 00
00 34 28 d1 40 @0 80 06 8 24 0a 08 Of 65 od 59
b3 @8 c2 @9 01 bb 52 83 4b 3b 0@ 00 00 00 50 02
fa o 39 4c 00 @0 02 04 05 b4 01 03 03 08 o1 01
ea 02

> Frame 42: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8), Dst: Cisco_12:f7:a4 (00:38:df:12:f7:a4)
> Internet Protocol Version 4, Src: 10.8.15.101, Dst: 13.89.179.8

Transmission Control Protocol, Src Port: 49673, Dst Port: 443, Seq: 1375947579, Len: © A VvV

K4

2.6 FERS| /2SS

2.6.1 PEFES|H

Fzzla $proto.field} IRIATFRAFERS . EEMSREZIRARIM-PEMEN FEIEH., XE—Ma
e aSIdiBRR AT ix.

EEa FEIXAMIIF, ESERETSIEIED dns. a iITIEHAEDNSIRIL, HATEEARIE 7 E—&:

Ednsii N AR

< b vew o e e St ey sress ioos 1
amie R QewEFLS = aaan

[ JBES )+ TP BT NotGRE Toheuans Bed TP
No Detia Destination Protocol

Source Type Query Name dnsid dns.rsp_time Length Time to Live _Identification Info

Frame 14: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) Ethern:
Ethernet IT, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:¢5), Dst: IPvamcast_fb (91:00:50:00:00:7b) o
Internet Protocol Version 4, Src: 10.8.15.101, Dst: 224.0.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
* Multicast Domain Name System (response)
Transaction ID: 0xe000
Flags: @x8400 Standard query response, No error

Authority RRs: ©
additional ARs: ©

~ Answers Interne
~ DESKTOP-WINIIPC.local: type A, class IN, addr 10.8.15.101 o
Name: DESKTOP-WINI1PC. local e
frs.
Type: A (1) (Host
T

[Time: 0.000292000 seconds]

ZE—SZMIAIDNS responselRBIRAENTICRE: 10.85.15. 101X/ MPH#EHE,


af://n985
af://n993
af://n994

5 EEXANEIE, WiresharkSEfRELIB_ EEXANP, WES|IBL T ${dns.a}, WATEAIkE IR, i35
httpigsk, FHEBRIPABAININIERIES | FEI=FER(E:

http && ip.dst eq

G Bt YView Go Coptue Amahye Statsts Telephony Wieless Took Help

“ ¥ i
I [EE0 <)+ TCPSYNS BadTCP NotGRE TCPretins Bad TCP:
No. Delta Source Destination Protocol Lengtt Time to Live MSS Ve Window  Identification Checksu NextSeq  Time since previous frame in this TC Ack Segment Len Info |={
26 47.50.80 10, HrTe w1 1 64240 Oxsfod (36621)  Oxodes 1945379873 4 2126855232 187 HTTP/1.1200 0K (text/plain)
41 84667716 194.55.224.9  10.8.15.101 HTTP 30 128 64200 OxBfda (36820)  Oxede3 4023328232 . 204910679 19 HTTP/1.6 464 Not Found  (text/htnl)
453 0.600004  194.55.224.9  10.8.15.101 HrTe 250 128 64240 OxBfda (36826)  Oxca7c 623872354 o.393727000 4124247201 196 HITP/1.6 404 Not Found (text/htnl)
T 2 T o D, S e e (OD D 78 c2 30 b8 93 68 00 38 df 12 7 a4 08 00 45 00 x.;
Ethernet 11, Src: ost: 00 o3 5f 0d 00 00 80 06 4B 1c 17 2f 32 50 02 08 W /20
Internet protocol Version 4, Src: 23.47.50.89, Dst: 10.8.15.101 of 650050 c2 06 73 f4 23 ca7e OB 605018 P54
Transaission Control Pre(ocol, Src Port: 80, Dst Port: 49670, Seq: 1945379786, Ack: 2126555232, Len: 187 fa f0 od 5 00 00 48 54 54 50 2 31 2e 31 20 32 HT TP/1.1 2
Hypertext Transfer Protoc 3030 20 4f db 0d 0a 43 6f 6o 74 65 Ge 74 2d 4c 00 OK-C ontent-L
65 6o 67 74 68 30 20 32 32 0d 02 44 61 74 65 3a  ength: 2 2 Date:
e e ek ot (4 s 2054 75 65 2c 20 31 35 204175 6720 32 30 32 Tue, 15 Aug 202

33203233 3a 313132 313320 47 4d 54 od 62 3 23:11: 13 GT

AR IR T RS EKAIHTTPIEK,
LERSBeA I TRIE—IR

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A N g @ B RemsEF S e a Q E
11 [ nttp && ip.dst eq $(dns.a)|

No. Delta Source Destination Protocol Lengtt Time to Live MSS Ve Window  Identificati

SRIVXIR A5|B—REHdns.a} i e, BRANES|A, NAds.ailEaUARERE

FTisEil,

2.6.2 ZFEE5IH

LESHXMEEE U TFbashBENTES L, BBARE—T, Ball—XRMEHTE2TE/5IH, iR
fEFip.addrfitcp.port I NT: J“—?—Ex'

de €t View Go Coptwe Ansize Sutitcs Tekephony Wieess Took Help
FsSEaaasx

JEE0 <)+ TCPSYNS BadTCP NotGRE TCPretans Bad 1CP.2

MSS Ve Window

No. Delta Source Destination Protocol Lengtt Time to Li

Checksu NextSeq  Time since previous frame in this TC Ack Segment Len _Info |

2. 50 ox8fob (36619) 19453797 33502000 2126555121 0
23 10.8.15.101 2. Tcp 54 128 64240 0xa362 (17250) 2126555121 0.000184000 1945379786 ° I I =)
2 10.8.15.101 HrTP 165 128 64240 0xa363 (17251) 2126555232 0.035275000 1945379786 11 GET /comnecttest.txt HTTP/L
2 23.47.50.8 10, e s 128 64240 ox8foc (36620) 1945379786 0.000157000 2126555232 o 50+ 49670 EACK] SequiSMBTS7ES ACK=2126555292 WineG4240 Lonsd
26 0.027894  23.47.50.80 0. HrT 201 128 64240 ox8fod (36621)  0xades 1945379973 0.027094000 2126555232 187 HTTP/1.1 200 OK (text/plain)
28 000104 10.8.15.101 23.. Tco s 128 64053 0x4364 (17252)  6xdoce 2126555232 ©.000104000 1945379874 49670 + 80 [ACK] Seq=2126555232 Ach
s268000 19453799
31 .000121  23.47.50.80  10.8.15.101 Tco sa 128 64239 OxBfOf (36623)  6xdo@s 1345379974 ©.000121000 2126555233 ° 80 » 49670 [ACK] Ack=2126555233
438 84.0743%  le.s.s.lel  194.55.228.9 TP 6 18 160 64210 xb6dS (46661) 204510103 ©.008000080 0 ° 49685 + 80 [SYN] 5eq=24910102 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
35 146828 194.55.228.9  10.8.15.101 TP 58 128 1860 64240 x8fdl (36817)  Oxfbee 4923328036 ©.146828000 214910103 0 80 + 49685 [SYN, ACK] Seq=4023328035 Ack=244910103 Win=64240 Len=0 Mss=16¢
436 0.000203  10.8.15.101 198.55.220.9  TCP s 128 64240 Oxbeds (46662)  6x132c 244910103 ©.000203000 1023328036 ® 49685 + 80 [ACK] Seq=244510103 Ack=4023328036 Win=64240 Len=0
00 38 df 12 £7 a4 78 c2 3b b 93 B 08 00 45 00  B:-xc jooesoE-
Dst: Cisco_12:f7:a4 (90:38:df:12:£7:a4) 90 34 43 61 40 00 80 06 54 77 0a 08 OF 65 17 2f  -ACa@:-- Tw---e-/
20 3250 c2 06 00 50 7e cO a7 f0 G0 00 00 00 80 02  2P--:Pm: wosuii-

fa f2 28 2c 00 00 02 64 05 ba 01 03 €3 08 01 01

IR ERA R AR e — il
B#TTES|IH, FERiiEhttp:

&& http



af://n1008

cle Edit Vew Go Capture Anabze Statistics lelephony Wireless Lools Help

AW uTREQeESEFES a’aaEr
ip addr == $fipaddr] 88 tcp port== $licpport BB hitp
No. Delta Source Destination Protocol Lengtf Time to Live MSS Vz Window  Identification Checksu Next Seq  Time since previous frame in this TC Ack Segment Len  Info
2 ©.000000 16.8.15.101 HTTP 165 128 64200 ©xa3s3 (17251)  Ox1187 2126555232 6.035275600 1945379786 111 GET /connecttest.txt HTTP/1.1
2 6.627251 23.47.50.80 HTTP 221 128 64240 OxBfed (36621)  @xodes 1945379973 0.027094000 2126555232 187 HTTP/1.1 200 OK (text/plain)
439 84.233549 10.5.15.101 HTTP 388 128 64240  OxXb648 (46664)  @X39CT 244910679 0.000115000 4023328036 334 POST /luiz/five/fre.php HTTP/1.0
aa1 0.434167  134.55.224.9 HTTP 50 128 64240 Ox8fd4 (36820)  exedo3 4023328232 6.434111000 244910679 19  HTTP/1.0 404 Not Found (text/html)
451 ©.206213 10.8.15.101 HTTP 278 128 64240 Oxbede (46676)  xdlac 4124247241 0.000113000 623872158 224 POST /luiz/Five/fre.php HTTP/1.0
453 0.393791  194.55.224.9  10.8.15.101 HTTP 256 128 4240 x8fda (36826)  Ox6arc 623872354 ©.393727000 24247201 196 d Found (text/html)
263 0.183295 16.5.15.101 194.55.224.9 HTTP 251 128 64240 Oxb654 (46676)  ex1abf 3690826694 0.000145000 2799322836 157 POST /luiz/five/fre.php HTTP/1.0
545 66.191921 10.8.15.101 194.55.224.9 HTTP 251 128 64240 Oxb65a (46682)  @x593d 3794058661 0.000130000 2842480059 157 POST /luiz/five/fre.php HTTP/1.0
558 66.158212 16.5.15.101 194.55.224.9 HTTP. 251 128 64240 OXbGGO (4GEBB)  @Xc347 2448599072 0.000203000 3193482411 197 POST /luiz/five/fre.php HTTP/1.0
684 66.181402 10.8.15.101 154.55.224.9 HTTP 251 128 64240 OxbG66 (46694)  €x7930 1615875056 ©.000213000 630269224 157 POST /luiz/five/fre.php HTTP/1.0
— — —
> [Frame 24: 165 bytes on wire (1326 b)ts), 165 bytes captured (1320 bits) ] | ece0
> Ethernet II, src: 78: rc2:3b: 8), Dst: Cisco 12:77:a6 (0013810 :12:7:a4) eo10
» Internet Protocol Version 4, Sn a s 15,0, Dst: 23.47.50.80 oz
> Transmission Control Protocol, Src Port: 49670, Dst Port: 89, Seq: 2126555121, Ack: 1945379786, D
cos0
> Hypertext Transfer Protocol o

T BA VB ERIETE.

[EEZE

2.7 #E& 3

BN =FER

=i Str(Analyze) > BRiTiEFRIET (Display Filter Expression) AJLUH AN ZLTERIATAHE

ALASEEENEHEINEFR, FERRRIL

tbaii¥z dns.a,

M Wireshark - Display Filter Expression

Field Name

> ALCAP - AAL type 2 signalling protocol (Q2630)
> CFLOW - Cisco NetFlow/IPFIX

> Diameter - Diameter Protocol

~ DNS - Domain Name System

dns.a - Address

dns.a.ch.addr - Chaos Address
dns.a.ch.domain - Chaos Domain
dns.a.class.undecoded - Undecoded class
dns.a6.address_suffix - Address Suffix
dns.ab6.prefix_len - Prefix len
dns.a6.prefix_name - Prefix name
dns.aaaa - AAAA Address
dns.afsdb.hostname - Hostname
dns.afsdb.subtype - Subtype
dns.apl.address_family - Address Family
dns.apl.afdlength - Address Length
dns.apl.afdpart.data - Address
dns.apl.afdpart.ipv4 - Address
dns.apl.afdpart.ipv6 - Address
dns.apl.coded_prefix - Prefix Length
dns.apl.negation - Negation Flag
ECAT_MAILBOX - EtherCAT Mailbox Protocol
ERF - Extensible Record Format

GSM SIM - GSM SIM 11.11

HICP - Host IP Configuration Protocol

LDAP - Lightweight Directory Access Protocol
NGAP - NG Application Protocol

PPP IPCP - PPP IP Control Protocol

RADIUS - RADIUS Protocol

SHICP - Secure Host IP Configuration Protocol
X509CE - X.509 Certificate Extensions

xIRI - X2 xIRI payload

, EXER

FREEFRIAT, WiresharkSERIEE ﬁj H3k.

SHRETE 2 AL dns. aRIMYEFER :

Relation

is present

=
contains

ottt

Quantifier
Any All

Value

Predefined Values

Range (offsetlength)

Search: dn:

No display filter

Select a field name to get started

IR EA I i

%HE—, Bldns.a, B LEHAATLUEERXERRT:

OK Cancel Help



af://n1017

M Wireshark - Display Filter Expression

Field Name

>
>
>
~

VVVVYVVVYVYLVY

ALCAP - AAL type 2 signalling protocol (Q2630)
CFLOW - Cisco NetFlow/IPFIX
Diameter - Diameter Protocol
DNS - Domain Name System

Relation

[dns.a - Address

dns.a.ch.addr - Chaos Address
dns.a.ch.domain - Chaos Domain
dns.a.class.undecoded - Undecoded class
dns.a6.address_suffix - Address Suffix
dns.a6.prefix_len - Prefix len
dns.a6.prefix_name - Prefix name
dns.aaaa - AAAA Address
dns.afsdb.hostname - Hostname
dns.afsdb.subtype - Subtype
dns.apl.address_family - Address Family
dns.apl.afdlength - Address Length
dns.apl.afdpart.data - Address
dns.apl.afdpart.ipv4 - Address
dns.apl.afdpart.ipv6 - Address
dns.apl.coded_prefix - Prefix Length
dns.apl.negation - Negation Flag

ECAT_MAILBOX - EtherCAT Mailbox Protocol

ERF - Extensible Record Format

GSM SIM - GSM SIM 11.11

HICP - Host IP Configuration Protocol

LDAP - Lightweight Directory Access Protocol

NGAP - NG Application Protocol

PPP IPCP - PPP IP Control Protocol

RADIUS - RADIUS Protocol

SHICP - Secure Host IP Configuration Protocol

X509CE - X.509 Certificate Extensions

xIRI - X2 xIRI payload

is present

<=
contains

mntobas

Search: dns.a

dns.a

Quantifier
Any Al

Value (IPv4 address)

Predefined Values

Range (offset:length)

Click OK to insert this filter

EBE, HValueX—ES

M Wireshark - Display Filter Expression

Field Name

>
>
>
v

VVVVYVYVVYY YV

ALCAP - AAL type 2 signalling protocol (Q.2630)

CFLOW - Cisco NetFlow/IPFIX

Diameter - Diameter Protocol

DNS - Domain Name System
dns.a - Address
dns.a.ch.addr - Chaos Address
dns.a.ch.domain - Chaos Domain
dns.a.class.undecoded - Undecoded class
dns.a6.address_suffix - Address Suffix
dns.a6.prefix_len - Prefix len
dns.a6.prefix_name - Prefix name
dns.aaaa - AAAA Address
dns.afsdb.hostname - Hostname
dns.afsdb.subtype - Subtype
dns.apl.address_family - Address Family
dns.apl.afdlength - Address Length
dns.apl.afdpart.data - Address
dns.apl.afdpart.ipv4 - Address
dns.apl.afdpart.ipv6 - Address
dns.apl.coded_prefix - Prefix Length
dns.apl.negation - Negation Flag

ECAT_MAILBOX - EtherCAT Mailbox Protocol

ERF - Extensible Record Format

GSM SIM - GSM SIM 11.11

HICP - Host IP Configuration Protocol

LDAP - Lightweight Directory Access Protocol

NGAP - NG Application Protocol

PPP IPCP - PPP IP Control Protocol

RADIUS - RADIUS Protocol

SHICP - Secure Host IP Configuration Protocol

X509CE - X.509 Certificate Extensions

xIRI - X2 xIRI payload

FESIERFR(EIPRIAT

Relation

is present

contains

tban

Cancel Help

Quantifier
3 Any All

Value (IPv4 address)
10.8.15.101]

Predefined Values

Search: dns.a

Range (offset:length)

dns.a == 10.8.15.101

Click OK to insert this filter

ROKfE, FEEZE, KBNALTIFES:

ke Edit Vew Go Capture Analyze Statistics lelephony Wireless looks Help
AEI®ZTREO e+ EFI S QQQTE

Alinsa — 001

No.

Cancel Help

Delta Source Destination

Protocol  Type Query Name

dns.id

dns.rsp_time Length Time to Live Identification

Frame 14: 91 bytes on wire (728 bits), 91 bytes captured (728 bits)
Ethernet TI, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:bB:93
Internet Protocol Version 4, Src: 10.8.15.101, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Hulticast Domain Name System (response)

:eB), Dst: IPvamcast_fb (91:00:5e:00:00:fb)

He Il ErRiditrmizmE.


af://n1029

2.8 JdiBig AlimIn g

EEANABISIETCPE—IRIEFAISNG, HEXMINEEER, FEEXZILSEDRIEE, HETR
BirREREATNAXFED, AEESXFHBA, FiENTHRKINETEZEIRERINED
HBEMREA.

BRI TCPE—IXIEFRISYNEXINATTIRIEDRE:

tcp.flags ==1 && tcp.flags

nd

2R, RRERIFNMIEEX IS S%E:

de Pt View Co Captie Analyre Seatiics Telephony Wireless Took Help

N

amce REQesEF IS a om
I it tagsacke=0 i oL GRE TCPreyansBaa TP 2
EETEY o | e [T [EREETETTE
Comment: Cnter a comment for ter button o L
- - . ol —
o. Delta Source Destination Protocol Lengtt Time to Live Window  Identification Host TLS Server Name. Time since previous frame in this TC Info | |
204 0.323138 10.5.15.101 23.194.229.33  TeP 6 128 64248 Oxecbo (60592) ©.000000000 49680 + 443 [SYN] Seq=: Bsauseso mn»sma Len=0 :
317 0331672 lo.5.15.101  23.194.229.33 TP & 1 54280 oxechs (6a6o1) 0.000000000 40681 » 423 [SYN] Sec
Mo owen  elsdsiel  soasaeods TR 66 18 eide oxafs (46073) o.000000000 4962 + 443 (V] eq |
371 asise2 lo.s.s.101  20.7.1.206 e 6 12 se2e0 oxabaa (19272) 0000000000 ases3 » 423 [svH] sec
0  16.920175  10.8.15.101  20.75.60.91 Tep 6 1 ess3s  exenn (s7617) 0. 00000000 45682 + 443 [SYN] Seq-24401
434 4.236469 10.8.15.101 194.55.224.9 TP 66 128 64248 Oxb645 (46661) 6.000000800 49685 + 80 [SYN] seq-uoswwz WXn-stAB Len-a MS
446 . 10.8.15.101 194.55.224.9 Tce 66 128 64248 Oxbedb (46667) ©.000000000 49686 » 80 [SYN] Seq=: 2:
as8 0.583309 10.8.15.101 194.55.224.9 TP 66 128 64248 Oxb651 (46673) 8.006600000 49687 + 80 [SYN] Seq=369082 M‘
501 56.762901 10.8.15.101 20.42.73.24 TcP 66 128 64248 0x3910 (14608) 8.000000000 49688 + 443 [SYN] Seq=4133297528 ui,\.uug Len=o ,
sa0 5760081 1085001  196.55.220.9  TcP & 128 54240 Oxb657 (46679) 0.000000000 49689 » 80 [SYN] Seq=3794058221 i

REOKEHLIBREIARZ HE—NHAIBE ARSI TCP SYNS

Ble Edt Vew Go Coptue Anolyze Sutisics Teephony Wireless Took Lelp
=F 2

aim SELEXE:
Aicpogesyn= EIES -]+ bad It NolGHL IChetions Bad P2 ICPSINS
No. Delta Source Destination Protocol Lengtf Time to Live  Window  Identification Host TLS Server Name Time since previous frame in this TC Info

245 22.9%200  10.8.15.101 51.104.167.255  TcP 6 12 64240 Oxcadb (51771) 0.000000000 49678 + 443 [SYN] Se

271 .755256  10.5.15.101 3.194.229.33  TCP & 18 64240 Oxecas (0sE5) 0.000000000 45675 > 443 [s¥1 s

200 03313  1e.3.15.101 23.19.220.33  TCP 6 12 64210 Oxecho (50592) o.ca0ea0een 49680 > 443 [SYN] Seq=4068743054 Win=64240 Len

a7 0331672 1e.8.15.101 23.19,220.33  TeP 6 128 64240 Oxechs (s0601) ©.000000000 49681 + 443 [SYN] Seq=419145588 Win=64240 Len=

340 6.389611  10.8.15.101 52.18.216.205  TCP 6 a2 64240 OXb3S (45073) ©.000080000 45682 + 443 [SYN] 58-2001045756 Wi

1 151912 1e.8.15.101 20.7.1.246 TP 66 12 64240 Oxdbda (19274) 6060000000 49683 + 443 [SYN] Seq=2814362518 Win-64240 L

a0 16.924175 10.8.15.101 20.75.66.91 Tcp 6 18 65535 Oxelll (57617) 0.000000000 49684 + 443 [SYN] Se

430 4.236469  10.8.15.101 104.55.220.9 TP & 1m 64240 Oxbeds (45661) 0.000000000 49685 > 80 [SYN] Seq=2449101¢

4as 0.646446  10.8.15.101 104.55.220.9 TP 6 12 64240 Oxbeab (45667) o.000000000 49686 > 80 [SVN] S-q 4124246774 Win=64240 Le

458 6.583305  10.5.15.101 150.55.220.9  TCP 6 18 64240 Oxbe51 (45673) 0.000000000 AT E
| se se7esel  le.s.as.en  20.42 Tep 6 1 a0 ex3910 (14605) P. W 606000060 Lo681443 [SVA] Sequed39357Es Wineednds Lana

s40 3760481  10.8.15.101 194.55.220.9  TCP 6 128 64240 Oxb657 (46679) ©.000000000 49659 + 80 [SYN] Seqe3794058221 Win=64240 Len=g It

553 60.508418  10.8.15.101 194.55.220.9  TCP 6 12 64240 Oxbe5d (45685) 0000080000 49630 + B0 [SYN] Seq=2448598632 Hin=64240 Len=a It

s 20166744 10.8.15.101 20.75.60.91 TP 6 a2 65535 Oxel21 (57633) ©.060000000 as691

567 0.000548  10.5.15.101 20.75.60.91 Tcp 6 12 65535 exe122 (57634) 0.000000000 49692 +

o) e 107 1% 10 20,75 an.a1 Teo & am famas ova193 (57638) o anaanooen P

BRREEEe, WiresharkeBEINAEHAIIEXANTIEES,

2.9 BIEEFERNARS

tbanicmpizn s, ABEF TR AEHR, FiesEMERE MR A Iping#ElT.,
BEEEREICMPIIAAEREIFER, $&ICMP Reply3RSIEFF, 1KZEIResponse time=FER:

e Ll View Go Coplue Sy Slblies ldephony Wicless Lok Lelp

imie REIR«n= SaaazH
ARy & dsly lter— < + Nofespomse
No.  Time Delta Source Destination Protocol Time to Ui Identification  Length  Identifer (B6) Identifier () Sequence Number 1 src mac dst mac info
28 2020-10-17 14:09:28.507702 0001768 2510015 10.133.100.21  ICNP 56,63 Gg6h7 (34487. 58 39651 (Gxdse. SEI66 (0xeSa) 627 (Bx@273)  00:00:58:00:GLi05  bice:f6:s:daisd  Echo (ping) reply  id-Gomed, seq-627/25642, tE1-63 (request in -
2020201017 14:09:29.906084  0.998382  10.133.100.21  10.249.100.15  ICHP 64,5 0x0000 (0),0x. 54 39651 (dxdac.. 58266 (Gxe3%a) 695 (xe2ba)  bBice:f6:80:3ai50  00:00:52:00:01:09  Echo (ping) id b (reply in 26— |
20.2020-10-17 14:09:29.907767  0.001703  10.249.100.15  10.133.100.21  ICHP 56,63 Oxce7 (52056. 98 39651 (3xdae.. 56266 (Bxe3%) 695 (x02ba) 00:00:5:00101109  bE:ceif6:80:3a:50  Echo (ping 5eq=698/47515, tt1=63 (request in -
20_2020-10-17 10:09:30.901938  0.954152  10.49.100.15  10.133.100.21 LN 56,63 GxiS7a (38). S8 39717 (@xob2. 9627 (0x2Sob) 59 (dxdesh) 00:00:56:00:01:09  bBice:76:80:3a:50  Echo (ping) sequ53/15104, tt1-63
BomuewwsloaE] Lo Lawds B0 D00 s sdn Gase BT (o0 % () D0 (o) Wiwse®ELe  Wenfemsess G Gie) 3
41017 14 1 a.9: 1020910015 10.133.100.21  IGWP axasats (4220 39717 (oxoh 02590) 201 (exoncs’ o0 Echo (oing’
Y 07 5 5 o 7 (0 ) s o) (90 6569 s ey, 80 Ethernel
Ethernet II, Src: 00:00:5 Dst: ba:ce:£6:50:3a
 Internet Protocol Version 4, Src: .128.1.154, Dst: 11.20.178.221
 Generic Routing Encspsulation (17)
Internet Protocol Version 4, Src: 10.249.10.15, Dst: 10.133.100.21
+ Internet Control Message Protocol
Type: 6 (zcho (ping) reply)
Code: &
Checksum: w6209 [correct]
[Checksum Status: Good]
Tdentifier (6): 39651 (ax9ae3)
Tdentifier (Le): 58266 (xe3sa) frhamat
Sequence Humber (BE): 627 (6x0273) d
Sequence Hunber (LE): 29442 (8x7362) Versi
[Request frane: 275]
Response tine: 1,704 n5
< oata 2t brtes)
T
Teengen: 241
a¥ T ket 6575 Prfies M

BinaExX NN FE, REGETE > MRS (Apply as Column)


af://n1029
af://n1038

24..2024-10-17 14:09:42.904869  1.000204 10 [yonq Subtrees 56,63  @x
24..2024-10-17 14:09:43.905288  1.000419 180 ((junce Subtrees 56,63  @x
24..2024-10-17 14:09:44.905575  1.000287 10  pooqa 56,63  Ox
24.. 2024-10-17 14:09:45.905363 0.999788 10 Collapse All 56,63 @x
24.. 2024-10-17 14:09:46.905523 1.000160 10 56,63 @x
24.. 2024-10-17 14:09:47.905484  ©.999961 16 | Apply as Column Ctrl+Shift+] 56,63 Ox
25.. 2024-10-17 14:09:48.905572 1.000088 10 Graroi za i N 56,63 @x
25.. 2024-10-17 14:09:49.905711 1.000139 10 B s e e , | 56,63 @x
‘rame 2479: 98 bytes on wire (784 bits), 98 byte: Conversation Filter » I, id @
‘thernet II, Src: 00:00:5e:00:01:09, Dst: b8:ce:- Colorize with Filter »
‘nternet Protocol Version 4, Src: 9.128.1.154, D: Follow >
ieneric Routing Encapsulation (IP)
‘nternet Protocol Version 4, Src: 10.249.100.15, YO Gl '
‘nternet Control Message Protocol Copy g

Type: @ (Echo (ping) reply) Show Packet Bytes... Ctrl+Shift+O

Code: @ Export Packet Bytes... Ctrl+Shift+X

Checksum: ©x62a%9 [correct]

[Checksum Status: Good] Wiki Protocol Page

Identifier (BE): 39651 (@x9ae3) Filter Field Reference

Identifier (LE): 58266 (@xe39a) Protocol Preferences '

Sequence Number (BE): 627 (@x@273) Decode As... Ctrl+Shift+U

Sequence Number (LE): 29442 (@x7302) Go 1o Linked Packet

[Regnest 'Fr'r?\me_:ZM Show Linked Packet in New Window

|[Response time: 1.704 ms] |

« Data (24 bytes)
Data: ©000000000000PELLELRALYLOALY00ALLROLRELRERRE
[Length: 24]

ZEHLIBRIRAIEENZ H—F: Response time, BANEEHEMNZEIFTRAIZIRESD, XEFEFMICMP
Replylia iz B &R 7 2 B RIFERT :

b Lo

uuuuu Destination ldenifier (BF) Identifier (LE)  Sequence Number (Bt[Response time | src mac
08:31.505534  0.998675  10.133.100.21 39317 (@x95.. 36257 (@x9599) 130 (exa082) b8:ce:f6:80:3a:50
14108:31.907246  0.001712  10.249.100.15  10.133.100.21 39317 (0x399.. 38297 (6:9599) 130 (0x0082) 1712 00:00:5¢:00:01:09
24 2020-10-17 14:08:32 905438 0598252  10.133.100.21 10,243 10015 e, Lo s 39317 (0995 36297 (0xe5%9) 201 (ax0Ac3)
26.2024-10-17 14:08:32.907068  0.001570  10.249.100.15  10.133.100.21 I 56063 Gxa77f (1611L. 98 39317 (6x399.. 38297 (5:3599) 201 (0x00c9) 157
24 2020-10-17 14:08:33 905760  0.598Es2  10.133.100.21 1024310015  ICHP 6456 0000 (2),0x. 54 39317 (0x99. 38297 (8:9599) 272 (axclle)
26.2020-10-17 14:08:33.907330  0.001570  10.249.100.15  10.133.108.21  ICHP 56063 Ox7l4f (20007 98 39517 (0x%9.. 38297 (9:0599) 272 (0x0110) 157
24 202-10-17 14:08:34 905761 1013310021 10, 1P ease om0 (),0x.  sa 39317 (8039 38297 (0x9599) 3 (9x0157)
o I0P 5563 oked3 (a76En. 98 39317 (9x699. 38297 (0x95%9) 343 (8x0157) 1.702
I0P  ease eme (0),0x. s 39317 (Bx9%9. 38297 (0x9599)  4ld (9x019)
55 39317 (099, 38297 (0x9598) 414 (9x01%) 1565
4 39317 (oxes9. 38297 (0x9599) 485 (x61es)
29317 (3099, 30297 (3x9598) 4R (mxales)

XEARFEEG, (YA REBREERLLTIENAAS, itwireshark EENIAYR A VEEXREE
RFRR.

2.10 {EetHYIseq//FETRseq

RIS (FER: tep.seq_raw) tHAULERIFEEHIS, BRIABERT, Wireshark @AY SERIUE—5K
TCPRAEEREN SIS (LLINE—IRIEESYNEIseq MOFFIAITES) . MSCPRacEAiseqFhI S8 2E
WIS, AaMNoFHR, FRLMEREXNEISHARFREm. HEimEE SRR T RE—KTCPRM
.

LAY RTLATE W48 (Edit) --> EEIR (Preferences) --> MY (Protocols) -->TCP IRES, BUEAIEERTS

IS (Relative sequence numbers) :


af://n1050

M Wireshark - Preferences = o X
zPPY Transmission Control Protocol
pice
SPRT @ Show TCP summary in protocol tree
SRTCP (0 Validate the TCP checksum if possible
SRVLOC
SSCOP 8 Allow subdissector to reassemble TCP streams
SSDP [[J Reassemble out-of-order segments
SSH
SsyncP @ Analyze TCP sequence numbers
ST2110-20 | [0 Relative sequence numbers (Requires "Analyze TCP sequence numbers") | Hﬁ@ﬁ:
:Iizﬁg ?gg: Force interpretation to selected packet(s) 0 (none) v
StarTeam Scaling factor to use when not available from capture Not known M
:tTe:m HS Di B Track number of bytes in flight
STT [0 Evaluate bytes in flight based on sequence numbers
STUN @ Calculate stream packet number and timestamps
SUA
SV () Try heuristic sub-dissectors first
SYNC [J) Ignore TCP Timestamps in summary
SYNCHROPH L ) )
Synergy 8 Fast Retransmission supersedes Out-of-Order interpretation
Syslog 8 Do not call subdissectors for error packets
T.38
TACACS @ TCP Experimental Options using the format of RFC 6994
TACACS+ l (0 Display process information via IPFIX
Iﬁ:’i\ [[J Read the seq no. as syn cookie
TCAP TCP UDP port(s)
Cancel Apply Help
AILAERIRTseqtd NIRYA [RERNE AT LABIE RA 1T
[ERENA, FJLEEIRRATseq Asedq, YRSiFR D HTAIL AseqtTILIEIEL.
imze RRIRe+EFs5[Eaaarm
[ 3 -]+ badICP NotGRE ICPretn
No. Delta Source Destination Protocol Lengtt Time to Live Window Status Code Seq(raw) ime since previous frame in this TCP stream  Info
=] Tcp T 4206 O¥a361 (17249) 2126555128 o 43676 > 80 [SVi]| Seq=2126555120 Win=64240 L 50 iis=2
| 22 TCP 58 128 64240 exafab (36619) 1945379785 ©.833502000 80 > 49670 [SYN, ACK] Seq=1945379785 Ack=2126555121 Win=64240
23 TCP 54 128 64240 X4362 (17250) 126555121 ©.000184000 49670 + 80 [ACK] Seq=2126555121 Ack=1945379786 Win=6424@ Len=
2 HTTP 165 128 64240 8x4363 (17251) 2126555121 ©0.035275000 GET /connecttest.txt HTTP/1.1
25 TCP 54 128 64248  ©Ox8foc (36620) 1945375786 ©.000157000 80 + 49670 [ACK] Seq=1945379786 Ack=2126555232 Win=6424@ Len=
26 HTTP 241 128 64240 ox8fod (36621) 200 1945379786 ©0.027094000 HTTP/1.1 200 OK (text/plain)

0x4364 (17252)

oxafof (36623)

128 64240 OX28d1 (10449)
128 64200 OXBFLL (36625)
128 64240 @x28d2 (10450)
128 64240 €x28d3 (10451)
128 64240 Ox8F12 (36626)
128 64200 Oxab3b (19259)

ox8f14 (36628)

1945379974
1375947579

©.000121000

000000
55765000
©.000157000

80 + 49670 [ACK] $eq=1945379974 A
49673 » 443 [SYN] Seq=1375947579 TS T e
443 » 49673 [SYN, ACK] Seq=3595289444 Ack=1375947588 Win=6424
49673 » 443 [ACK] Seq=1375947580 Ack=3595289445 Win=564249 Len
Client Hello (SNI=v20.events. data.microsoft.com)

443 + 49673 [ACK] Se
49674 > 443 [SYN] Seq=616796011 Wil
443 + 49674 [ACK] Seq=37472:

2.11 Wi

Amg®

QemEF

reshark 55 L=

Wireshark&EMIAIERDH, A& SHRCIEIRMT

(—) FOMERLfR

(<)

4] =
(A [epsreamea ] + I NotGRL [CPrran b
No. Delta Source Destination Protocol Length Time to Live Window  Identification Segment Len  Seq(raw) Ack Time since previous frame in this TCP stream Info
r 21 ©.000000 10.8.15.101 23.47.50.80 P 8. 64240 BX4361 (17249 L 2126555128 o 9.008000000 49670 + 80 [SYN] Seq=2126555128 Win=64240 Len=0 MSS=1468 WS=25¢
2 e.e33502 23475050 10.8.15.101 3 s 240 exsfob (36619) o 195379785 2126555121 ©.033502000 80 > 43670 [SYN, ACK] Seq-1945379785 Ack=2126555121 Win=64248 |
2 0.000182  10.8.15.101  23.47.50.50 TP 51 a2 64240 _oxae2 (17250) o 2126555121 1945379786 0.0001: 49670 » 30 1Ac] Sen-212ssssiat Ack-1545379786 Ninto Len-d
D 6.035275 10.5.15.101 23.47.50.80 (i) 185 18 64280 exa3e3 (17251) FEEy 2126555121 1545375788 035275600 GET Jconnacttest Ext HTTP/L
2 0.000157  23.47.50.80  10.5.15.101 Tep ENEE ca210 oxefoc (36620) 0 1545375786 2126555232 0. 000157000 T S A TR D
26 0.027058  23.47.50.80  10.5.15.101 HrTP 21 128 64210 exsfad (36621) 187 155379736 2126555232 0027094000 HTTP/1.1 200 0K _(text/plain)
28 2.000104 10.8.15.101 23.47.50.80 TCP 54 128 64653 0x4364 (17252) o 2126555232 1945379974 8.000104000 49670 + 80 [ACK] Seq=2126555232 Ack=1945379974 Win=64053 Len=
31 0.000121 23.47.50.80 10.8.15.101 TCp 54 128 64233 exsfef (36623) e 1945379974 2126555233 8.000121000 80 > 49670 [ACK] Seq=1945379974 Ack=2126555233 Win=64239 Len=0
> Frame 24: 165 bytes on wire (1320 bits), 165 bytes captured (1320 bits) 00 @@ 38 df 12 f7 a4 78 c2 3b b3 93 e8 @8 00 45 08
> Etharnet 11, Src: 78:c2:3b:b8:93:e8 (7 93:e8), Dst: Cisco_12:F7:ad (00:38:df:12:67:ad) 60 57 43 63 40 00 30 05 54 12 02 08 OF 65 17 2F
> Internet Prutn(n] Version 4, Src: 10.8.15. 181 Dst: 23.47.50.80 32 50 c2 @6 @0 50 7e c@ a7 f1 73 f4 23 ca 50 18
Transmission Control Protocol, Src Port: 49676, Dst Port: 80, Seq: 2126555121, Ack: 1945379786, Len: 111 fa f0 11 87 00 00 47 45 54 20 2f 63 6F Ge 6e 65
o e 6374 7465 73 74 26 74 78 73 20 48 54 54 50 2F
yPe 31 2 31 od A2 43 6F e Re 65 63 74 A9 AF Ae 33

TFIREARSEREMINRI, BERHBNR2IEKREMEAAEEIER, L a6

LI

No. Delta Source Destination Protocol Lengtt Time to Live Window Identification Segment Len
1 comees  mrasmii 10000 o w192 oxrees (31089 0

|2 eenw  eed 10 @ 11 e oxesds (stses) o
5 owemss  12amaa T o s o oxtoss (e2197) o

s omms  wsaean e s 1w e oxso0o (20460 1o
s osems  am2ean e © s a  ouan (a0155) 35
¢ ouossse 0.0 o @ 11 e oemes (ae) o
7 seene  wmasmia o, T o 1 6 oxcers (s2659) )
P smwaswesd  misan T @ a1 o ossef Gas) o
s asoeses  mzasmia . o @ s e oxerac (sson) :
0 ossars 0.0 el T @ 11 eide oxfoss (sisa1) o
1 asasese 1000 waasas e 2 an s ot (2723) 528
L omes  amacmai lo0.0d T o G2 oxoast (39535) o
L omes 0.0 w2l e s a1 e ouass (104s9) 1050
14 omem  1mamii e T w1 o ovesee (12e2) o
15 e 1oed  lRill W s s oxcess (52629) 1460
16 10.0.0.1 .168.1.1 111 (55017)

0.008178

1514 sa2a0 oxffay 1280

Seq(raw)

2990085736
1566417333
156641795

Ack
e

2994489736

‘Time since previous frame in this TCP stream

3]+ e

NotGRE

TCpretrans Bad TCP

Info
61300 + 80 [SVN] Seq=2994488240 Win=§192 Len=p HSS=1460 NS=256 SACK
|

80 > 61300 [SYH, ACK] Seq=1566415354 Ack=2984488241 Win=64200 Len=
61300 + 80 [ACK] 5eq=2994488241 Ack=1566415355 Win=16384 Len=6
Continuation[Packet size limited during capture]

Continuation

0 > 61300 [ACK] 66415355 Ack=2954489736 I
760 Keep Alive] oiion o 80 [ACK] Seqsasosdssns ackersesiissss i
[TCP Keep-Alive ACK] 80 + 61300 [ACK] Seq=1566415355 Ack=2994489736 |
[TCP Keep-Alive] 61380 » S0 [ACK] Seq=294485735 Ack=1566415355 Win=
[TCP Keep-Alive ACK] 80 » 61300 [ACK] Seq=1566415355 Ack=2994485736 |
HTTP/1.1 200 OK [Packet size limited during capture]

61300 + 80 [ACK] 5e=2994489736 Ack=1566415873 b
Continuation[packet size liited during capture]
61300 + 80 [ACK] 5eq=2954489736 Ack=1566417333 Win=16384 Len=g
(mEmEEae 5 i K £ i

Continuatior

5872 Len-o

WRFEFLFTS,
X, SBLINRIIN,

ot

DNS.

ICMPHBERIE, LLENEFR

e

responseFIBTL T SEBIRCHE.

HAFEME P MERHTTPIEK, MWiresharkUEKIAFRCHET , F4iRiB
BEERAAEERE R IR, Wireshark A 28 (R72s&tmc Hiskic 0 15 K

Lth—/NDns query, Wireshark&ERHERMEFRIqueryX NAYT


af://n1056

[BES <)+ 1cpsvis

Bed TCP NolGRE _TCPretra

Destination Protocol  Type Query Name.

dns.id

dnsrsp_time Length Time to Live

Identification

Info

= o b e i), © s e (0 )
Ethernet II, Src: 78:c 1e8), Dst: Cisco_12:77:a4 (00:
Internet Protocol Version 4, Src: 16.8.15.101, Dst: 10.8.15.1
User Datagran Protocol, Src Port: 58316, Dst Port: 53
> Domain Name System (query)

AL

—

3.1K

ERIN T

tls.handshake.type ==

RIFRiA =

B

|| http.request

ILEHTTP/HTTPS/TLSIE Kl 23

Ethernet

T S T N L N N O N

e

Destination

Source

LEIEATHEHTTPIERANEKHOST, LURTLSIEFRclient hellofERAVIEREN :

e Bt View Go Cpue Amayze Salics lelphony Wieless Iook e
Ami® =ORBRe«EFISEaaany
(] 11| hitprequest =3 -]+ TCPSYNs BadTCP  NotGRE TCPretians Bad TCP 2
No. Delta Source Destination Protocol Lengtt Time to Live Window Identification Host TLS Server Name Time since previous frame in this TC Info =
2 20000 23.47.50.80 » 165 s 6e200  0xa363 (17251) fmav.msFtconnecttest. con 0635275008 GET /connecttest txt HTTP/L.1
| 2.635333 5.89.179.8 TLsvi2 266 azs 6a20  ox2ds (10451) V20, events. data.microsoft. con 2 Client Hello (SNI-v20.events.data.microsoft. con)
86 1.208017 20.7.1.246 TLSvV1.2 232 128 64240 Ox4b3f (19263) client.wns.windows . com ©.002654000 Client Hello (SNI=client.wns.windows.com)
125 2.22153 231987188 Tisvi.2 27 1 65535 ovidoh (7611) r.bing.con 0.604185000 bing. com)
103 o.0s8569 52.109.8.1 Tisvi.2 263 1 65535 @vasse (6542) officecliont microsoft. con 0.602975008 officeclient.microsoft. con)
192 0.633766 52.109.2.142 Lsv1.2 260 128 65535 @xsba7 (39751) odc.officeapps. live.com ©.006484000 Client Hello (SNI-oac.ofﬂ:eipDS live.com) -
us 23010218 S1.104.167.255  Tisvi.2 % 1 6a2a0  oxca3d (51773) geo. prod.do. dsp.np. microsoft. con 0.001935000 Client Hello 0.prod. do.dsp.mp.microsoft .cor
272 0.661637 23.194.220.35  TLSvi.2 271 128 64248 Oxecab (60587) kv5@1.prod.do.dsp.mp.microsaft.con ©.0005620¢ Client Hello 45m kvsai prod.do.dsp.mp.microsoft..
298 0.327113 23.190.229.33  Tisvi.2 s 64240 xech3 (60595) cpse1.prod.do. dsp.mp. nicrosoft. con 0.601145008
321 8.342096 231180220033 Tisviz 2 1 64240 exeche (ses0d) discse1. prod. do. dsp.mp. microsoft. con ©.001016000
304 0.a01320 52.180.216.246  Tisvi.2 w1 64240 oxb3fb (45075) arrayses. prod. do. dsp.mp.microsoft. con 0.601372008 Client Hello (sNI-arrayses. prod.do.dsp.mp.microso:
74 315395 20.7.1.208 Tisvi.2 22 s 64240 exabac (15276) client.uns windons .con 0.01230000 Client Hello (sNI=client.uns.windous. con)
03 1s.s0m02 20.75.60.51 sz %2 65535 oenns (57619) #4.2pi.iris. microsoft. con 0.602150 Client Hello (sNI=fd.api.iris.microsoft.con)
a5 4.308728 194.55.220.9  HTTP 3 am 6a2a0 oxboas (46654)  [194.55.224.9 soe115008 POST /luiz/five/fre.php HITP/1.0
451 0640380 194.55.224.9  HTTP 2 s 64200 xbode (46670)  [194.55.224.9 0.00113000 POST /luiz/Five/fre.php HITP/1.0
163 0.577086 190.55.220.9  HITP 21 1 64240 oxbesa (46676)  [194.55.226. 0.000145000 POST /Luiz/five/fre.php HTTP/1.0
Sea  56.694893 20.42.73.24 TLsvi2 266 12 64240 ox3912 (14610) Vie. events.data.microsoft. con 601071008 Client Hello (SNI-vio.events.data.microsoft.con)
sa5 3.842206 154.55.224.5  HTTP 3 1 64240 oxbesa (as682)  [194.55.224.5 0.000130000 POST /Luiz/Five/fre.php HTTP/1.0
sss a.sesias 100.55.220.5  WTTR 2 1 ca2a0 oxbeen (asess)  [19.55.224.3 6.06028300 POST /Luiz/Five/fre.php HTTP/1.0
572 24.091599 20.75.60.91 TLSV1.2 262 128 65535 @xel26 (57638) fd.api.iris.microsoft.com ©.00411: Client Hello (SNI=fd.api.iris.microsoft.com)
576 ©.007889 28.75.60.91 TLSV1.2 262 128 65535 @xel28 (57640) fd.api.iris.microsoft.com ©.000566000 Client Hello (SNI=fd.api.iris.microsoft.com)

Q- 25 e o e (0 i, 7 s e (@ )
Ethernet II, Src: 78:c2:3bib 2178 53:08) 7.

o Cooto (orten 2 6
Transmission Control Protocol, Src = ass73, B 443, Seq: 1375947580, Ack: 3595289445, Le
Transport Layer Security

HTTPIEKI & Ehttp.host=2ERY, TLS/HTTPSIEIKIg 22 Eclient hellof M ERRISNIT BFERNBER,

of 12
28 3
209
sa 5c
dc o6
a7 88
o0 24
ce 27
o0 3c

7 aa
o0

bb

0

59 (@ Zoev
b SR K<KeeP

a1
&f
2f
13
7

ke
51 © o
ps.« o/ 54

NEE, ATLMEXANFERNAAS, SR SHEZIHTTP/HTTPS/TLSIRSEHANEKRIES.

3.21

A IECEAERNEHT TP R 4xx, SxxRSRBIRS, HJLAIXZ

string(http.response.code) ~

EEHTTPIASHI SRS EE

75§

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW A0 SEREQReEEFE e & Qi
A string(http.response.code) ~ *7410-SI2ISIAS0-SI215"
No. Delta Source Destination Protocol Lengt Time to Live  Window Identification Status Code Time since previous frame in this TCP stream  Info
[Taai ]  e.co0000 194.55.224.9 10.8.15.101 HTTP 250 128 64240  @x8fda (36820) 204 ©.434111000 HTTP/1.0 404 Not Found (text/html)

©.600004 194.55.224.9 10.8.15.101 250

60.556806 194.55.224.9 10.8.15.101

60.527044
60.568641

194.55.224.9
194.55.224.9

10.8.15.101
10.8.15.101

64240 @xsfda (36826)

0x92b1 (37553)

oxo2cf (37583)
0x92e9 (37609)

0.393727000

©.362052000

©.341640000
0.361945000

HTTP/1.0 404 Not Found (text/html)

HTTP/1.0 404 Not Found (text/html)

HTTP/1.0 464 Not Found
HTTP/1.0 404 Not Found

(text/html)
(text/html)

BJo{#E R string() &R
NSRS

b

R EFHTTPIR SIS FER S N =T R
VEREE /LN EEAIRESS, BPREEET !

HR, 7

Ja{#FAPCREIEN PLAC4xxF5xx KA


af://n1065
af://n1066
af://n1071

http.response.code in {403,404, 502,503, 504}

rile Edit View Go Capluie Analyze Stistics Telephony Wireless Tools Help

Amie REResEFIISEQQQER

Al in 02503504

No. Delta Source Destination Protocol Lengtt Time to Live Window Identification Status Code Time since previous frame in this TCP stream  Info

+ 441 ©.000000 194.55.224.9 10.8.15.101 HTTP 250 128 64240 Ox8fd4 (36820) 404 0.434111000 HTTP/1.@ 404 Not Found (text/html)

©.600004 194.55.224.9 10.8.15.101 HTTP 250 128 64240  OxBfda (36826) ae4 ©0.393727000 HTTP/1.0 404 Not Found (text/html)

1653 60.556806 194.55.224.9 10.8.15.101 64240  0x92b1 (37553) 0.362052000 HTTP/1.0 404 Not Found (text/html)

64240  @x92cf (37583) 9.341640000 04 Not Found (text/html)
1766 64240 0x92e9 (37669) 0.361945000 04 Not Found (text/html)

> Frame 441: 250 bytes on wire (2000 bits), 250 bytes captured (200 bits) 9000 78 c2 3b bg 93 e8 00 38 df 12 7

GNERBHTTPS/TLSINEFRIIRSBITIRIASED, (ERLISENAR T, REEEEHINE T EsBFRE
FEWHEBEN =R, MAEZRRTRYNTER, MIURETIISE IREXE,

3 B TCPIEF KMAYSYNIE

TiRAE—RIBFRMANER, FRIRBEZEZISYN-ACKIBAR], ATLAZ:

tcp.completeness ==18&tcp.completeness

==0&&tcp.completeness ==0&&tcp.completeness ==0&&tcp.completeness

cle bdit View Go Capture Analyze Statistics lelephony Wireless lools Help
Am 1© RO Qe»EFI S = QaqqQFH

I [ tcp.completeness.syn==1&8&tcp.completeness.syn-ack==0&8&tcp.completeness.ack==0&&tcp.completeness.data==08&&tcp.completeness.fin==0] + TCPSYNs BadTCP  NotGRE TCPretrans Bad TCP_2
No. Time Delta Lengtt MSS Value ~ Windo Identificati Checksum

Source Destination Protocol

Time to Time since previous frame in this TCP stream  Source or [

> Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) 9000 00 50 56 81 10 8e 00 50 56 9F bf 57 08 00 45 00
> Ethernet II, Src: VMware_9f:bf:57 (00:50:56:9f:bf:57), Dst: VMuare_81:10:8e (00:50:56:81:10:8e) 9010 00 28 S5f 4c 00 @0 40 06 5 93 0 a8 01 Oe 77 1d
> Internet Protocol Version 4, Src: 192.168.1.14, Dst: 119.29.29.29 go2e) 1d 1d b6 aa e1 bb @0 00 00 00 50 02
© Transmission Control Protocol, Src Port: 46762, Dst Port: 443, Seq: 2593727770, Len: @ ‘ geagll 5 c8 dc 10 g6 @0

tcp.completeness.syn-ackiXs554), FATITEE— McpiEER RSP RS RSsyn-ackiJiRS, E
BRI, BHE3ENERENT:

TCP Conversation Completeness

TCP conversations are said to be complete when they have both opening and closing handshakes,
independently of any data transfer. However, we might be interested in identifying complete
conversations with some data sent, and we are using the following bit values to build a filter value
on the tcp.completeness field :

e1:SYN

e 2:SYN-ACK

e 4:ACK

«8:DATA

*16: FIN



https://cloud.tencent.com/developer/article/1875746
af://n1081
https://www.wireshark.org/docs/wsug_html_chunked/ChAdvTCPAnalysis.html

I «32:RST

AILAEEI TEERS, SERREMERST-ACKIESEER: 7, EABMRSSEHOIZBER:

dle kit View Go Coptue Analyze St

elephony  Wireless lools  Help

Aam i@ BB ]+ =aaamp
[Foply a cispley fiter - <Cut- J+ BadTCP NotGRE
No. Delta Source Destination Protocol Lengtf Time to Live Window  Identification Status Code Time since previous frame in this TC Info
1 ©0.000000  192.168.1.14  192.168.1.8 Tcp s es 1480 0x0dic (3356) ©.000000000 43496 > 443 [SYN] Seq=333275029 Win=1480 L
p 0. 1.8 14 E g o 4

AR AR EEERANT iEsyn 917 HackSFT0AHR I :

tcp.flags ==1 && tcp.flags ==0

XMNEBEUNZLAHEE, RERBESYNIREAAL, HEACKIREAIIRY, #BaBERHE, 88
TCPR/TCPEIFAIEEL S, FHLiHEraetbatiiEtsk, (BEHEF tcp.completeness.xxiBf), ENIFEERN
PRk

4 TiEERY EREEAIIR

WiETCPERI B E B EERIRAITLIZ:

tcp.analysis.retransmission

ware_81:10:8e (0:50:56:81:10:8e) ©0 28 5F 4c 00 60 40 06 C5 93 co a8 01 Ge 77 1d

1d 1d b6 aa 01 bb 9a 99 25 1a 00 00 00 00 50 02

@5 c8 dc 10 00 00

re (432 bits), 54 bytes captured (432 bits) 6 50 56 81 16 8¢ 00 56 56 Sf bf 57 68 00 45 00
w:
Transmission Control Protoc 1 e 46762, DSt Port: 443, Seq: 2593727770, Len: @

A LBI—MEERY, SIETCPEEHBERBERTEHT0.25s0IRY :

tcp.analysis.retransmission && tcp.time_delta >= 0.2

3.5 EE—TCPAR R R PRRIEHER

BCRUSEE—NTCPIN, $EIRTBEFER, G "Time since previous frame in this TCP stream"=FE& (&
HTETCPYRERHERS E—IERSIE) > KZFI5Y (Apply as Column) :


af://n1104
af://n1111

> Frame 22: 58 bytes on wire (464 bits), 58 bytes captured (464 bits)

> Ethernet II, Src: Cisco_12:f7:a4 (00:38:df:12:f7:a4), I Expand Subtrees 28)
> Internet Protocol Version 4, Src: 23.47.50.80, Dst: 1@. Collapse Subtrees
- Transmission Control Protocol, Src Port: 80, Dst Port: Expand All L, Len: @
Source Port: 8e Collapse All
Destination Port: 49670 | Apply as Column Ctrl+Shift+| |
[Stream index: @]
[Stream Packet Number: 2] ApPply as Filter create a packet list column from the selected field. |
> [Conversation completeness: Complete, WITH_DATA (31) Prepare as Filter '
[TCP Segment Len: 8] Conversation Filter 4
Sequence Number: 1945379785 Soloizewitlkilley '
[Next Sequence Number: 1945379786] Follow '
Acknowledgment Number: 2126555121 /0 Graph »
911@ .... = Header Length: 24 bytes (&) Copy »
> Flags: ©@x812 (SYN, ACK)
Window: 64240 Show Packet Bytes... Ctrl+Shift+O
[Calculated window size: 6424@] Export Packet Bytes... Ctrl+Shift+X
Checksum: @xb973 [unverified] Wiki Protocol Page
[Checksum Status: Unverified] Filter Field Reference
Urgent Pointer: o Protocol Preferences 4
N : . . .
O_T'Flonz (4 bytes), Maximum segment size —— -
[ ll?re.s amPS] first f in this TcP st @.8335 Go to Linked Packet
[ %me SJ:nce ”‘5_ rame in = 5 = stream: 9. Show Linked Packet in New Window
|[T1me since previous frame in this TCP stream: |e.a -

> [SEQ/ACK analysis]

ZFRIEXAN TR E N ETRE M At TS -

He Ll View Go Coptwe Amiyee Slatblis

phony Wickess lools  Help

dmze RE RemEs e =
Bz [FIE0 -]+ ICPSYNs o ICP NolGRL ICPrctians o T
No. Date Time Delta Source Destination Protocol Length Time to Live MSS Ve Window  Identification Checksu APP Seq(raw)  NextSeq | Time since previous frame in this TCP stream |ack Sourc—
5355 © 6060006 16.8.15.161  23.47.56.80 T @& i Tag6 6446 6xA31 (17248)  Gxaenc 126555126 2126555101 680600888 ) o
13566494 o.033502  23.47.50.80  10.5.15.101 e 5 128 1450 a2ae  oxsfob (36619)  @xb973 1945375785 1945379786 o.033502000 2126555121 Dalla

13.566678 1.032920  0.000184  10.8.15.101 2126555121 0.000184000 1945379786

13.601953 1.068204  0.035275  10.8.15.101 HrTR 165 128 64240 @xa363 (17251) 2126555232 0.035275000 1945379786
13.602110 1.068361  ©.000157  23.47.50.80 Tcp sa 128 62220 Oxefoc (36620) 1945379786 ©.000157000 2126555232 Dalla

0.027094  23.47.50.8 HTTP 21 12 64280 exsfed (36621)

13.629204 1.095455 1945379973 ©.027033000 2126555232 Dalla

10.5.15.161 .47.50.80 exasse

.629430 1.095681 0. (17252) 2126555232 ©.080104000 1945379974

1.105070 00121 23.47.50.50 16.8.15.101 Tcp 54 128 239 exsfef (36623)  0xdoos 1945378674 145379974

.638819

31 2023-08-16 o 64 ©.000121000 2126555233 Dalla
22 2023-08-16 .172819 3.639070  2.534000 10.8.15.101 13.89.175.8 Tep e 128 1450 64240 Ox28d1 (10449)  ox3sde 1375947579 1375847580 ©.000000000 0

43 2023-08-16 .231585 3.697836  0.058766 13.89.179.8 10.8.15.101 Tcp 58 12 1450 64240 OxBF11 (36625)  Bxcsa 3595289444 3595289445 ©.058765000 1375947580 Des M
44 2023-88-16 .231772 3.698023  0.000187 10.5.15.101 13.89.179.8 Tcp 54 12 64240 0x28d2 (10450)  bxeest 1375947580 1375947580 ©.000187000 3595289445 =
45 2023-68-15 .237286 3.703537  0.005514 10.5.15.101 13.89.175.8 TLSvL.2 66 128 64240 0x2303 (10451)  oxsasc 1375947580 1375947792 0.005514000 3595289445

0038 df 12 £7 24 78 c2 3b b8 93 B 08 @0 45 80 B~ x
00 33 43 61 40 66 80 06 54 77 0a 08 OF 65 17 2f  -4C: Tae/
3250 c2 65 00 50 7¢ Co a7 0 00 00 @ 00 B0 B2 2P P~

> Frame 211 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet IT, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8), Dst: Cisco_12:f7:a4 (00:38:df:12:f7:a4)
> Internet Protocol Version 4, Src: 10.8.15.161, Dst: 23.47.50.80

 Transmission Control Protocol, Src Port: 49670, Dst Port: 89, Seq: 2126555120, Len: @ <\ \ > Tafezsceece oo esbecresoseporon -G
N A N N
BHt TSGR T2 EMNKREVNHEFIRSZ, BAIAFRD:
=IXRRA f .
Ml [t Viw Go Caplwe Awyze Staistcs Telephony Wieless Tools Ilelp
Amg® 2@ erEFEEEQaaTH
|1p. B3 <)+ 1cPsyns
No. Source Destination Protocol Lengtt Time to Live MSS Ve Window  Identification Checksu APP Seq(raw) Next Seq Time since previous frame in this TCP stream| Ack Source
1629 .. 37.713967 10.8.15.101 20.7.1.246 Tcp 55 128 63182 Ox4b6e (19296) ox33dc 616798624 616798625 244.973448000 2729062635
1948 ... 38.588784 10.8.15.101 20.7.1.246 TCP 55 128 62844  @x4abée (19310) ex3316 616798822 616798823 244.976207000 2729062973
1803 - 1.683911 16.8.15.101 20.7.1.246 TCP 55 128 63013  @x4b67 (19303) ex3379 616798723 616798724 244.992205000 2729062804
1819 . . 34.734535 10.8.15.101 20.7.1.246 Tcp 55 128 63468  @x4b69 (19305) exa773 2814364608 2814364609 244.993147000 4031232370
1377 .. 46.721285 10.8.15.101 20.7.1.246 Tcp 55 128 63588  Ox4bSf (19295) oxa7dé 2814364509 2814364510 245.006717000 4031232250
2386 44.393202 10.8.15.101 20.7.1.246 TCP 55 128 62844  @x4b71 (19313) ©x3316 616798822 616798823 245.008555000 2729062973
1996 10.888577 16.8.15.101 20.7.1.246 TCP 55 128 63468  @x4b7@ (19312) exa773 2814364608 2814364609 245.008646000 4031232370
1644  8e: 49.498479 10.8.15.101 20.7.1.246 Tcp 55 128 63588 Ox4b62 (19298) oxa7dé 2814364509 2814364510 245.016297000 4031232250
2438 . e 46.839932 10.8.15.101 20.7.1.246 TCP. 55 128 62844 ©Ox4b73 (19315) ex3316 616798822 616798823 245.017363000 2729062973
2401 .. 32.583359 10.8.15.101 20.7.1.246 TCP 55 128 63468  @x4b72 (19314) exa773 2814364608 2814364609 245.019920000 4031232376
2451 48.584690 10.8.15.101 20.7.1.246 TCP 55 128 63468  @x4b74 (19316) exa773 2814364608 2814364609 245.020439000 4031232370
1909 1520.194.. 40.537238 10.8.15.101 20.7.1.246 Tcp 55 128 63468  Ox4bsd (19309) exa773 2814364608 2814364609 4! 4031232376

78 c2 3b b8 93 e8 @0 38 df 12 7 a4 08 00 45 0@ X
00 2c 8f 0b 00 00 80 06 48 d5 17 2f 32 50 a 08

of 65 00 50 c2 06 73 f4 23 9 7e c@ a7 f1 60 12

fa fo b 73 00 00 02 04 05 bd

> Frame 22: 58 bytes on wire (464 bits), 58 bytes captured (464 bits)

> Ethernet II, Src: Cisco_12:7:a4 (60:38:df:12:7:a4), Dst: 78:c2:3bibg:93:e8 (78:c2:

> Internet Protocol Version 4, Src: 23.47.50.86, Dst: 10.8.15.101

~ Transmission Control Protocol, Src Port: 80, Dst Port: 49670, Seq: 1945379785, Ack: 2126555121, Len: @
Source Port: 80

BEREET, WANEIAHZIIRSLZ,
HEFERSENMALATEERERE, s THIRNER, ILERERINF:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

193:e8)

Am2® QesEFsS[EQaaEf
N tcpstream eq 12 B RETIRL
No. Time Delta Source Destination Protocol Lengtt Time to Live MSS Ve Window  Identification Checksu APP Seq(raw)  NextSeq  Time since previous frame in this TCP stream
1910 20.7.1.246 10.8.15.101 Tcp 54 128 64240 ©Ox936e (37742) oxad6f 4031232370 4031232370 0.000170000
1996 10.8.15.101 20.7.1.246 TCP 55 128 63468  @x4b70 (19312) exa773 2814364608 2814364609 245.008646000
1997 20.7.1.246 10.8.15.101 TCP 54 128 64240 ©x93a3 (37795) oxadsf 4031232370 4031232370 ©0.000262000
2401 10.8.15.101 20.7.1.246 Tcp 55 128 63468  @xab72 (19314) exa773 2814364608 2814364609 245.019920000
2402 20.7.1.246 10.8.15.101 TCP 54 128 64240  ©x9498 (38040) oxadsf 4031232370 4031232370 ©0.000105000
2451 10.8.15.101 20.7.1.246 TCP 55 128 63468  @x4b74 (19316) oxa773 2814364608 2814364609 245.020439000
2452 20.7.1.246 10.8.15.101 TCP 54 128 64240  @x94bb (38075) oxadef 4931232370 4031232370 0.000226000
2488 10.8.15.101 20.7.1.246 TLSvi.2 153 128 63468 0xab76 (19318)  0x663d | 154.445672000
2490 20.7.1.246 10.8.15.101 TCP 54 128 64240 ©0x94de (38096) oxadec ©0.000251000
2492 20.7.1.246 10.8.15.101 TLSV1.2 174 128 64240  ©x94d2 (38098) ox5c9a 0.079643000
2494 10.8.15.101 20.7.1.246 Tcp 54 128 63348  @x4b78 (19320) exa71e 0.048436000
2551 10.8.15.101 20.7.1.246 TCP 55 128 63348  ex4b7a (19322) oxa710 244.969438000
scca  oes7 787 5 aaazor 10 0 g 10 20 7 1 2am o S5 1se caan8  avah7e (1a302)  avazia JR1436a707 >R1438470R > acavoennn
> Frame 2488: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits) 0000 78 c2 3b b8 93
Ethernet II, Src: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8), Dst: Cisco_12:f7:a4 (00:38:df:12:f7:a4) 9910 e 8b 4b 76 40 00 80 @6 7f 8d @7

AR B RRX N FEIF TR/,

NFRBEIBX N FERATE N EEFRAIRSE, ELaniEgA T 100f0 8T LAZ :

tcp.time_delta >=




Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4m 20 BB QesEFzESEQQQER
A tcptime ceita >= 100] HCo )+ TPSWs BadTeP
No. Time  Delta Source Destination Protocol Length Time to Live  MSS Ve Window  Identification Checksu APP Seqraw)  NextSeq [Time since previous frame in this TCP stream | Ack Source GeolF

20.7.1.246 TcP 55 128 (19309)  oxa773 2814364608 2814364609
(37752) __Oxe5dd 1441348063 1441348063
(19310)  ex3316 616798822 616798823
(19312)  exa773 2814364608 2814364609
(19313)  0x3316 616798822 616798823
1526892473
2814364509

245022623000

1509  1520.194.  65.452941

Boydton, Us

16.8.15.101 20.7.1.246 TP 55 128 63468 oxab72 (19314 245.619920000 4031232370
| 182.643575 10.8.15.101 20.7.1.246 Tcp 55 18 62844 oxdb73 (19315) 3316 616798823 245017363000 2729062073
| aem 62.376969 10.5.15.101 20.7.1.246 Tcp 55 128 63468 oxab7a (19316)  exa773 2814362609 245.020439000 4031232370
| 287 154.445802 10.8.15.101 20.7.1.246 TLSv1.2 152 128 62844 exab75 (19317)  exde3s 616798921 216822662000 2729062973
| 2ass 0.000095 10.8.15.101 20.7.1.246 TLsvi.2 153 128 63468  @xab76 (19318)  0x603d 2814364708 154.445672000 12031232370
I 245081778 10.8.15.101 20.7.1.246 Tcp 55 18 64240 Oxdb79 (19321)  €x2c97 616798921 244953473000 2729063142
1 orea 77 o onsasn 20 0 1z o 0 7 1 226 o s e came  avakza (1039)  avaTia m1asrazar >R143RATOR 2ar acarsacan s

153 bytes on wire (1224 bits), 153 bytes captured (1224 bits) 000 00 38 df 12 £7 a4 78 c2 3b b8 93 e8 08 00 45 00

> Ethernet TT, Src: 78:c2:3b:bB:93:e8 (78:c2:3b:b8:93:e8), Dst: Cisco_12:F7:ad (0:38:df:12:F7:ad) 5010 @@ 8b 4b 76 40 00 80 06 7f Bd 0a OB f 65 14 7

> Internet Protocol Version 4, Src: 10.8.15.101, Dst: 20.7.1.246 R €8 (b L) e D ¢ Gla o L)kl K1) £
“ Transmission Control Protocol, Src Port: 49683, Dst Port: 443, Seq: 2814364609, Ack: 4031232370, Len: 99 f7lecYeoldleo]es 17 63 63 @6 Se 80 00 00 00 G0
B C01c 08 88 66 Sb 7 ce fc 2d a0 2f &7 7c 85 £3 el dd

8e ab 47 9 88 9a fd 57 5 44 b7 ad 3e 27 ae 45

Destination Port: 443 bc 48 c6 60 7F a8 bf ca le 63 83 53 82 72 76 1
[Stream index: 12] 6b 39 d6 el 95 31 66 b7 43 e9 cd 32 66 15 ca ac
[Stream Packet Number: 5] 69 8f e7 3f 1f b8 c8 8a 1b 43 bb 16 €5 2f 25 df 1.2

> [Conversation completeness: Incomplete, DATA (15)]

3.6 i/ HEFRPingFERHSER B RTIR K

3.6.1 FEARFERIHERR
ESRICMPIREER SRR FE05), ATIRMERTS % EE 2.9 2553,

ZIERiTiEicmp replyfigsk:

icmp.type ==

fle [t Yow Go Cptwe Amhre Suwisics Tokphory Wicss Took Hep
amce RE QesE=FsT=aaan
Afimpipe =20 @53 <)+ Nokespor
No. Deta Source Destination Protocol Time to L dentification Length _ Identifier (B6) Identifier () Sequence Number (81 [Response time | src mac dst mac info
1 1 6 odsbe (1724 1 9139 [60:50:56:81:corte :56:5¢:b:57 _Echo (ping) reply  ids0x0008, sequ1/256, tels6d (request in 1)
1 x0720 (1824) s z 1318 [00:50:56:81:coile  00:50:56:9F:bF:57  Echo (ping) reply  1d-0x0008, seqe2/S12, tE1e64 (request in 3)
1206808 108 6 o07c (1836) s 3 1073 1 Echo (ping) reply  ids0x0008, seqs3/768, ttls6d (request in 5)
192,068,124 100 6 oot (1887) 98 & 2048 (0x0800) 4 (0x0004) 1268 [00:50:56:81:coile  00:50:56:5F:bF:57  Echo (ping) reply  1ds0x@008, sequd/1024, ttle6a (request in 7)
192068008 108 S2 oxbcad 4m73) % O 2304 (00500) 1 (0x0001) B.472  [00:0c:29:17:8:60  00:50:56:9f:bF:57  Echo (ping) reply  idsGx0009, seqe1/256, ttlss2 (request in 9)
192,068,108 109 52 oxbce2 (48354) 98 O 2304 (0x0900) 2 (0x0002) 6731 [00:0c:29:17:8F160  00:50:56:5F:bF:57  Echo (ping) reply  1de0x@009, seqe2/S12, te1s52 (request in 11)
192068008 100 S2 oxbdc2 (48578) 98 O 2304 (00500) 3 (0x0003) B.678  [00:0c:29:17:8F:60  00:50:56:9f:bf:57  Echo (ping) reply  id=0x0009, sequ3/768, ttlss2 (request in 14)
192168106 100 52 oxbex (48672) 98 O 2304 (010500) 4 (0x0004) B.581  [00:0c:29:17:8Fi60  00:50:56:9F:bF:57  Echo (ping) reply  id=0x0009, seqnd/1026, ttle52 (request in 16)
03:45:31.145647  1.00183 192068008 108 S2 oxbece (488d6) 98 O 2304 (00500) 5 (0x0005) 8471 [00:0c:29:17:816a  00:50:56:9f:bF:57  Echo (ping) reply  id=GxB009, seqs5/1280, ttl=52 (request in 18)
03:45:32.147668  1.002021 192068108 108 52 oxofbf (4s087) 98 O 2304 (010500) 6 (0x0006) B.631  [00:0c:29:17:8Fi60  00:50:56:9F1bF:57  Echo (ping) reply  id=0x0009, sequ6/1536, ttle52 (request in 20)
23 2024-10-20 03:45:33.149817  1.002145 192068008 109 S2 oxofec (49132) 98 O (0x0009) 2304 (0x0500) 7 (0x0007) 8.827  [00:0c:29:17:8f160  00:50:56:9f:bF:57  Echo (ping) reply  idGxB009, seqs7/1792, ttls52 (request in 22)
Frame 2: 98 bytes on wire (784 bita), 98 bytes captured (784 bits) Ethernet
Ethernet 11, Src: 09:50:56:81:c0:1e, Dst: 00:50:56:9F:bF:57 T B T B
Internet Protocol Version 4, Src: 152.168.1.8, Dst: 192.168.1.14 Desinat
~ Internet Control Message Protocol estination

rol Mes:
Type: © (Echo (ping) reply)
Code: @

Checksum: @xé35¢ [correct]
Good

T e ]

Senence et (50 1 (0x0001 . .
Semence b (15 255 o) A —— )
emmome coe o109 m] Voo | e e Tl Lngih
[Timestamp from icmp data (relative): .009169000 seconds) Identification Fragment Offset
e

Trewive | oo Hescer Chckaum

ATLAEZIResponse timeZFEREMAIH T BN icmplg MR SCAIRTTAERT
BEMTXNEER, WALUEENKEINHES, B MESGERNSRATUUEENEY:

e BB View Go Cptre Anayie Statisics Teephony Wieless Tools Help

]« Eaaa
B )+ M
Source Protocol Time to L Identification _Length _ Identifier (B6) _Identifier (f) _ Sequence Number (B Response time _|src mac dst mac Info
G Gxase (1720 o T (630001 ¥E) 3 o Seqe1/256, TE1e68 (e
T TG Oxbfec (49132) B 7303 (00500) 7 B.827  [00:0c:29:17:67:60  00:50:56:5F 07157 Echo (ping) reply  10=0x@009, seqe7/1792, t1w5Z (request In 22)
13 2024-10-20 03:45. 109 2 Odce2 (48354) 98 9 (0x0009) 2304 (9x0900) 2 (0x0002) 8731 [00:0c:29:17:8F:60  00:50:56:9F:bf:57  Echo (ping) reply  id=0x0009, seqs2/512, tt1s52 (request in 11)
15 2024-10-20 03:45:2 10 S2 oxbdc2 (48578) 98 9 (0x0009) 2304 (0x0900) 3 (0x0003) .67 [00:0c:29:17:8F:60  00:50:56:9F:bf157  Echo (ping) reply  id=0x0009, seqe3/768, tt1=52 (request in 1)
21 2024-10-20 03:45 100 S2 oxbfbf (45087) 98 5 (0x0009) 2304 (0x0900) 6 (0x0006) 8l631  [00:0c:29:17:8:60  00:50:56:9F:bf:57  Echo (ping) reply  id=0x0009, seqe6/1536, ttle52 (request in 20)
17 2624-10-20 03:45. 10 S2 oxbezo (48672) 98 5 (0x0009) 2304 (0x0900) & (x0004) IS8 [00:0c:29:17:8F:60  00:50:56:9F:bf:57  Echo (ping) reply  id=0x0009, sequd/1024, tt1s52 (request in 16)
10 2624-10-20 03:45. 1o S2 oxbcd (48173) 98 9 (0x0009) 2304 (0x0900) 1 (9x0001) 8472 [00:0c:29:17:8F:60  00:50:56:5F:bF:57  Echo (ping) reply  1d=0x0009, seqel/256, ttle52 (request in 9)
19 2024-10-20 03:45. 1o 52 Oxbece (48846) 98 9 (0x0009) 2304 (0x0900) 5 (9x0005) BA7L [00:0ci29:17:8F:60  00:50:56:9F:bf:57  Echo (ping) reply  ids0x@009, sequ5/1280, ttlss2 (request in 18)
4 2024-10-20 03:45 10 6  oxo720 (1824) 98 B (0x0008) 2048 (0x0800) 2 (exe002) 1318 [00:50:56:81:c0ile  00:50:S6:9FibFiS7  Echo (ping) reply  1de0x0008, 5equ2/512, ttls6a (request in 3)
8 2024-10-20 03:45. 10 6 ox@7sf (1897) 98 8 (0x008) 2048 (00B00) 4 (9x0004) 10168 [00:50:56:81:c0ile  00:50:56:9f1bfi57  Echo (ping) reply  id=0x0008, seq4/1024, ttl=6d (request in 7)
6 2024-10-20 03:45. 10 6  exo7c (183) 98 8 (0x0008) 2048 (0x0800) 3 (oxe003) 1073 [00:50:S6:81icoile  00:50:56:5F:bfi57  Echo (ping) reply  id=GxBO0S, seqe3/768, ttl=6d (request in 5)
Frame 2: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) Ethernat
et 00

Ethernet IT, Src: 00:50:56:81:c0:1e, Dst: T L LT A I S S
e HECE Destination

Type: © (Echo (ping) reply)

Code: 0

Checksum: 0x435¢ [correct] Source

[Checksum Status: Good:

T e L me ]
Identifier (LE): 2048 (0x0800)

Dst: 192.168.1.14

i

3.6.2 idiEFERIKHIicmp reply
A, MSSITERABITs smiER, AR

icmp.resptime > .5



af://n1126
af://n1127
af://n1136

de Gt View Go Captwe Amiyze Staistcs Telephony Wieless Took Help

an T4 o
et Je
No. Time Dota source Destination Protocol Time to U Identifcaion _Lengih _ Identfe (B€) Identifler (L) Sequence Number (3 Response time _ src mac astmac Info
220261020 03:45:15.94755)  0.000000 19216818 192.168.1.14  IOP 66 G@ebc (1724) S8 8 (0x000s) 2048 (0xa800) 1 (0x0001) a3 eeiseiseisticoite o (png) rely ot seqt/256, 5Lt (st n )
132000-10-20 03:45:26. 139666 12.15313 119.29.29.29  192.168.1.14  IOP 5 Ouce2 (40358) S8 9 (0:0009) 2304 (0x0500) 2 (0x0002) oo Gocizaistiee e i oty oo, e, s et i 1)
1520201020 034529101921 1602055 19.29.29.29 192168004 T0P 51 ods (arm o8 9 (90069 2304 (o008 3 (0x0003) S aocizaristies Eeho (ping) reply  ideox000 (it e )
17 202010.20 03,4530, 143813 1eeiss:  19.29.29.29 192168034 I0P 52 ooemo (467 o8 9 (00069 2304 (oeses) 4 (ex000d) ssm Geecizsavisties Eiv (bin) reply  L6nenttts, sennd/ 1034, $11082 (reqset i 10
20 202010.20 0314532, 107668 2003855 119.9.29.29 192168424 IO S ot (ew) s 9 (ees) 264 (0xase0) 6 (0x0606) sen  eeecisaristie o Echo (ping) reply  id-0x0009, sequ6/1536, tt1-52 (reauest in 20)
30201020 03453345817 10025 119.29.29.29 192168024 I0P 52 ofec (4913 98 9 (90063 2304 (00508 7 (0x0087) s eeecizaristis SESFIOFST  Echo (ping) reply 160610008, sequT/A792, 11152 (request in 22)
Frame 2: 98 bytes on wire (784 bits), 38 bytes captured (784 bits)
Ethernet T1, Src: 00:50:56:81:cosle, Dst: 80:50:36:9F.bf:57
Internet Protocol Verslun 4, Src: 192.168.1.8, Dst: 192.168.1.14 Ethernet
M - T e P b e L
DA (pirg) resi) Destination
Coce
Checksom: 0ut3s fcorrect]
[Creckaum Status: Good]
Identifier (86): 8 (x0008) Source
Laentiier (LE): 2048 (9x0860)
Sequence Number (BE): 1 (x0001) Tee

Sequence Number (LE): 256 (610160)

[Request frane: 1] Internet Protocol Version 4
[Response tine: 9.139 ms] o ' 1t ol

LASE—5%9.1392Fficmp reply 9f5l], ABELEXIMAJicmp requestiaK+replyIRIRSE, BILAR:

icmp.seq icmp.ident

e Et View Go Captwe Anabyze Sutisics Teephony Wireless Tools Help

dm e (X1 E

Aficmpseq B

No. Time Delta Source Destination ProtocaTim t s Identification  Length  Identifier (8F) _Identifier (LE) Sequence Number (B Response time src mac dst mac Info

- 120241020 63:45:15.938414  0.000000  152.168.1.14  192.168.1.8 64 Oucash (49755) S8 8 (0x0008) 2048 (8x0800) 1 (ex0001) 00:50:56:9F:bF:57  0:50:56:81:c0:1e  Echo (ping) request id=0x0008, 56, t1-64 (reply in 2)
2 2eaaa20 A 15 oA ioemnd ieReeiL 1STASSLAA 0P 64 exebc (1726) S8 8 (9x0008) 2048 (0x0800) 1 (0x0001) 5139 00:S0:S6:i8licOile  00:50:S6:9F:bFiS7  Echo (ping) reply  id=gx0008, seqe1/256, ttl=64 (request in 1

From 2: 58 bytes oo wire (7B bits), 98 bytes captured (84 bits)
, Src: 00:50:56:81:c0:1e, Dst: 00:50:56:F:
Internet Protocol Version 4, Src: 192.168.1.8, Dst: 192.168.1.14

~ Internet Control Message Protocol

s o eco i) rs) et
i?iiii:ﬂm Seotn ‘ZZZ""' —

Tdentifier (8E): 8 (6x0008)

Tdentifier (LE): 2048 (ex0800)

Sequence Nusber (8): 1 (0x001) Source
Sequence Nusber (LE): 256 (9x0100)
2 P

Type
(Response time: 9.139 ms)

Tinestamp from icmp data: Oct 20, 2024 03:45:15.938384000 PIITARTE
(Tinestanp from icmp data (relative): 0.009163000 seconds]

Internet Protocol Version 4
Data (48 bytes) I |

ol b @

[ Version | et | osserce.. | Total Length

3.6.3 1 TiEPingiB i}/ AW RIAYHR
EERIATEE

icmp.resp_not_found

de G Vew Go Copre Abae Stkics Tekphony Weses Took Hep
QesEFizEaaa

E3E3 -]+ NoResponse
Delta Source Destination Protoco Time o L Identfication Lengtn Identifer 86) Identfier () Sequence Number B Response time 1< mac dst mac Info

24[2024-10-20 03:45:39. 418411 0.000000  192.165.1.14  114.114.114.114 _T0® 64 exase (13904) 98 10 (04000a) 2560 (00a00) 1 (0x0001) 00:50:56:9¢:b 57 00:50:56:81:10:8 _Echo (ping) request i=0x000a, seq1/256, tt1=64 [(no response found!)

25 2024-10-20 03:45:40.431276  1.012859  192.165.1.14  114.114.116.115  10P 64 Gxiedo (14043) 95 10 (0090a) | 2560 (00a00) 2 (0x0002) 00:50:56:9F b 157 00:50:56:81:10:5¢

272024-10-20 03:45:41.45578  1.024108  192.166.1.14  114.114.14.114  I0P 64 Gxaed (14052) 98 10 (0x000a) 2560 (0x0a00) 3 (0x0003) 00:50:56:9F:6F:57  00:0¢:29:17:8F:6a

282020-10-20 03:45:42.479399  1.024021 192.165.1.14  114.114.14.114 I0P 68 @a7is (4101) 9 10 (0x000a) 2560 (0x0ac0) 4 (0xe004) 00:50:56:9¢:b:57  00:0c:29:17:8F:6a

292024-10-20 03:45:43.503329  1.023930  192.168.1.14  114.114.114.114 10 64 @x786 (14214) 98 10 (0x00a) 2560 (0x0a00) 5 (0x0005) 00:50:56:9F1bF (57 00:0c:29:17:8F:6a

Frme 34 38 byts on wire (18 Bite), 38 bytes captured (784 bits)
Src: 00:50:56:9f:bF:57,
Intarnet Protocel Version 4, Secs 192,168,101, et 114.426.114.126 Ethemet
<ol

+ e oing) reqoese)
o Desinaton
{eheciom stat: oo

Leemirir (31 16 (o e
Soemitier (0. 150 (00000

Seence aber 5. 3 (00001 e [
Sequence Number (LE): 256 (0x0100)

- [Expert Info (Harniny nse seen to 10 request] Internet Protocol Version 4
e Petporee teen te T0¥ request) NI A “"“\ o b

(Seversty Tevel: Harning] Verson | oot | ToalLenath

AILAEZIpingENZATEDNS 1142 822N, AHBR S RSEpinghYIEMT.

3.7 B HEFON SRR FERTISENEB RIRAYIE R

3.7.1 IZERFERTHERR

BT EI—2%%dns responsefUiR ., BHEKIIRE Fidnstime=ER, AEMNAASI, WER(EHRTS
ZFm|29 1.


af://n1144
af://n1149
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Frame 20: 227 bytes on wire (1816 bits), 227 bytes captured (1816 bits)
Ethernet II, Src: Cisco_12:f7:a4 (@0:38:df:12:f7:a4), Dst: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8)
Internet Protocol Version 4, Src: 10.8.15.1, Dst: 10.8.15.101
User Datagram Protocol, Src Port: 53, Dst Port: 61984
Domain Name System (response)

Transaction ID: @x6l4e
> Flags: ox8180@ Standard query response, No error

Questions: 1

Answer RRs: 5

Authority RRs: @

Additional RRs: ©
> Queries
> Answers

Reguest In: 19]

[Time: ©.0223771°A22 ~nrand-d

EXpand subtees

< v v ovov

Collapse Subtrees

Expand All

Collapse All

Apply as Column Ctrl+Shift+
Apply as Filter 4
Prepare as Filter 4
Conversation Filter 4
Colorize with Filter 4
Follow 4
1/0 Graph 4
Copy 4
Show Packet Bytes... Ctrl+Shift+O
Export Packet Bytes... Ctrl+Shift+X

Wiki Protocol Page
Filter Field Reference
Protocol Preferences °

Decode As... Ctrl+Shift+U
Go to Linked Packet
Show Linked Packet in New Window

RFARGIE, LEEKATEZE S dnstime, Z/SSRER FEAINIFHEH9%:

e R Vew Go Cape Aulye Slics Tekphory Wivless Toohs Help
4mge =TRBerErLEE QR
Alenssime

No.

B33 ~) + Tcesvns

Delta Source Destination Protocol  Type Query Name dns.id dnsssp time |Length Time to Live _Identification Info

> Frame 20: 227 bytes on wire (1816 bits), 227 bytes captured (1816 bits)

> Ethernet II, Src: Cisco_12:7:a4 (00:38:df:12:£7: ), Dsts 78 ¢
> Tnternet Protocol Version 4, S
> User Datagram Protocol, Src Port: 53, Dst Port: 61984

AILAEEdnsia RFERS B2 MKRENAER.

3.7.2 [ iEFERY<AIdns responsellg i

dns.timeFERAVBAIZTY, TIEFEATEIZ50msAIdnsIR A LAR :

dns.time > 6.05

Gl Fdt View Co Capnre Avale Staicice Teephony Wieless Took Help

AN 0 =NRB RemEFLS S QAQTRH
Alenstine > 005 (B0 -]« Tosms BT NotGRE Tomrer
No. Delta Source Destination Protocol  Type Query Name dns.id dns.rsp time Length Time to Live _dentification Info

> Frame 473: 243 bytes on wire (1344 bits), 243 bytes captured (1544 bits)
> Ethernet 11, Src: Cisco 12:7:ad (68:38:df:12:77:ad), Dst:
> Internet Protocol Version 4, Src: 10.8.15.1, Dst: 10.8.15.101

> User Datagram Protocol, Src Port: 53, Dst Port: 56613



af://n1157

3.7.3 S BE R AR ST

—FKIBETHABRE:

dns.count.answers ==

XEERE B RRTEE, IRERNCREEO:

fle [l View Go Caplwe Analyse Sialiics Telephony Wircloss Tools Help,

amce RE ResEfgasS S aqarfi
i

No. Delta Source Destination Protocol  Type Query Name dnsid dnsrsp time Length Time to Live Identification Info

)
93:e8 (78:c2:3b:bB:93:e8), Dst: Cisco_12:f7:ad (8:38:df:12:F7:ad)
rc: 10.8.15.161, Dst: 10.8.15.1
> Use rc Port: 50316, Dst Port: 53
)

3.8 ERERDNSIERFNRR /T iFEDNSHFT AT

3.8.1 iRERdnsiBaK (dns.id)
AT LARYEdns.id 2 ER R ERER—25DNSIERFIXI R AINIAZ,  ELAME RN RN dns.id=2ER |

dns.id in {@xdcal,@xe724}

Protocol  Type Query Name dns.id

on wire (560 bits), 70 bytes captured (560 bits)
bB:93:e8 (78:c2:3b:bB:93:e8), Dst: Cisco_12:f7:ad (00:38:df:12:F7:ad)

, Src: 10.8.15.161, Dst: 10.8.15.1 Ethernet !
Port: 50316, Dst Port: 53 K T S L A VR L
Destination
Source
Type

Intemnet Protocol Version 4
T N A L] LA B A S AR

3.8.2 iITiiEDNSERRFAYIEER (dns.qry.name)
EdnsfENTAYEES, Ebicloud.tencent.com, TJLIE:

dns.qry.name ==

RN FEREEREBET T, B aREmAZIRIENTE, TEHEERNSMEE, Tl

=

dns.qry.name ~
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Mo Rt View Go Caplue Arabre Stiics Tolephony Weelss Tools Kelp
A0 LT REREFETE aaazh

Rdnsaryname ~ [BED <)+ ICPSYN b ICP
No. Delta

Source Destination Protocol  Type Query Name dns.id dnsrsp time Length Time to Live  Identification Info

Qe 8 0 i a s €20 ), 7 D Gl () Ethernet
> Ethernet 11, src: 78 05 G (R T AT A
ot Cootiae s 3, S SOMAST Ty (s SO

Destination

 User Datagran Protocol, Src Port: 56316, Dst Port: 53
« Donain Nane Systen (auéry)
Transaction I0; oxe724
 Flags: 0x0100 Standard query Source
Questions: 1
Answer ARs: 0 Type
Authority RRs: @
Additional RRs: ©
~ queries
> r.bing.com: type A, class IN TS S I VL) LT NS A A A AR
[Response In: 121 [ Version | weacer... | oterenied srvces.. | Total Length

Internet Protocol Version 4

3.9 1 EEEEE (Reset)

HBERZ AsZa/MBRISHIREANRGET, XS EsHRR XWinCIaEE
27 "ERR_CONNECTION_REFUSED", “IEiEEE "R

18... Zixnlaltoa

www., T e BHEEIERE,

A=
- REEE
- HREIRHIPT S

ERR_CONNECTION_REFUSED

R

BAVRGIEDHT FXIH R TR

e L View Go Goplwe Bmivie Sulslis ldephons Wickss loos Lo

A u TRE QewsEfFE = aqa
AL fiter __<Ctrl-/> £3 -]+ ICPSYNs Bad ICP NolGRL  ICPieta
No. Time Delta Source Destination Protocol Lengtt MSS V: Window  Identification Checksum Time to Live Time since previous frame in this TCP stream Info

1 c.oooe0 .m0  192.168.267.105  72.52.170.1% TP 6 s ms2 oxzel (4509) 53851 + 80 [SYN] Seq-i78108552 Win-s152 Leno NSS<1450 HS-256 SACK_PERY

2 ooz ol 72s2.71se  192.168.247.105 TGP & e o.essaz000 80 - 53851 [SWN, ACK] 5eq-1298967769 ACke1781086925 Win=47 Len0

3 o3 o.cm0m  197.163.207.105  72.52.171.1% TP s es392 exizez (s616) 12 o-copcarons S3551 + 50 [ACK] Seq-1781085525 AC-1253957770 Hin-g5392 Len

B 192 165.207 105 cs302 oxaze3 (4611) 128 o.cso197000

» Frame 4: 465 bytes on wire (3726 msy, 465 bytes uptund (37za bits) on interface \Device\NlPF_{C259020A-763E-4336-BBAF-6B17C72088A0}, 1d © o000 e0asco 5 EEEG - E
Sthernet II, Src: HonkaiPrecis._as: 52), CTechmolog_es:caisa (38:22:d6:05:c4:93) 9910 01 c3 12 03 40 00 80 06 30 2d c0 28 £7 69 45 34
AR 9070 ab be 42 5b 00 50 63 25 3a cd ad 6 ac da 50 15

0030 Ff 70 9e 15 00 00 47 45 54 20 2f 20 45 54 54 50
©pa0 2f 31 26 31 od ea 48 6F 73 74 3 20 77 77 77 20
e 78 &F 7% 78 7% K3 65 2a A3 &F Ad Od 02 43 RF fa  vituha. com.-Con

Transmission Control Protocol, Src Port: 53851, Dst Port: 80, Seq: 1781886925, Ack: 1298967778, Len: 411

} Intarmat protocel Vereton 4, Sncr 193.468.347.165, Dot
* Hypertext Transfer Protocol

SIRBFAINGEY, WIIEFImAIXGETIER, XJumlaL ¥ RST-ACKMFIERE, Y, XJumAIXAISYN-ACK
RITTLER112, ip.idA99537, TMRST-ACKAITTLIRIAZSRL 7253, ip.idESak 1256, REARE, X/RST-ACKIR

XHARMIRENREN. BASRERIZRT? BIUMATEE:
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- HEETEIERIRSRE, FEIRER, WEENLR;
o PREIAEMIS, BZEREEEXERIET=EL;
« WiRlY EESEFin EEEREMXIEEF L L RIRETRISELTLE, L& TRST-ACK,

XEpRTNRBRRVE, EXNRAREREZEeE, WEIRESMZERE ~, SERTmR
SERIRIER,

3.10 ISENECE/AEEMELE BT E

FEHTIXAZET, BERESETLKEFE, HEIXINNFR, ¥

3.10.1 I EMIEREE (frame.time)

—RRFRRILREATE (frametime) BHTHNEMEERNTE, JARBATLARUTCATE (frametime_utc)
LA EFOUTCRY BT R EIX AN )R ER -

Licrpen

Fie Edi Viw Go Caplwe Analyce Sllisis Telephony Wireless Tools Help

PLIEL) REIQ «w qaae

W[ Apply o display fier . <Cul

No.  Time Source Destination Protocol Time to Liy Identification  Length  Identifier (BE) ~ Identifier (LE) Sequence Number (Bt Response time  src ma dst mac Info

- 1202-10-20 192.168.1.14  192.168.1.8 el 64 oxczsb (49755) 98 8 2048 (0x0800) 1 (exoee1) 66:50:56: :81: Echo (ping) request

- 22024-16-20 192.168.1.8 192.168.1.14 ey 64 oxosbc (1724) 98 8 (9x0088) 2043 (0x0800) 1 (0x0001) .13 Echo (ping) reply
3 2024-16-20 192.168.1.14  192.168.1.8 e 64 Oxc328 (49960) 98 B (0x0008) 2048 (6x0806) 2 (0x0002) Echo (ping) request
4 2024-10-20 ©: 192.168.1.8 192.168.1.14 Tcvp 64 oxe720 (1824) 98§ (6x0008) 2045 (0x0800) 2 (0x0002) 1.318 Echo (ping) reply
5 2024-10-20 192.168.1.14  192.168.1.8 P 64 Oxc3ac (50092) 98 8 (6x0008) 2043 (0x0800) 3 (0x0003) Echo (ping) request
6 2024-10-20 192.168.1.8 192.168.1.14 avp 64 exer2c (1836) 98 B (0x0008) 2048 (0x0808) 3 (0x0003) 1.073 Echo (ping) reply
7 2024-10-26 €3:45: 192.168.1.14  192.168.1.8 P 64 Oxcada (50250) 98  ©§ (9x0008) 2043 (0x0800) 4 (0x0004) : Echo (ping) request
8 2024-10-26 03:45: 192.168.1.8 192.168.1.14 el 64 oxe7sf (1887) 98 B (0x0008) 2048 (0x0800) 4 (0x0004) 1.168 06:50:56:81:c0: 1e Echo (ping) reply
9 2024-10-20 03:45 192.168.1.14  119.29.29.29 bRl 64 oxbcad (48173) 98 9 (6x0e9) 2364 (6x8966 1 (0x0001) Echo (ping) request

~ Frane 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
Encapsulation type: Ethernet (1) )
Arrival Time: Oct 20, 2024 03:45:15.938414000 REF AT JL5IE
[UTC Arrival Time: Oct 19, 2024 19:45:15.938414000 UTC UTCH{a]
Epoch Arrival Time: 1729367115.938414000
[Time shift for this packet: 0.090000000 seconds]
[Time delta from previous captured frame: 0.000000000 seconds]
[Tine delta from previous displayed frame: 0.009000000 seconds]
[Time since reference or first frame: 0.090000000 seconds]

TiRENHEZE:

frame.time >=

L RoemwEFLS|Saaani
A [ramefime >~ 2024 10-20 034500
No.  Time Delta Source Destination Protoco Time to Li Identification  Length  Identifier (BE) _Identifier (LE) Sequence Number (Bf Response time  src mac dst mac Info
~ 1201020 15938414 6.600000 _ 192.168.1.14 __ 192.168.1.8 P 64 Oxc25b (45755) 98§ (0x0008) 2048 (0x0800) 1 (00001 % Echo (ping)
T 22041020 15547553  0.609135  152.168.1.8  192.168.1.14 P 64 oxoebc (1724) 98 8 (0x0008) 2048 (0x0800) 1 (6x0001) 5,135 ©0: Echo (ping)
3 2024-10-20 16.940031  0.992478  192.168.1.14  192.168.1.8 o 64 0xc328 (43960) 98 B (0x2008) 2048 (ex0B0D) 2 (0x0002) o0 Echo (ping)
4 2024-10-20 16941349  0.001318  192.168.1.3 192.168.1.14 0P 64 oxe720 (1824) 98 B (0x0008) 2048 (2x0800) 2 (8x0002) 1.318 o0 Echo (ping)
5 2024-10-20 17.941717  1.600368  192.168.1.14  192.168.1.5 . 64 Gxclac (58e92) 98 B (0x008) 2048 (2x0800) 3 (8x0003) o0: Echo (ping)
6 2024-16-20 17.94279  ©0.601073  192.168.1.8  192.168.1.14 e 64 oxe72c (1836) 98 B (0x0008) 2048 (0x0800) 3 (0x0003) 173 o0: Echo (ping)
7 2624-16-20 18.943042  1.600252  192.168.1.14  192.168.1.8 e 64 Oxcdda (50250) 98 B (0x0008) 2048 (0x0800) 4 (8x0004) 00: Echo (ping)
8 2024-16-20 18.944210  ©.601168  192.168.1.8  192.168.1.14 o 64 oxo75f (1887) 98 8 (0x0008) 2048 (0x0800) 4 (8x0004) 1.168 00 Echo (ping) reply
9 2024-16-20 27129314 8.185104  192.168.1.14  119.29.29.29 o 64 oxbcad (48173) 98 9 (0x0009) 2304 (9x0900) 1 (8x0001) 00:50:56:81:10:8¢ _Echo (ping) request

~ Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 20, 2024 03:45:15.93841400 AN
UTC Arrival Time: Oct 13, 2624 19:45:15.938414000 UTC
Epoch Arrival Time: 1729367115.938414000

TIRFEARIERE

frame.time >= frame.time <=

le Edt View Go Capure Anaze Sutstics Teephony Wircess Tooks Help
Aamae BRI QRe=E4rS = aaarl

Arometime >= “2021-10-20 31500" &8 Fomedime

20241020 0345307

No.  Time Delta Source Destination Protocol Time to Liv Identification  Length  Identifier (BE) _ Identifier (LE) Sequence Number (BE Response time st mac dst mac Info
= 172070-16-76 6345115936414 0.006000 152 168.1.14 190 166.1.8 o 64 Gxcash (45755) 98 B (0x000B) 2045 (6x0808) 1 (0x0001) i 0:5: Echo (ping) request
= 220241620 63:45:15.947553 _ 0.009139  192.165.1.8  192.166.1.1¢ Taw 64 oxosbc (1724) 98 B (0x0008) 2048 (0x0800) 1 (0x0001) 5135 00:56:56:8Liceile  00756: Echo (ping) reply

3 2024-16-20 0.99478  192.168.1.14  192.168.1.8 0 64 xc328 (43960) 98 B (0x0008) 2048 (0x0800) 2 (8x0002) 00:50:56:97:bf:57  00:50: Echo (ping) request

4 2624-10-20 0.001318  152.168.1.8  192.168.1.14 el 64 00720 (1824) 98 8 (0x0008) 2043 (9x0800) 2 (9x0002) 1318 00:56:56:81:c0: 00:50 Echo (ping) reply

5 2024-10-20 1.000368  192.168.1.14  192.168.1.8 1cvP 64 excdac (58092) 98 B (0x0008) 2048 (2x0800) 3 (2x0003) 00:50:56:9F:bF:57  00:50: Echo (ping) request

6 2024-10-20 6.001073  192.163.1.8  192.168.1.14 b 64 oxe72c (1836) 98 B (ex0008) 2048 (0x0800) 3 (0x0003) 1073 08:50:56: 00:50: Echo (ping) reply

7 2024-16-20 1.000252  192.168.1.14  192.168.1.8 g 64 @xcada (56250) 98 B (0x0008) 2048 (0x0800) 4 (0x0004) 00:50:56 00:50. Echo (ping) request

8 2024-16-20 6.001168  192.168.1.8  192.168.1.14 0 64 oxe75f (1887) 98 B (0x0008) 2048 (0x0800) 4 (8x0004) 1068  00:56:56:81:cOile  00:50:56:9F:bfi57  Echo (ping) reply  id-0x8008,

92024-10-20 €3:45:27.129314 _ 8.185104  192.168.1.14 _ 119.29.29.29 0 64 oxbcad (48173) 98 9 (0x0009) 2304 (9x0900) 1 (9x0001) 00:50:56:97:bf: 00:50:56: Echo (ping) request id=0x2009,

~ Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 20, 2024 €3:45:15.938414000 HEiFAE/ [
UTC Arrival Time: Oct 19, 2024 19:45:15.938414000 UTC
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3.10.2 IBEMEGEE (frame.number)

13381024~102400 5] LAR :

frame.number > frame.number <

file Edit View Go Caplre Analyze Stelistis Telephony Wireless Tools Help
Awi® XE Q&= Qe aF
A [rarme number > = 1024 & frame number <= 10240

No. Delta Source

Destination Protocol  Type Query Name dnsid dns.rsp_time  Length Time to Live  Identification Info

23.221.220.52 5 (29763)  Application Data
1037 ©0.000118  23.221.220.52 16.8.15.161 Tcp 54 128 0x9131 (37169) 443 » 49699 [ACK] Seq=966112173 Ack=1937578224 Wir
1038 0.001108  10.8.15.101 104.123.201.92 Tcp 66 128 oxafcb (45683) 49702 > 443 [SYN] Seq=3339746658 Win-64240 Len=o
1039 ©.030254  23.221.220.52 16.8.15.161 TcP 1514 128 0x9132 (37170) 443 - 49699 [ACK] $eq=966112173 Ack:193757822A Wir
1040 ©0.000004  23.221.220.52 10.8.15.101 Tisvi.3 150 128 0x9133 (37171)  Application Data, Application Da
1041 0.000229  10.8.15.101 23.221.220.52 T 54 128 0x7444 (29764) 49699 > 443 [ACK] Seq=1937578224 et ()
1042 0.011964  10.8.15.101 23.221.220.52 Tisvi.3 256 128 ox7445 (29765)  Application Data
1043 0.000174  23.221.220.52 16.8.15.161 Tcp 54 128 0x9134 (37172) 443 » 49760 [ACK] Seq=2218767155 Ack=4175295256 Wi
1024 0.004181  104.123.201.92 10.8.15.101 Tcp 8 108 @x9135 (37173) 443 » 49762 [SYN. ACK1 Sea=:

> Frame 1024: 1292 bytes on wire (16336 bits), 1292 bytes captured (10336 bits) Ethernet

Ethernet IT, Src: Cisco_12:f7:a4 (@0:38:df:12:f7:a4), Dst: 78:c2:3b:b8:93:e8 (78:c2:3b:b8:93:e8) o 5
Internet Protocol Version 4, Srci 23.198.7.184, Dst: 10.8.15.101
User Datagram Protocol, src Port: 443, Dst Port: 52167

> QuIC TETF

Desti

3.11 @ IPITfE I/ AS ST

XNIREEE WiresharkECEIPHEUTZEZARESCIY, MIEREASEEENXRENE , FEBEFANXT
HeEREFERAGITIEFAE, TERESRFIERE BN,

3.11.1 @3 P I E TS
S EERITCPIRS, HAnTEIPIA/E I ERITCPIRS, AILUE:

e ES Vew Go Captue Anayre Statsics Teephony Wiekess Tooks Help
amzo R aam@

A W [BED -+ PSM BdTCP NotGRE TChretans Baa TCP.
Source or Destination Ge: Info =
20940 49670 + 80 [SYN] S-q-zmssslu wir

No. Destination Protocol Length MSS Value  Windor Identificati Checksum e toTime since previous frame in this TCP stream $ource or Destination GeolP Country
3 3 128 ecooe0c00

2 e.

2 T 58 1460 64240 exsfeb (- exbs73 128 ©.033502000 20900 80 » 49670 [SYN, ACK] Seqs13453797¢

2 e 54 64240 0xa362 (- Oxd130 128 ©.000184000 2090 5670 + 50 [AcK) Seqrzizssssizt Ack

2 e 165 64240 0xa363 (- Ox1187 128 0.035275000 2090 GET /connecttest.txt HTTP/1.1

2 T 4 64240 oxsfoc (- Oxdecl 128 ©.000157000 20980 80 + 49670 [ACK] Seq=1945379785 Ack
exafod (- exedes 0.027094000 HTTP/1.1 200 OK _(text/plain)

Tcp 54 64053 0xa364 (- Oxdeco 128 ©.000104000 United States 20930 49678 + 89 [ACK] Seq=2126555232 Ack
31 Tc. 54 64235 oxgfof (- xdees 128 ©.000121000 United States 20930 80 + 49670 [ACK] 5eq=1945379974 Ackes
a 3 64240 0x2801 (- ] 075 49673 = 443 [SYN] Seq=1375947578 Wi~
a3 e 58 1460 64240 exefil (. @xcsa2 128 ©.058766000 443 + 49673 [SYN, ACK] Sequ35952894
4 54 64240 0x28d2 (- Oxeost 128 ©.000187000 United states 49673 + 443 [ACK] Seq=1375947580 AC
46 T2 265 64240 0x2843 128 0.005514000 United States Client Hello (SNI=v20.events.data.n
a7 e 54 64200 ox812 128 ©.000164000 443 + 49673 [ACK] Seq=3595289445 Ac
a & ©.c00000000 49678 » 443 [SYN] Seq=616796011 Wir
so Tcp 54 0000081000 443 00 L) Sz AT

si260 o

G5 % 25673 175, 30K} Seqrsssbasss
443 + 49673 [ACK] Seq=3595290821 Ac

oxaf1s ( 068182000
e 1510 64200 0x8f16 (- Ox8720 128 ©.000577000

13.89.179.8

United States
United States

rrae an st brts on e (52 bite), 54 ytes captres 02 0 00 38 df 12 7 24 78 <2 3b b8 33 e8 08 00 45 00 s
Eharnet 11, Sees Tore2i30d 3bib8: ost: Cisco.12:67:a4 (00: G010 o0 25 74 42 40 00 30 06 73 of a 08 oF €5 (g y o
€224 01bb f8 dd f2 4e 84 3f b3 33 S0 10 ['S N2 3

Sntsesat Fistaceilersiog 4, e

Transmission Control Protocol, Src Port: 45700, Dst Port: 443, Sea: 4175295054, Ack: 2218767155, Len: 0 fa fo co es 00 o0

@ E Vew Go Coptwe Mae Sutitics Telephony Wickess Tooks Help
amze R Qes=EF45

[BIE3 <]+ TCPSYNs Bad TP NotGRE TCProans Bad TCP.2

Alipgeona

No. Destination Protocol Lengtt MSS Value  Windor Identificati Checksum Time to_Time since previous frame in this TCP stream _Source or Destination GeolP Country  [Source or Destination GeolP City | Info 1

128 ) s 49685 » 80 [SVN] Seq=244910

oxafdl (. 128 146828000 United states 80 + 49685 [SYN, ACK]

36 ©.000203 Tcp 54 64200 0xb646 (. 0X1320 128 0.090203000 United States Los Angeles 43685 + 80 [ACK] Seq=244910

437 6.002294 e 2% 64240 0xb6a7 (- 0x724 128 0002294000 United States Los Angeles. 49685 + 80 [PSH, ACK] Seqe2

a3 0.000098 Tcp 54 64240 oxafd2 (. Ox123a 128 0.000098000 United States Los Angeles 80 + 49685 [ACK] Sequd02332

439 85.329004  0.000115 HrTP 388 64240 0xb648 (- 0x39¢7 128 0.000115000 United states Los Angeles POST /luiz/Five/fre.php HIT

ad0  85.329060  ©.000056 Tcp 54 64200 0xefd3 (. Ox10ec 128 0.000056000 United States Los Angeles 80 + 49685 [ACK] Sequa02332

85.763171  e.434111 10.8.15.101 64240 0x8fds 0.434111000 United States HTTP/1.0 404 Not Found (te

194.55.224.9 TGP 54 54044 0xb643 (.. Ox10eb 128 0.000413000 United states 49685 + 80 [ACK] Seq=244910—

85.763707 0.000413

Los Angeles 80 + 49685 [ACK] Seqs402332

United States

85.764095 0000237 552205 10.8.15.101 64239 0x8fd6 (. 0x1027 000237000

sIbytas caluireldea[bits): os by sl captiend| (GEA[EL 1) 78 c2 3b b8 93 ¢8 00 38 df 12 £7 a4 08 00 45 00 X
e e e ¢ 010 00 2c 8 d1 00 00 80 [} ef 4c c2 37 ¢0 09 0a 08 -, L
e eeratlr ol hes oat 4L ards tasres aato ostabiate sstiss @ f 65 00 50 C2 15 ef cf 1 23 0e 99 08 17 60 12 e
Transaission Control Protocol, Src Port: 89, Dst Port: 49685, Seq: 4023328035, Ack: 244910103, Len: © 75 o 6o 00 00 62 04 o
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3.11.2 i BIASSITE
BITASSIEA_ EEANTEANEE, KRBT ANTEFERENA],
ISR MEFERIASSAISYNITK

ip.geoip.asnum && tcp.flags

fe [t Vew Go Coptue e Sttatcs Teephons Miekss Ioos Hep

amze R QewETS 4]
[0 <)+ TCPSYNs Bad TCP NotGRE TcPretans
No. Destination Protocol Lengtr MSS Value  Windo Identificati Checksum Time to_Time since previous frame in this TCP stream _Source o Destination GeolP City _[Source or Destination GeolP AS Number Info
194.55.228.5 TP 6 140 6420 oxbeas (. OxdFSC 128 ©.000800080 2t
194.55.228.5  TCP 6 1460 64240 oxbedd (. 6x7dd0 20326 49686 + 88 [SYN] Seq=a]
194.55.22.9  TcP 66 1460 64240 exbeS1 (. OXBFFd 20326 49687 + 80 [SYN] Seq=3¢
194.55.220.9  TcP 66 1460 64240 exbeS7 (. OXSTFS 20326 49689 + 80 [SYN] Seq=37
194.55.22.9 TP 6 140 64240 exbesd (. 6xbdab 20326 49690 + 88 [SYN] Seq=2t
194.55.22.9  TcP 66 1460 64200 exbes3 (. 6xab73 Los Angeles 20326 49695 =+ 50 [SYN] Seqe1¢
194.55.220.5  TcP 66 1460 64240 oxbesd (. Oxb793 Los Angeles 20326 49704 + 80 [SYN] Seqe2s
194.55.22.5  TcP 66 1460 64240 exbesf (. 0x2263 20326 49705 + 80 [SYN] Seq=3¢
194.55.22.5  TcP 66 1460 64240 exbe75 (. 6xES4S 20326 49706 + 88 [SYN] Seqr1¢
194.55.22.5 TP 66 180 64200 exbe7b (. Gxdsse 20326 49707 + 80 [SYN] Seq=1¢
194.55.22.5  TcP 66 1460 64240 exbes1 (. OxG60e 20326 49708 + 80 [SYN] Seq=5+
1603 631.5031.  60.627165  10.8.15.101  194.55.228.9  TCP. 66 1460 64240 exbes7 (. 0xS717 20326 49713 + 80 [SYN Seam2t
Frase 434: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) 00 38 df 12 £7 a4 78 2 3b b 93 eB 08 00
Ethernet 11, Src: 78:c2:3b:b8:93:e 13b:b8:93:¢8), Dst: Cisco_12:77:a4 (00: 0016 00 34 b6 45 40 00 80 06 88 do 6a 68 Of 65
Internt protocol Version 4, Src: 10.8.15.101, Dst: 194.55.224.5 eaz0 €2 15 00 50 0e 99 68 16 00 00 00 00
Control Protocal, Src Port: 43685] Dst Ports 59, Seqi 244910102] Lans'8. Geno 720 at sc 00 ob 02 o4 a5 ba o1 o3 03 o8 o1 o1

s 02

TIEENMASSTEERIUDPIR Y :

ip.geoip.asnum >= && ip.geoip.asnum <=

e Bt Yiew Go Coptue Mabze Staistcs Telephony Wiekess Took Help
amio R Qe=EF 4

A geoipasnum - 20000 5 geoipasnum <= 21000 & udp [BES )+ TCPSYNs BadTCP NotGRE TcPrewans BadT:
No. Time  Delta Source Destination Protocol Lengtt MSS Value  Windo: Identificati Checksum Time to_Time since previous frame in this TCP stream _ Source or Destination GeolP City ~Source or Destination GeolP AS Number _Info

Frame 883: 1292 bytes on wire (10336 bits), 1292 bytes captured ne!ss bits) 0010 04 fe 1d cb 40 00 80 11 9f 39 6a 08 of 65
Ethernet II, Src: 78:c2:3b:bB:93:e8 (78:c2:3b:b8:93:e8), D: 0_12:£7:24 (00:38:0f:12:F7:a4) 37 5e c3 00 08 00 01 08
Tntemet Protocol Version 4, Srci 10.6.15.101, Dst: 25.198.7.164 0 00 44 do 85 6e 5d 7d

Srl
User Datagram Protocol, Src Port: 52107, Dst Port: 443 06 42 48 1b 20 cb 40 cf  #-L-RA-- M

' a - 8 8¢ 64 c5 a6 a7 fb 50 ea - Z.---h P
e xere L %276 0a df bo 23 af db 6f 30 13 8 b1 a3 a1 vow o2

3.1213iEiROSAER

Wireshark¥3FTCPimAERNEN :

TCP Port numbers reused

Set when the SYN flag is set (not SYN+ACK), we have an existing conversation using the same addresses and ports, and the
sequence number is different than the existing conversation’s initial sequence number.

RIE—MMES4H, SYNFRERANRY (REESYN-ACK) , B—MEREEIFHONNERIE,
seq SIARIERIAseq AR, SRILESYNIRIRCHImOSER.

BFXNEN, BPABME—MRSCH, TCP stream 1H9SYNFER T —ERBAIIPFIIRE, X MEAITCP
stream 100A9SYNt(ER TIXARBERIPHIIRE, BMfEXMEREETH/\TE, Bia—F+FaR
A, REHIER—MEHEER, WiresharkfigEiRIEENX, BEEHBIAITCP stream 100AISYNERIC
HisOSHE.

EEan R EX M-

fle it View Go Captwe Gobze Staistcs Tekphony Wiless Tooks Help

amce RO ResEFLEEecaEq
Wicpport == 45674 [BE3 )+ BdTCP NotGRE Tchretians BadTcP2 Tcp
No. Delta Source Destination Protocol Lengtt Time to Live Window _ Identification Segment Len Seq(raw) Ack Time since previous frame in this TCP stream _Info i
a 64280 Oxab3b (19259) o 616796011 e ©.000000000 49674 + 443 [SYN] beqr616796011 Win=64240 Len=0 NSS=1460 US=256 SACK_PERM
64260 xF1a (36628) o 3747293271 3056972643 o51000 96972643 Win=64240 Len=0

oxB725 (36645)
64240 Ouable (19262)

2729057438 616796012
616796012 2729057439

12 Wine64240 Len=0 MSS=14¢
729057439 Win=64240 Len=a

176000 49674 + 443 [ACK] S¢

0.002654 TLSv1.2 22 1 64240 Oxab3f (19263) 616796012 2729057439 2654000 Client Hello (sNI=client.uns.windous.com)
©.000080 2 6 10.5.15.101 \Cd sa 18 64240 0x826 (36645) ] 2729057439 516796190 80000 443 + 49674 [ACK] Sequ2729057439 Ack=516796190 Win54240 Ler
©.080377 20.7.1.246 10.8.15.101 Tcp 14 128 64240 0x8f27 (36647) 1376 2729057439 616796190 0.080377000 > 1 49674 [Pony AOK) Seae2729057439 ACkeE1STo610 WineGE2dD Lane1sTE [TCH
~ Frame 83: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) 0038 df 12 724 78 c2 3b b8 93 €8 08 00 45 00 B x ;. E
Encapsulation type: Ethernet (1) 0 0034 4b 3d 40 00 50 05 50 1d 0a 08 Of 65 14 07  aK=G e
Arrival Time: Aug 16, 2023 07:11:17.362329000 EIFF AR 1 1 76 c2 02 01 bb 24 €3 5F 5b 00 60 00 00 50 02 sk
362329080 UTC o030 cccle0 00 02 04 05 b o1 03 03 08 o1 01 [

UTC Arrival Time: Aug 15, 2023

SH49MAN83M, SYNIRXAEARRMITCPRS, FRRE—MNEIP. BRYP, FimO. BHANO, FRLAEEEH
EYSYN, Wiresharkiric HisS A,
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imOEAERWiresharkERARC LR, BEHARTRE, MERERPXBEARASHENER, *
BEWRAASIEMRIEK, NENERFEEFEMRIINISYN-ACK, IBZtTARR, WNRIESESHE RN,
MEBIZEL T imEAE XA T TCPRIERINEE T fEicE, FERRAT X imAY/R AL,

FiRimASERNER, TSR TEATIEED:

tcp.analysis.reused_ports

"o REQRewEFLS = aaarn

Length Time toLive Window _Identification  Segment Len _Seq(raw)

d (432 bits)

Goso s Ecote 050 soor bl T GG PV W
Dst: Viware_81:c0:1e (00:50:56:81:cor1e) G n

00 28 0d 1c 60 00 40 06
i o8 25 ¢8 03 o 13 dd 57 95 00 00 00 08 50 01 R
05 c8 07 9 0 00

(@32 bits), 54
1 00:50:

92.168.1.8
rt: 443, Seq: 333275029, Len:

3.13 TCP Keep-AliveBITE X i

WiresharkXJFTCP Keep-AliveFUENX. :

TCP Keep-Alive
Set when the segment size is zero or one, the current sequence number is one byte less than the next expected sequence number,
and none of SYN, FIN, or RST are set.

Supersedes “Fast Retransmission”, “Out-Of-Order”, “Spurious Retransmission”, and “Retransmission”.

B TFEI=ANEF/RERNHER, A 2FRC/ITCP Keep-Alive:

ERIKE (segment length) JN0EE1FTS;
HRIFYISHE T—MNEERIFS IS/ ;
o SYN, FIN, RSTEIFENALREEL

WIEXRBANEER:

tcp.analysis.keep_alive || tcp.analysis.keep_alive_ack #iXHif'keep-alive ackl[altu ik

[ e [ [T ]+ 00T NotGRE_Tcheuans_oa TP

v Deta Sourc Protocol Lengtt Time toLive Window _Idenification [Dat} Segment Len _Seqraw) Ack Next Seq__Time since previous frame in this TCP stream _Info
£ o.000000  192.168.1.1 e @ 1 6 oxcers (s2854)  [eo 1566415355 45. 0011608000 b e o i
s 0.0550a5 10.0.0.1 e m o240 o 1ssearsass 29009736 1seeatsass 0.099445000 ] s0 cx] seq-asesensas
o e s Tep e 1 66 oxd7ac (s5084) oo 2954489735 1566415355 2994489736 a5. 009467000 1300 » 50 (K] Seqesosskssnss ac
10 0.095475 T 6 64240 oxfase (51534) o isesaasiss 2saaso736 1641535 o.e95475000 ] 80 » 61300 [ack] Seg-1s6se1535
80 148.195716 191 m 1 1 e 6 128 64 oxseds (20275) oo 2994498680 1566459841 2994498651 BRI 1300 80 [ACK] 5eq=2994498680 Ac
8 ©.096011 Tcp 60 111 62902 0x2752 (10066) o 1566459841 2994498681 1566459841  ©.896011000 eey ve ACK] 80 + 61300 [ACK] Seq=156645984
82 44.998846 A T s 128 62 oxasss (43109) oo 2994498680 1566459841 2992498681 D eep-Alive] 61300 » 80 [ACK] 5eq=2994498680 Ac
83 8.095663 Tcp 60 111 62992 @x4all (18961) o 1566459841 2994498681 1566459841 [TCP Keep-Alive ACK] 80 + 61300 [ACK] Seq=156645984

CR@mevimRo kanonesn g

10 9829 ce 76 40 00 80 06 G0 36 co 38 1 01 02 00 )r .
]| il

Data: 60
[Length: 1]

ALAEL, JiBHkAkeep-aliveBIERHRE LE=15M, RKENIBRT, BROEIERZ, X
Rz+7}i#tHlox00, FRXB—NTHIEIER. NHAIRENL? TCPIMNERB M EEREDEE1NFTD
RBERER, REKENFLRRTRUEHEX—E2X, BRETHHE, AR TRIFSIERENE
AIBES] (IXEBZEFOHTTP Keep-AliveAHIEREX D FFE) .


af://n1247

	一、前言
	二、过滤技巧、操作符、表达式
	2.1 任何字段都能成为过滤条件
	2.1.1 鼠标拖动任意字段过滤
	2.1.2 查看并搜索过滤字段

	2.2 逻辑操作符
	2.2.1 异或（xor）
	2.2.2 子序列（[...]）
	2.2.3 集合（in）

	2.3 比较操作符
	2.3.1 全等（===）
	2.3.2 不全等（!==）
	2.3.3 包含（contains）
	2.3.4 匹配（matches）

	2.4 层级操作符（隧道封装场景的多层级过滤）
	2.4.1 VXLAN场景
	2.4.2 GRE场景
	2.4.3 IPIP场景

	2.5 转换类函数过滤器
	2.5.1 upper()/lower()函数
	2.5.2 len()函数
	2.5.3 string()函数
	2.5.4 max()、min()函数

	2.6 字段引用/动态过滤
	2.6.1 单变量引用
	2.6.2 多变量引用

	2.7 搜索过滤协议和字段
	2.8 将过滤语句添加为按钮
	2.9 将任意字段应用为列
	2.10 修改相对seq为原始seq
	2.11 Wireshark的箭头符号

	三、常见应用场景的过滤方法
	3.1 过滤HTTP/HTTPS/TLS请求域名
	3.2 过滤HTTP状态码或状态码范围
	3.3 过滤TCP握手失败的SYN报文
	3.4 过滤超时/丢包重传的报文
	3.5 在同一个TCP流中的帧按间隔时间排序
	3.6 过滤/排序Ping耗时长或超时请求
	3.6.1 按照耗时排序
	3.6.2 过滤耗时长的icmp reply
	3.6.3 过滤Ping超时/不响应的报文

	3.7 过滤/排序DNS解析耗时长或超时的请求
	3.7.1 按照耗时排序
	3.7.2 过滤耗时长的dns response响应
	3.7.3 过滤没有解析到地址的报文

	3.8 跟踪DNS请求和响应/过滤DNS解析的域名
	3.8.1 跟踪dns请求（dns.id）
	3.8.2 过滤DNS解析的域名（dns.qry.name）

	3.9 连接被重置（Reset）
	3.10 指定时间范围/指定帧数范围过滤
	3.10.1 指定时间范围（frame.time）
	3.10.2 指定帧数范围（frame.number）

	3.11 通过IP归属地/AS号过滤
	3.11.1 通过IP归属地过滤
	3.11.2 通过AS号过滤

	3.12 过滤端口复用的情况
	3.13  TCP Keep-Alive的定义和过滤


