]

— B

i}

journalctl 2— N IHAER KRS ST L
FREEMXEEHY., BthRsystemdAEICREE (systemd-journald) HY—EB%
systemd<FFIFFERI—NAM, REIE

ELK,

AIENE

Zjournalct FUEAHLE.

B, BTEENEERRAE, JLUURNTBRERIE TN,

, systemd-journald2

EZEo[LE journalctl I HE LRSS

3

. FIEMIRERRSGES,

RZEERNRERSR. BFETieIERjournalct REBFITIE

ufléju, L/U?Z!ll]ﬁﬁﬂ?%ﬁ%ﬂ’f%fﬁ%iilﬁ%ﬁﬁ%iﬁ’ﬂEI:ulijeo EESNER RIS A0 sE A journalcti

FRSCAS HE

—
g

1.38EB=E

EFRIFATK

TNINE, LA AT IR

EIREAS

RERNE TR,

sl 2R

ERAFATLUEZIRFEREICR.

ili(--system,--user)

—system, BTRBERFRSTIAZNEE,

--user,

<]

:39:05 gentoo

5 gentoo

5 gentoo

5 gentoo

:05 gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo

gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo

journalctl
sshd[13305]:
sshd[13305]:

systemd[1]
systemd[1]
systemd[1]
systemd[1]

systemd[1]
systemd[1]
journalctl
sshd[13305]:
sshd[13305]:

systemd[1]:
systemd[1]
systemd[1]:
systemd[1]

systemd[1]:
systemd[1]

ETkBEHRAFTULERRIES.

|tail -n 20

Accepted keyboard-interactive/pam for root from 192.168.1.3 port 57256 ssh2
pam_unix(sshd:session):
systemd-logind[1123]:
Created slice user-0.slice.
Starting user-runtime-dir@0.service...
Finished user
Starting user@0.service...
(systemd) [13309]:
systemd[13309]:
systemd[13309]:
systemd[13309]:
systemd[13309]:
systemd[13309]:
systemd[13309]:
systemd[13309]:
systemd[13309] :
systemd[13309]:
systemd[13309]:
Started user@®.service.
Started session-8.scope.

tail 20

Accepted keyboard-interactive/pam for root from 192.168.1.3 port 57256 ssh2
pam_unix(sshd:session):
systemd-logind[1123]:
Created slice user-0.slice.
Starting user-runtime-dir@0.service...
Finished user-runtime-dir@0.service.
Starting user@0.service...

(systemd) [13309]:
systemd[13309]:
systemd[13309]:
systemd[13309]:
systemd[13309] :
systemd[13309]:
systemd[13309]:
systemd[13309]:
systemd[13309] :
systemd[13309]:
systemd[13309]:
Started user@®.service.
Started session-8.scope.

session opened for user root(uid=0) by (uid=0)

New session 8 of user root.

runtime-dir@0.service.

pam_unix(systemd-user:session): session opened for user root(uid=0) by (uid=0)
Queued start job for default target default.target.
Created slice app.slice.

Reached target paths.target.

Reached target timers.target.

Starting dbus.socket...

Listening on dbus.socket.

Reached target sockets.target.

Reached target basic.target.

Reached target default.target.

Startup finished in 65ms.

session opened for user root(uid=0) by (uid=0)
New session 8 of user root.

pam_unix(systemd-user:session): session opened for user root(uid=0) by (uid=0)
Queued start job for default target default.target.
Created slice app.slice.

Reached target paths.target.

Reached target timers.target.

Starting dbus.socket...

Listening on dbus.socket.

Reached target sockets.target.

Reached target basic.target.

Reached target default.target.

Startup finished in 65ms.
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2 5 EMECEE(-S,--since,
SHANENTEFHRE, -URELEZEIEATE,
A ER&=U AtRERER HEY 9

WERAIEE, WHREIM "00:00:00"Fia, ERT, ESZRHERFRFERIEI, b
WM "yesterday", "today". "tomorrow"BIFRRIER. SR, BBR(EHEINBERE—X),
man systemd.time &,

-U,--until)

2 (YYYY-MM-DD HH:MM:SS) : “2023-05-27 18:00:00”,

HFARETEY

rﬁ

tean, ETMIEREIFIENRE:

journalctl -S

“ ~ journalctl "yesterday" head

sshd[1239]: pam_unix(sshd:session): session closed for user root
systemd-logind[1123]: Session 1 logged out. Waiting for processes to exit.
systemd[1]: session-1.scope: Deactivated successfully.

systemd[1]: session-1.scope: Consumed 59min 44.757s CPU time.
systemd-logind[1123]: Removed session 1.

sshd[3110]: pam_unix(sshd:session): session closed for user root
systemd-logind[1123]: Session 3 logged out. Waiting for processes to exit.
systemd[1]: session-3.scope: Deactivated successfully.

systemd[1]: session-3.scope: Consumed 7.909s CPU time.
systemd-logind[1123]: Removed session 3.

"2023-05-21 18:00:00" head
Starting systemd-tmpfiles-clean.service...
systemd-tmpfiles-clean.service: Deactivated successfully.
systemd[1]: Finished systemd-tmpfiles-clean.service.
systemd[1]: run-credentials-systemd\x2dtmpfiles\x2dclean.service.mount: Deactivated successfully.
sshd[158771]: Accepted keyboard-interactive/pam for root from 192.168.1.3 port 19879 ssh2
sshd[158771]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
systemd-logind[1192]: New session 42 of user root.
systemd[1]: Started session-42.scope.
sz[158846]: [root] cka.pdf/ZMODEM: 471132 Bytes, 23661835 BPS
sshd[158771]: pam_unix(sshd:session): session closed for user

«® ~
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo
gentoo

journalctl
systemd[1]:
systemd[1]:

root

18E

-U yesterday -u sshd # -u JElfif%R4% 4

sshd
197.48 port 11622 ssh2
opened for user root(uid=0) by (uid=0)

journalctl
sshd[14550]:
sshd[14550] :
sshd[14647]:
sshd[14647]:

"2023-05-21 18:00:00" yesterday
Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from # 197.48 port 61242 ssh2
pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

sshd[14972]: Accepted password for root from °.67.32 port 2492 ssh2
y g sshd[14972]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
-- Boot 91b890906b654b49a5425718489le744 ==
May arch systemd[1]: Started OpenSSH Daemon.
arch sshd[990]: Server listening on 0.0.0.0 port
arch sshd[990]: Server listening on :: port 22.

22
May

arch sshd[1539]:
arch sshd[1539]:
arch sshd[1880]:
arch sshd[1880]:
arch sshd[2252]:
arch sshd[2252]:
arch sshd[2741]:
arch sshd[2741]:
arch sshd[3338]:
arch sshd[3338]:
arch sshd[3512]:

sshd[3512]:

KEMN
May
KEMN
May
KEMN
May
KEMN
May
KEMN
May
KEMN
May

Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session): session

Accepted password for root from _

pam_unix(sshd:session): session

Accepted password for root from

pam_unix(sshd:session): session

Accepted password for root from

pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session): session

192.168.1.3 port 9580 ssh2

opened for user root(uid=0) by
..179.137 port 49117 ssh2
opened for user root(uid=0) by
.67.32 port 2135 ssh2
opened for user root(uid=0) by
-.179.137 port 19756 ssh2
opened for user root(uid=0) by
179.137 port 56503 ssh2
opened for user root(uid=0) by
.179.137 port 45545 ssh2
opened for user root(uid=0) by
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Bi2023F 15D prometheusfRFHIBE:

journalctl -u prometheus -S

"2023-01-31 23:59:59" |he:
nfo componen sdb msg="write block" mint=1672495203618 maxt=1672502400000 uli:

level=info component=tsdb msg c
0:460 level=info component=tsdb msg= compact blocks
15.078581ms
L - component=tsdb msg="Deleting obsolete block" block=01GNKXDGIDDQG3TYDKVG3REHEY
an 01 01:00:06 arch prometheus[555]: : .2 a b.go: component=tsdb msg="Deleting obsolete block" block=01GNKPHSAJEWCMBR71KN275Y69
6 arch prometheus[ 2022-12-3 L2118 e . g i component=tsdb msg="Deleting obsolete block" block=01GNM497T9319Z794GP3319C1VM
6 arch prometheus[555 6. a ompact.go:460 level=info component=tsdb msg="compact blocks" count 672423203618 maxt=167248;
" [01GNK8TAZ4K785J4HFDFZIG8XT O1GNKXDGV3XFI 3D6 NIIHFE7VH]” duratiol 47.697854ms
Jan 01 ©1:00:06 arch prometheus[555]: 6.4727 caller—db.go: 1526 leveicinfo component=tsdb msg="Deleting obsolete block" block=01GNMJOPF3D6Y3
Jan 01 @ 6 arch prometheus[555 .475Z calle - 5 i e 'Deleting obsolete block" block=081GNKXDGV3XFMOGV5C54BFNVKV
Jan 01 @ 6 arch prometheus[555]: :00:06.481Z caller=db.go: component=tsdb msg="Deleting obsolete block" block=01GNKBTAZ4K785]4HFDFZIGEXT

3. EHifSES | SIDRIER(-b,--boot)
BRRERSEEARNETS,
OHENBRFARRG A

journalctl -b -8 # ERARRSGEsNEHE

-1 R E—RNRFEHRIEE:

journalctl -b -

23:49:10 journalctl
gentoo kernel: Linux version 6.1.24-gentoo-dist (root@pomiot) (x86_64-pc-linux-gnu-gcc (Gentoo 12.2.1 p20230121-rl plo) 12.2.1 20230121, GNU 1d (Gentoo 2.39 p5) 2.39.0

6 gentoo kert mmand line: BOOT IMAGE=/vmlinuz-6.1.24-gentoo-dist root=UUID=b1896ba8-da31-4082-b168-b279ca564179 ro

gentoo x86/fpu: Supporting XSAVE feature 8x601: 'x87 floating point registers
6 gentoo ker pu: Supporting XSAVE feature 0x002: 'SSE registers

gentoo Supporting XSAVE feature 0x004
6 gentoo kert 6/fpu: Supporting feature 0x020

gentoo : : Supporting feature 0x040: 'AVX-512 Hi256
6 gentoo kert 6 Supporting feature 0x080: 'AVX-512 ZMM_Hi256

gentoo e Supporting XSAVE feature 0x200: 'Protection Keys User registers
6 gentoo kernel: x86/fpu: xstate offse : 576, xstate sizes[2]: 256

letl

.1.24-gentoo-dist (root@pomiot) ( _64 -linux-gnu-gcc (Gentoo 12.2.1 p20230121-rl1 ple) 12.2.1 26230121, GNU 1d (Gentoo 2.39 p5) 2.39

: BOOT_TMAGE=/vmlinuz-6.1.24-gentoo-dist root=UUID=b1890bag-da31-4082-b168-b279cas564179 ro
Supporting XSAVE feature 0x001: 'x87 floating point registers'
Supporting XSAVE feature 0x002: 'SSE registers'
: Supporting XSAVE feature 0x004: 'AVX registers
6 gentoo ker 6 Supporting XSAVE feature 0x020: 'AVX-512 opmask
gentoo e Supporting XSAVE feature 0x040: 'AVX-512 Hi256
6 gentoo kernel: x86/fpu: Supporting XSAVE feature 0x080: 'AVX-512 ZMM_Hi256
gentoo Supporting XSAVE feature 0x200: 'Protection Keys User registers
6 _gent r 6 xstate offset[2]: 576, xstate sizes[2]: 25

2R LR, IFHOREHE, IFARE, IBE-bfe, JUBEKISERSE LXESHHEFENEE,
W& RprometheusfRBE DX RFBENEENBHEILE:

journalctl -b -1 -u prometheus

"~ prometheus 20 PIF v GROSNEY 27.05.23 &
arch systend(1]: Started ;mm.mu

4 arch prometheus[1 t5=2023 T15:06:04.457Z caller=main.go:500 level=info "No time or size retel was set so using the default time retention" duration=15d
arch promethe [Hruj 305-04T15:06:04.5107 caller-nain.go:544 leveloinfo meg-"Starting Promethous Server: modesserver varsione (versions2.39.0, brancheHEAD, revision=6d7f26c46f 70286944991 795d791d

arch prometheus [1025] 3-05-04T15:06:04.510Z caller=main.go s1=info build_context="(go=go1.19.1, user=root@c053716806f, date=20221005-05:09
arch prometheus[1025] : ts=2023-05-04T15:06:04.510Z caller=main.go:550 level=info host_details="(Linux 6.2.6-archl-1 #1 SMP PREEMPT_DYNAMIC Mon, 13 Mar 2023 17:02:08 40000 x86_64 arch (none) )"
arch prometheus [1025] 5 5:06:04.510Z caller=main.go:55 el=info fd_limits="(soft=524; hard=524288
arch otheus [102 3-05-04T15:06:04.510Z caller=nain.go:552 level=info va_linits="(soft=unlinited, hard=unlimited)"
arch 5=2 5-04T15:06 Uler=web.go:559 level=info component-web msg="Start listening for connections" address=127.0.0.1:9090
arch prometheus [1025] 3-05-04T15:06:04. 728 o 981 level=info “Starting TSDB
arch prometheus[1025]: ts=2023-05-04T15 307 cz s_c 90:195 level=info component=web msg="TLS is disabled." http2=false
arch prometheus[10 05-04T15 4 B8 s g Ueval=infolcongonditat sdbinsgeFolndihestthy 681884000432 maxt=1681927200000
arch ] ir.go:56 level=info component=tsdb "Found healthy 1681973997980 maxt id
arch prometheus [10: t5=202 5 3632 calle level=info component=tsdb Found healthy k 6 61 maxt=168207 ulid=016Y
arch prometheus [1025] z ar=re level=info component=tsdb "Found healthy 561 maxt=168214 ulid 3
arch prometheus[10: 5=2023-05 um, 5.047Z caller=repair.go info component=tsdb msg="Found healthy 68214 maxt=16822 000 ulid=01GYP7QI20GT6H7ASFGRGSNPOG
arch prometheus[10 ts 5-04T15:06:05. 15 er=repair.go:56 level=info compo tsdb msg="Found healthy block! [ maxt 2 0 ulid=01GYRSH3BBNS6NQ1VQTBQE
arch prosethe 2023-05 nm, 06:05.212Z caller=repair.go:56 level=info component=tsdb msg="Found healthy block" 61 maxt 337 ulid=01GYT3AMGGEAJ8PRFR23M
5 arch etheus[1025]: ts=2 5-04T15:06:05.233Z caller=repair.go:56 level=info component=tsdb msg nd healthy block 6823 61 maxt=16824¢ ulid=01GYW145X184CQYDHIF4BDPZXB
65 arch prometheus[1025] 7073-03-04T15:06:05. 3097 caller repair.go:56 level=info component=tsdb msg="Found healthy block" 24006 xt 467200000 ulid=01GYXYXQ2QSDDGEDV155INWPQE
6:05 arch prometheus[1025]: ts=2023-05-04T15:06:05.329 caller=repair.go info component=tsdb msg="Found healthy block" mint=168246 iaxt=1682532000000 ulid=01GYZWQBDN1S63NBAHOF8274:
47 0.0:

--list-boots AT B7RATEboot idFIZE:

journalctl --list-boots
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© 18:57:52 journalctl

BOOT ID FIRST ENTRY LAST ENTRY
bd872ff980c14071be90e2d6e43e46e2 Tue 2022-05-24 HO5E Sat 2022-05-28
6990345cb14549d88daa83bcfed9169b Sun 2022-05-29 144 Tue 2022-06-07
dcOb8d563e324ecba747f4c196aaa8d4 Tue 2022-06-07 :46: Fri 2022-06-24
7510cd8e2e7b47619926T46093be4162 Fri 2022-06-24 PHE Fri 2022-06-24
acfl8b3add8a40909287e9d16e2c7a2c Fri 2022-06-24 :28: Fri 2022-06-24
b2178c2e30904178908b94da546fb412 Fri 2022-06-24 :09: Thu 2022-09-22
f6fced3a28424c52ac609elbaf6bb805 Thu 2022-09-22 147 Sat 2022-10-01
53a9alc3f272461fd87e37b0fble4850a Sat 2022-10-01 :45:; Mon 2022-10-03
fdece52b515e44a9ad10308008d46e7e Mon 2022-10-03 122: Thu 2022-10-06
6bcbe7f703074b03a4c806e3ffd60e80 Thu 2022-10-06 :00: Sat 2022-10-08
874906559b714583b6150a5616f3bfe6 Sat 2022-10-08 :57: Fri 2022-10-14
008dfccde22947449bd0384505376742 Fri 2022-10-14 :09: Wed 2022-11-02
fdbbOdfab2cd453aa7b473eb7e7al53d Wed 2022-11-02 HO5E Fri 2022-11-11
2651b14459454495895d5c6801721648 Fri 2022-11-11 :49: Sun 2022-11-20
aOb5baf657al48aaaf2b64feefbee2lc Sat 2022-11-19 :38: Tue 2023-01-17
821e72ec38154ff3b7¢34d0db99f37b1 Tue 2023-01-17 :37: Wed 2023-01-18
709bc21614a64157b6dleebe36cOcf3f Wed 2023-01-18 :32: Wed 2023-01-25
4al97eb813a44cac9a75464640e0b1b0 Wed 2023-01-25 :55: Wed 2023-01-25
132652d2d3bd4a0ab732205025562¢30 Wed 2023-01-25 :09: Wed 2023-01-25
81e669dad42904059b2272bde75c3e84c Wed 2023-01-25 :38: Thu 2023-01-26
b8f41f5a560c4a5bb851368faae9e898 Thu 2023-01-26 222593 Fri 2023-03-17
f99a293283b104b16967783e160f2e014 Fri 2023-03-17 :51: Sat 2023-04-15
056213455b5e4f6f9dead7c233c808ec Sat 2023-04-15 :12: Sun 2023-04-16
dc9b2e2a8a9%e4166a699a63c748e9322 Sun 2023-04-16 147 Tue 2023-04-18
dd7a8c¢34b9a84d598a90658faf9767bd Tue 2023-04-18 :36: Thu 2023-04-20
7b34bd6a8ccc4b7886606477d3fa880b Thu 2023-04-20 :57: Sat 2023-04-29
282b653f8aff45989654220e708a9001 Sat 2023-04-29 :48: Sat 2023-04-29
06ddleebfbbed4970bb59559cd3fccabl Sat 2023-04-29 :06: Thu 2023-05-04
lab5a0b32c7249ad9eacel56dfad7211 2023-05-04 :04: 2023-05-23
91b890e06b654b49a54257184891e744 2023-05-23 2 23)8 2023-05-28
© 18:57:53

4. SR ERSAIBZE(-u, --unit)

-uiEREsystemd unitBRSZERTT.

BisshdiRFAEE:

journalctl -u sshd

HifjgrafanaffFAIEE, FHEENESEEASRKEIIE:

journalctl -u grafana --since

grafana "yesterday" |head
erver[979]: logger=context use orgl uname= t=2023-05-27T00:00:33.656408622+08:00 level=info msg= quest Completed" method=GET path=/ status=302

er=context userId orgId=0 uname= t=2023-05-27T00:01:33.655363676+08:00 level=info msg equest Completed" method=GET path=/ status=302

context use orgId=0 uname= t=2023-05-27T 60919+08:00 level=info m: quest Completed" T path=/ status=302

context userId orgId=0 uname= t=2023-05-27T00: .679675023+08:00 level=info m: eque 0 eted" me =GET path=/ st.

context use orgId=0 uname= t=2023-05-27T .648963074+08:00 level=info m eted" T path=/ stati
context userIc orgId=0 uname= t=2023-05-27T00:05:33.654130924+08:00 level=info quest Completed" me =GET path=/ status=302

cleanup t=2 5-27T00:06:24.10076407+08:00 level=info msg="Completed cleanup job ration=13.173426ms
context use =0 orgId=0 uname= t=2023-05-27T00:06:33.798641235+08:00 level=info msg="Request Completed" method=GET path=/ status=302

context userId=0 orgId=0 uname= t=2023-05-27T00: .649346611+08:00 level=info m: quest Completed" method=GET path=/ status=302

gger=context userId=0 orgId=0 uname= t=2023-05-27T00:08:33.657119803+08:00 level=info msg equest Completed" method=GET path=/ status=302

P

5. 5 AP HRAIRIBRSS HE (--user-unit)
XEBDERS EsystemdAuser unit FEIE, BIIEIL systemctl --user list-units KRERAP KRB T RITRSS.

REEBX--user-unitSEiZERR, BMARRSARIINEE, #BEEREE.

BikdbusfRBZHE:
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journalctl --user-unit=dbus.socke

# ~ journalctl head

systemd[71034]: Starti D-Bus User Message Bus Socket...
systemd[71034]: Listening on D-Bus User Message Bus Socket.
systemd[71034]: Closed D-Bus User Message Bus Socket.
systemd[71909]: Starting D-Bus User Message Bus Socket...
systemd[71909]: Listening on D-Bus User Message Bus Socket.
systemd[71909]: Closed D-Bus User Message Bus Socket.
systemd[103746]: Starting D-Bus User Message Bus Socket...
systemd[103746]: Listening on D-Bus User Message Bus Socket.
systemd[103746]: Closed D-Bus User Message Bus Socket.
systemd[106056]: Starting D-Bus User Message Bus Socket...

6. RIS ERRMARIBE(-t, -identifier)
MREEOSHER, XMIRGEEENN, Il REXE:

import logging

logger = logging.getlLogger(__name__
logger.setlLevel(logging.DEBUG)
logger.addHandler (logging.StreamHandler())
logger.setSyslogIdent( )

BRIGXNMEFIRS BN "my-test-app", (BRE—FIRENBEIRRFFE app", BABT-tSHERIFR
IR NZIERE app", TIAE"my-test-app”.

HANBRT, BEMRGTAZHEEEFBAS, WERIRRFT IprometheusfIHE:

journalctl -t

head
0-07T11:08:15.598Z caller=main.go:456 level=error msg="Error loading config (--config.file=/usr/local/prometheus.yml)" file=/usr/1d
r dnectmy
arch prometheus[1949] -10- :08:58.628Z caller=main.go:456 level=error msg="Error loading config (--config.file=/usr/local/prometheus.yml)" file=/usr/1d
no such file or directory
9 arch prometheus[1987] 2 - :0 .8 a 5 ® level=info time or size retention was set so using the default time retention
9 arch prometheus[1987] 0- g .890Z c go:544 level=info msg="Starting Prometheus Server" mode=server version="(version=2.39.0, branch=HEA]

arch prometheus[1987]: -10- 109 - level=info build_conte: =g user=root@bc053716806f, date=20221005-05:09:43)
arch prometheus[1987] -10- : c . 50 level=info host dl—'-tall . rchl-1 #1 SMP PREEMPT_DYNAMIC Tue, 04 Oct 2022 14:3
eus[1987] : -10- :09:09. ca level=info

prometheus [1987] -10- .890Z ca 52 level=info s nlimited, hard=unlimited)"
prometheus [1987] :09:09.891Z c b 90:559 level=info compor ’ sg="Start listening for connections" address=127.0.0.1:9090
prometheus [1987] : .8927 in.go:981 level=info msg="

journalctl

37 caller=main.go:456 level=error msg="Error loading config (--config.file=/usr/local/prometheus.yml)" file=/usr/1d

prometheus.service: Main process exited, code=exited, status=2/INVALIDARGUMENT

prometheus.service: Failed with result 'exit-code'.

Started prometheus.

e 2022-10-07T11:08:58.6287 caller=main.go:456 level=error msg="Error loading config (--config.file=/usr/local/prometheus.yml)" file=/usr/1d
file or directory
systemd[1]: prometheus.service: Main process exited, code=exited, status=2/INVALIDARGUMENT

systemd[1]: prometheus.service: Failed with result 'exit-code'.

systemd[1]: Started prometheus.

prometheus[1987]: ts=2022-10-07T11:09:09.890Z caller=main.go:500 level=info msg="No time or size retention was set so using the default time retention" durat

H-ufgEprometheusfRZEBXAIN, -uvRICRB MRS EMEIFFRIIERENAT, MAREHK
EERRATERNET,

7. ERASEM FRAIBE(-p, -priority)
-p A LIABIERBE MR BED T IBIEEELR, RERMARSMAITTEIT R .

B—EBE—EFS X ABEERS (BITE0/"emerg "F17/"debug "Z/E)) , Bi—MF/NXABRERBIETE
B, fZ=V/AFROM.TO, LbEN0..3R/RENOZBRAIB .
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ASEFR—HD 79U T8 MRA:



m %

fh5%%

Emergency

Alert

Critical

Error

Warning

Notice

Informational

o faik

System is
unusable (K%t
ZRAIF)

emerg

Should be
corrected
alert
immediately (R

SZRPZYIE)

Critical
crit conditions (fB¥1
RE)

Error conditions

err
(FEIRNT)

Warning
conditions (Z&&5

)

warning

Normal but
significant
condition (IE&E
BEETFEIE

)

notice

Normal
operational
messages that

info ) )
require no action

(TERETERE
HIERER)

il

Severe Kernel BUG, systemd dumped
core.This level should not be used by

applications.

Vital subsystem goes out of work. Data
loss.

kernel: BUG: unable to handle kernel
paging request at ffffc90403238ffc

Crashes, coredumps. Like familiar flash:
systemd-coredump[25319] :
Process 25310 (plugin-containe)

of user 1000 dumped core
Failure in the system primary application,
like X11.

Not fatal error reported:

kernel: usb 1-3: 3:1: cannot
get freq at ep 0x84,
systemd[1]: Failed unmounting
/var. ,

libvirtd[1720]: internal error:
Failed to initialize a valid
firewall backend ).

A non-root file system has only 1GB free.
org.freedesktop.
Notifications[1860]:
(process:5999): Gtk-WARNING *x*:
Locale not supported by C
library. Using the fallback 'C'

locale.

systemd[1]: var.mount:
Directory /var to mount over is
not empty, mounting anyway . gcr-
prompter[4997]: Gtk: GtkDialog
mapped without a transient

parent. This is discouraged.

lvm[585]: 7 logical volume(s)
in volume group "archvg" now

active.



fh%% 248 ik il

[I=]
debug-level L . .
kdeinit5[1900]: powerdevil: Scheduling
7 Debu debu s inhibition from ":1.14" "firefox" with
e e :1.
. & (debugiBists . —
21) cookie 13 and reason "screen
b

EFERIFME]SE RFC 5424 6.2.1,

BiksshdiRSZErrorKBIREE:

journalctl -p 3 -u sshd

journalctl 3 sshd |head

sshd[74736]: error: kex_exchange_identification: read: Connection reset by peer
sshd[117376]: fatal: Timeout before authentication for 2 27.136 port 42974
sshd[119029]: fatal: Timeout before authentication for .27.136 port 59708
sshd[124063]: fatal: Timeout before authentication for 77.27.136 port 39320
sshd[124418]: error: kex_exchange_identification: read: Connection reset by peer
sshd[124485]: error: kex_exchange_identification: Connection closed by remote host
sshd[124495]: error: kex_exchange_identification: Connection closed by remote host
sshd[124772]: error: kex_exchange_identification: Connection closed by remote host
sshd[127066]: error: kex_exchange_identification: banner line contains invalid characters
sshd[127186]: error: kex_exchange_identification: Connection closed by remote host

B Emergency RAIMFFERE:

journalctl -p emerg

Bk fail2banfz550(Emergency)El|5(Notice ) EHRAIHE :

journalctl -p 6..5 -u fail2ban

A © 01:13:40 AT SESEREIINElEaal 0..5 fail2ban

Jul 29 21:16:15 arch systemd[1]: fail2ban.service: Main process exited, code=exited, status=255/EXCEPTION
Jul 29 21:16:15 arch systemd[1]: fail2ban.service: Failed with result 'exit-code'.

Sep 22 02:42:55 arch systemd[1]: fail2ban.service: Consumed 41min 33.867s CPU time.

-- Boot 2651b14459454495895d5c6801721648 - -

Nov 20 05:38:06 arch systemd[1]: fail2ban.service: Consumed 13min 15.772s CPU time.

-- Boot b8f41f5a560c4a5bb851368faae9e898 - -

Mar 17 15:50:48 arch systemd[1]: fail2ban.service: Consumed lh 26min 33.828s CPU time.
-- Boot f99a293283b104b16967783e160f2e014 --

Apr 15 10:11:55 arch systemd[1]: fail2ban.service: Consumed 48min 34.718s CPU time.

A © 01:15:14

B E—RERSE, TRRFFA "kernel"BI0ER2RLAR B4R BE:

journalctl -b -1 -p 6..2 -p 4 -t



https://tools.ietf.org/html/rfc5424#section-6.2.1

tl 0..2 4 'kernel’
kerne CPUID marked event: 'cpu cycles' unavailable
kerne : CPUID marked event: 'instructions' unavailable
kerne : CPUID marked event: 'bus cycles' unavailable
kerne : CPUID marked event: 'cache references' unavailable
kerne : CPUID marked event: 'cache misses' unavailable
re: CPUID marked event: 'branch instructions' unavailable
: CPUID marked event: 'branch misses' unavailable
#10 #11 #12 #13 #14 #15 #16
#18 #19 #20 #21 #22 #23 #24
#26 #27 #28 #29 #30 #31 #32
#34 #35 #36 #37 #38 #39 #40
#42 #43 #44 #45 #46 #47 #48
#50 #51 #52 #53 #54 #55 #56
#58 #59 #60 #61 #62 #63

platform regulatory.0: Direct firmware load for regulatory.db failed with error -2

Modules linked in: tls xt_conntrack xt_MASQUERADE nf_conntrack netlink nfnetlink iptable_nat nf_nat nf_conntrack nf_defral
CPU: 11 PID: 6 Comm: swapper/1l Not tainted 6.2.6-archl-1 #1 bdb4a56fad97b891ecbccb5d194884721c85b4d2
Hardware name: VMware, Inc. VMware Virtual Platform/440BX Desktop Reference Platform, BIOS 6.00 11/12/2020
: 0010:_raw_spin_unlock_irqrestore+0x1d/0x40
90 90 90 90 90 90 90 90 90 90 90 90 90 f3 of le fa Of 1f 44 00 00 c6 07 00 Of 1f 00 f7 c6 60 62 00 00 74 06 fb Of 1
0018: ffffbd13804fce60 EFLAGS: 00000206
0000000000000040 RBX: 0000000000000002 : 0000000000000040
0000000000000040 RS 0000000000000202 ffff9293cc64f730
ffff9293cc64f730 RO 000000000000003F ffff929adfoe31a8
0000000000000002 R1 00000000d1b75ea4 ffffffffa8e02aecd
0000000000000202 R14: ffffbd13804fcfo8 : ffff929adfoe3180
0000000000000000 (0000) GS: ffff929adfOcOOO0(0000) knlGS:0000000000000000
: 0010 DS: 0000 ES: 0000 CRO: 0000000080050033
: 000055T5e95688b6 CR3: 00000001049b8006 CR4: 0000000000770ecd
: PKRU: 55555554
Call Trace:
<IRQ>
__percpu_counter_sum_mask+0x5b/0x76
__pfx_writeout_period+0x10/0x10
fprop_new_period+0x10/0x60
writeout_period+0x3d/0x860
call_timer_fn+0x24/6x130
? pfx writeout period+0x10/0x10

8 g AFmgFH TS IE I (--facility)
XA R R AR S B R B RS,

* kernel: RZFERIBAEHESR.

 user: SAPEREFIEREXNAETER.

« mail: SHMFRFEXIBEER.

o auth: SEMHIEAERERINESHER.

« syslog: H syslog SHFEFENREHETER.

o lpr: SHTEIRFEXIBEER.

« news: SHERSHFEXNETER.

e uucp: 5 UUCP (Unixto Unix Copy) RFMBXIEEEE.
+ cron: SERMES (cron) EXRIBEEEE.

* authpriv: S5MHKIFHFNNFAEEEEXINBEETER.
o ftp: SXMHEREIY (FTP) RSZ[EXRIIBTHER.

« ntp: SWEEAIEIMY (NTP) BRSZEFEXABATHR.

tean, FABRNE L—REHRZTERNEE:

journalctl -b -1 --facility=kern



af://n146

|head
kernel: Linux version 6.1.24-gentoo-dist (root@pomiot) (x86_64-pc-linux-gnu-gcc (Gentoo 12.2.1 30121-r1 pl0) 12.2.1 20230121, GNU ld (Gentoo 2.39 p5)

6 gentoo kernel: Command line: BOOT_IMAGE=/vmlinuz-6.1.24-gentoo-dist root=UUID=b1890ba8-da31-4082-b168-b279ca564179 ro
gentoo kernel: x86/fpu: Supporting XSAVE feature 0x001: 'x87 floating point registers'
gentoo kernel: x86/fpu: Supporting XSAVE featu 0 'SSE registers’
gentoo kernel: x86/fpu: Supporting XSAVE featu 0 4: 'AVX registers'
gentoo kernel: x86/fpu: Supporting XSAVE featu 0: 'AVX-512 opmask'
gentoo kernel: x86/fpu: Supporting XSAVE feature 0x040: 'AVX-512 Hi256'
gentoo : x86/fpu: Supporting XSAVE featu 0x080: 'AVX-512 ZMM_Hi256"'
gentoo rnel: x86/fpu: Supporting XSAVE feature 0x200: 'Protection Keys User registers'
gentoo kernel: x86/fpu: xstate_offset[2]: 576, xstate_sizes[2]: 256
gentoo kernel: x86/fpu: xstate_offset[5]: 832, xstate_sizes[5]: 64
gentoo kernel: x86/fpu: xstate offset[6]: 896, xstate sizes[6]: 512
gentoo kernel: x86/fpu: xstate_offset[7]: 1408, xstate_sizes[7]: 1024
gentoo kernel: x86/fpu: xstate offset[9]: 2432, xstate_sizes[9]: 8
gentoo kernel: x86/fpu: Enabled xstate features 0x2e7, context size is 2440 bytes, using 'compacted' format.
6 gentoo kernel: signal: max sigframe size: 3632
gentoo kernel: BIOS-provided physical RAM map:
6 gentoo kernel: BI0S-e820: [mem 0x0000000000000000-0x000000000009efff] usable
gentoo kernel: BI0S-e820: [mem 0x000000000009f000-0x000000000009ffff] re: ved
6 gentoo kernel: BI0S-e820: [mem 0x00000000000dc000-0x00000000000fffff] reserved

NEEBRESMIIEMRINEXRAAT, FHEdebugfplimit:

journalctl --facility=auth -p 7

7
5:49 arch sshd[50 Received disconnect from 137.184.27.136 [ JH] port 4486:11: Normal Shutdown, Thank you for playing
ch sshd[ onnected from user test 137.184.27.136[%[W] port 4
5shd[51060] password for invalid user wtian from 137.184.27 mp il] port 37590 ssh2
arch sshd[51060]: Received disconnect from 137.184.27.136[J20H] port 37590:11: Normal Shutdown, Thank you for playing [preauth]
hd[51060] : Disconnected from invalid user wt 184.27.136 \H port 37590 [preauth]
d[51064] : Invalid user wt from 137.184.2
arch audit[51064]: USER_AUTH pid=51064 uid=0 ¢ 7 5=4294 5 msg="'op=P 2 s "/usr/bin/sshd" hostname=137.184.27.136[J:[f] addr=137.184
le
arch sshd[51064]
4 arch s:

5 msg='0p=PAM:authentication grantors=? ac e="/usr/bin/sshd" hostn: .184.27.136 [ 3] 84.27.136[17] termi]

36[[4] port 54254 ssh2
alid user wt 27 l
uauv AUTH pid=51068 uid= 67295 msg='op=PAN:authentication granto /usr/bin/sshd" hostname=137.18 136[%[7] addr=137.184.27.136 3] termi]

shd[51066]: Rece disconnect from 1 6 SO [l S, W a0 RIS (e
d[51066] r 37.184 [ 4 [preauth]
arch sshd[5106! 1 6 [ 1% ] ymrt 4416 ssh2
HE 1 phr( 4416:11 it Thank you for playing [preauth]
7 fl] port 3

55hd[51070]
audit[51070]: USER_AUTH pid=51670 29 95 s 67295 *0p=PAM:authentication grantc d" hostnam 84.27.136 (3] a 7.184.27.136[ %] termil
SHUBIEIETI e Rl i Ll ey v e A7 %3] port 2
7.136[%[W] port 4 11: Normal Shutdown, Thank you for playing [pr
4.27.13 r.[r f]] port 42802 [preauth]
X \H s
AUTH pid=51072 uid 9 4¢ PAM:authentication grantors: wudi" usr/bin/sshd" hostn .184.27.136[ 5[] addr=137.184.27
sl i AL Uy il . %[5] port 511 2
d ect from 137.184.27.136[ %[ ] port 51194:11: Normal Shutdown, Thank you for playing [preauth]
Disconnected fram invalid user widi 137.184.27 136[3H] port 51194 [preauth]

C=

ALERNRZ sshdBEREMWBE, WESKHsshENTEET, BREAEEN T, NIREZLHIPER,
ALSERER fail2banFL &R .

HATLUBE authprivEHR S SO IR BEREXIATER

journalctl --facility=authpriv -p 7

SEREFNHE—EIAERTER, tbilpamiERAVIGIERE.

journal L 7
sshd[51064] pam faillock(sshd:auth): User unknown
sshd[51064] : home
sshd[51064] : pam unlx(sshd auth) check pass; user unknown
sshd[51064]: pam_unix(sshd:auth): authentication failure; logname= uid=6 euid=0 tty=ssh = rhost=137.184.
sshd[51064]: pam_faillock(sshd:auth): User unknown
sshd[51066]: pam_faillock(sshd:auth): User unknown
sshd[51066]: pam_syste e(s aut systel homed i
sshd[51066]: pam_unix(sshd:auth): check pass; user unknown
sshd[51066]: pam_unix(sshd:auth): authentication failure; logname= ui i tty=ssh ri = rhost=137.184.
sshd[51066]: pam_faillock(sshd:auth): User unknown
sshd[51068]: pam_faillock(sshd:auth): User unknown
sshd[51068] : pam_systemd_home (sshd:aut systemd-homed is not
sshd[51068]: pam_unix(sshd:auth): check pass; user unknown
sshd[51068]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=137.184.
sshd[51068]: pam_faillock(sshd:auth): User unknown
sshd[51070]: pam_faillock(sshd:auth): User unknown
sshd[51070]: pam_syst |l s aut syste homec t a labl t 0 skto 1
sshd[51070]: pam_unix(sshd:auth): check pass; user unknown
sshd[51070]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh = rhost=137.184.
sshd[51070]: pam_faillock(sshd:auth): User unknown
sshd[51072]: pam_faillock(sshd:auth): User unknown
sshd[51072]: pam_s aut t t ailabl U S-0 freedeskto omel
sshd[51072]: pam_t unlx(sshd auth) check pass, user unknown
sshd[51072]: pam_unix(sshd:auth): authentication failure; logname= uid=6 i tty=ssh = rhost=137.184.
sshd[51072]: pam_faillock(sshd:auth): User unknown
sshd[51074]: pam_faillock(sshd:auth): User unknown
sshd[51074]: par aut
sshd[51074] pamﬁunlx(sshd:auth): check pass, user unkno
sshd[51074]: pam_unix(sshd:auth): authentication failure; logname= uid=6 i tty=ssh = rhost=137.184.
sshd[51074]: pam_faillock(sshd:auth): User unknown
sshd[51076]: pam_faillock(sshd:auth): User unknown
sshd[51076]: I el e 1 emd-t ed i
sshd[51076]: pam unix(sshd:auth): check pass; user unkno

NEHALER, ERFRX—EEERIREE], Aot MU RFRT.
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9 (EARIENRENSEHE(-g,-grep)
{EFBIEMESSAGEFERIIAZE, 3iFPerlIEN, AJLAEIY man pere2pattern S KEEENEE.

B, MNRENFREAREENE, BHAAXOANE, IREEAERNEXDANEG, MRAMEXHK
INERJLAEF --case-sensitive=false SERAERL, LA FEAYLFMS,

e --grep "abc", BAXDK/NEHY;
o --grep "Abc", ROAXNE, RITIEEAHIAE;
o --grep "Abc" --case-sensitive=false, {AARXHDANG,

IiEsshdiRSBZERARREBINEE:

journalctl -u sshd --grep

# =~ journalctl sshd 'Failed password'
sshd[51060]: Failed password for invalid user wtian from 137.184.27.136 port 37590 ssh2
sshd[51064]: Failed password for invalid user wt from 137.184.27.136 port 45846 ssh2
sshd[51066]: Failed password for invalid user wt from 137.184.27.136 port 54254 ssh2
sshd[51068]: Failed password for invalid user wt from 137.184.27.136 port 34416 ssh2
sshd[51070]: Failed password for invalid user wu from 137.184.27.136 port 42802 ssh2
sshd[51072]: Failed password for invalid user wudi from 137.184.27.136 port 51194 ssh2
sshd[51074]: Failed password for invalid user wugang from 137.184.27.136 port 59616 ssh2
sshd[51076]: Failed password for invalid user wuhong from 137.184.27.136 port 39754 ssh2
sshd[51078]: Failed password for invalid user wuhz from 137.184.27.136 port 48140 ssh2
sshd[51080]: Failed password for invalid user wuhz from 137.184.27.136 port 56520 ssh2
sshd[51082]: Failed password for invalid user wujie from 137.184.27.136 port 36734 ssh2
sshd[51084]: Failed password for invalid user wujun from 137.184.27.136 port 45110 ssh2
sshd[51086]: Failed password for invalid user wunian from 137.184.27.136 port 53524 ssh2
sshd[51088]: Failed password for invalid user wuning from 137.184.27.136 port 33716 ssh2
sshd[51090]: Failed password for invalid user wuning from 137.184.27.136 port 42074 ssh2
sshd[51092]: Failed password for invalid user wuning from 137.184.27.136 port 50458 ssh2
sshd[51094]: Failed password for invalid user wupeng from 137.184.27.136 port 58908 ssh2
sshd[51098]: Failed password for invalid user wupeng from 137.184.27.136 port 39046 ssh2
sshd[51100]: Failed password for invalid user wuql from 137.184.27.136 port 47434 ssh2
sshd[51102]: Failed password for invalid user wuql from 137.184.27.136 port 55832 ssh2
sshd[51104]: Failed password for invalid user wuql from 137.184.27.136 port 35996 ssh2
sshd[51106]: Failed password for invalid user wuql from 137.184.27.136 port 44400 ssh2
sshd[51108]: Failed password for invalid user wuyongkun from 137.184.27.136 port 52784 ssh2
sshd[51110]: Failed password for invalid user wuzhikun from 137.184.27.136 port 32926 ssh2
sshd[51112]: Failed password for invalid user ww from 137.184.27.136 port 41354 ssh2
sshd[51114]: Failed password for invalid user wwb from 137.184.27.136 port 49750 ssh2
sshd[51116]: Failed password for invalid user wwb from 137.184.27.136 port 58150 ssh2
sshd[51118]: Failed password for invalid user wwh from 137.184.27.136 port 38308 ssh2
sshd[51120]: Failed password for invalid user wwj from 137.184.27.136 port 46716 ssh2
sshd[51122]: Failed password for invalid user wwj from 137.184.27.136 port 55108 ssh2
sshd[51124]: Failed password for invalid user wwj from 137.184.27.136 port 35288 ssh2
sshd[51126]: Failed password for invalid user www from 137.184.27.136 port 43680 ssh2
sshd[51128]: Failed password for invalid user wwwadmin from 137.184.27.136 port 52072 ssh2
sshd[51130]: Failed password for invalid user www from 137.184.27.136 port 60464 ssh2
sshd[51132]: Failed password for invalid user www-data from 137.184.27.136 port 40642 ssh2
sshd[51134]: Failed password for invalid user wwwroot from 137.184.27.136 port 49038 ssh2
sshd[51136]: Failed password for invalid user www from 137.184.27.136 port 57438 ssh2
sshd[51138]: Failed password for invalid user www from 137.184.27.136 port 37588 ssh2
sshd[51140]: Failed password for invalid user wwx from 137.184.27.136 port 46002 ssh2

RS ER0-3F BB S " invalid", "timed out". "not"BIEE:

udevd[729] Invalid
1]: Timed out

TiEprometheusfRSHImastert MAVSEIREE:

journalctl -u prometheus.service --grep
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pronetheus. service *(71)Web master node.*error" OUOZNY 28.05.23 &
Boot s/wuw.srmmmm 5025616 f3bfe!
ch prometheus[537]: ts=2022-10-07T13:56 997 caller=scrape.go:1655 level=warn component=" or* scrape_pool="Web master node" target=http://192.168 9100/metrics msg="Error on ingesting

Boot 874906559b7f4583b6150a5616

Boot 00Bdfccde22947449bd0384505376742

Boot 4dbbudidbhd| 53aa7b473eb7e7al! dd

E prometheus [550] 022-11-02705:5 86 ape.go:1655 leve component= e manager" scrape_pool="Web master node" target=http 81:9100/metrics msg="Error on ingesting
e 2705:55:48.500Z e.g0:1655 leve onent="scrape man: scrape_poo
prometheus [ 5=2022-11-02T05:5 5122 6.90:1655 level=warn a pe_pool="Web master
prometheus 5 0 05:57:4¢ : 1655 level-warn manager” scrape_pool="Web master
] 11655 lev

prometheus [550 -02T6 7 calle ape.go o pe manag | . ] 9100/metric
promethel : 0 6 8 caller=scrape.go:1655 leve e c ager" scrape_po e target=ht 9 .81:9100/metri g
01:48 arch prometheus[550] -11- 8.5057 q 51 n scrape manager” scrape.| "We r r //192 81:9100/metrics ms ror on ingesting
arch prometheus[550] : 0 0 5 2 e.g0:1655 level-we scrape manager” scrape_pool=" ast arg 68.1.81:9100/metrics ms ingesting
arch prometheus[550] -02T0 48 e scrape pe_pool=" r get=ht 19 .81:9100/metrics
ch prometheus[556] 022-11-02T6 ape..c scrape manager” scrape_pool="Web mast tar 92.168 00/metri
arch prometheus[550] : ts 6 caller=scrape.go:1655 level crape scrape_pool="Web master node" target=ht 9 .81:9100/metrics

crape eve scrape manager” scrape_pool="Web master node" targe / 6 9100/metrics ms on

r=scrape.go:1655 level: e manage rape_pool="Web m " target=ht 92 .81:9100/metrics ror on

=scrape.go o manager ape_pool="Web 92.168 9100/metrics r on
omponent="scrape manager” scrape_pool="Web 9 .81:9 etrics ms on
omponen

1="Web =http://192 .81:9100 s msg="Error on
1- q n “Web master node" targ 168.1 r Error on ng
arch prometheus[555]: ts=20 - 8.5107 ca e 5 level=warn componen T AR e aster node" target=http://192.168.1. 0 s msg="Error on ingesting
e 154F3b7c34d0db99f37b1
- Boot 709bc21614a64157b6d1eebe36cOct3f -
Boot 4al97eb813ad4cacda75464640e0b1b0
- Boot 132652d2d3bd4aab732205025562¢
Boot 81e669dad296405
Boot bi
- Boot F99a93283b104b16967783016012
Boot 056213455b5e4f6f9dead7c233c

XERET (7)), ENEEAIARDANSGHER, AERAAN LENANSZEE T,

10.BRAIZERE (K, --dmesg)
HEHERBRRZRRINES:

WM

journalctl -k

jo ¥ ead

[ nux version 6.2.6-archl-1 (linux@archlinux) (gcc (GCC) 12.2.1 20236201, GNU 1d (GNU Binutils) 2.40) #1 SMP PREEMPT_DYNAMIC Mon, 13 Mar 2023 17:02:08 +0000
kernel: Command line: BOOT IMAGE=/boot/vmlinuz-linux root=UUID=2fc39a6c-2254-4d2a-84d4-80dd964aasfd rw loglevel=3 quiet

kernel: x86/fpu: Supporting XSAVE feature 0x001: 'x87 floating point registers'

kernel: x86/fpu: Supporting XSAVE feature 0x002: 'SSE registers’

kernel: x86/fpu: Supporting feature 0x0 'AVX registers'

kernel: x86/fpu: Supporting XSAVE feature 0 'AVX-512 opmask'

kernel: x86/fpu: Supporting feature 0xn4n 'AVX-512 Hi256'

kernel: x86/fpu: Supporting XS e e 0xO0 'AVX-512 ZMM_Hi256'
Supporting f ‘Protection Keys User registers'
xstat e e state_sizes[2]: 256

Linux version 6.2.6-archl-1 (linux@archlinux) (gcc (GCC) 12.2.1 20230201, GNU 1d (GNU Binutils) 2.48) #1 SMP PREEMPT DYNAMIC Mon, 13 Mar 20
Command Lline: BOOT_IMAG boot/vmlinuz-linux root=UUID=2fc39a6c-2254-4d2a-84d4-80dd964aa8fd rw loglevel=3 quiet
6 ting XSAVE e

'AVX registers’

Supporting XSAVE feature 0 : 'AVX-512 opmask’

Supporting XS t 'AVX-512 Hi256"

Supporting XSAVE feature 0 ‘AVX-512 ZMM_Hi256"
x86/fpu: Supporting XSAVE feature 0x200: 'Protection Keys User registers'
x86/fpu: xstate offset[2]: 576, xstate_sizes[2

1%2EHE%I]dmesgﬂEDE’\JEl%%%%—’fiﬂ’\], {ENIHIERIEA—HE, journalctl -k =M systemd-journald fRSS
WENHEFLRERZERE, MdmesgEBEFHIRINIZERFX (kernel ring buffer) B H & H HK.

7k ad U

1.3=H B E5HEEU(-o, --output)

B aX
short A, FENREESESRNsyslog XGRS EAER, BREEER—1T.

FMishortIFEEHEA, @Eﬁ?ﬂ’\]%—-since#ﬂ——until=i5‘_ﬁl LAV, S5ER

shortfull R TR SRR, RS SR TR, SRR,

short-iso FshortIEEFELL, BERAIZRIS0 8601FMERIRTERE (YYYY-MM-DDThh:mm:ss)

short-iso-

WNEIshort-iso, {BEIETEAIHIVRIBE.

precise
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t&=t

short-

monotonic

short-delta

short-unix

verbose

export

json
json-pretty

json-sse

json-seq

cat

with-unit

1) short

ax

EREEBIERTIA), AR 0ERT R El.

Sshort-monotonic—#¥, {(BEIESHI—RAIMNIEE, FARRIMNEESR " kiR
ic.

BAYEBE1970F 1B 1HUTCLIKAIREL, BOUNIXESEIRL, FSEMED.
BArEFERAISRBERIFETR.

BHERIWAESEDIINEEHRN THS ((BFERETXAR) &. BB
HERSNAE journaldi&={#FH man systemd-journal-remote & %,

jsonf&m A, BI@id man Journal JSON Format&EE X,
BEREEIAISONEURSEN, BEEERU ST, LUEFREEZIE.
BERBEEAISONSUREN, (BEESEMESRS IS AESHHIIE.

BE BB AISONSUREE, (BRIZAASCINER DR (0x1E) , JE8R9ASCI
TR (0x0A) , FF&"application/json-seq",

ER—MERESNEL, RETENAETRENENMER, IRETTEE, EER
BHfER. WRS-output-fieldsEIESEER, BHBFESCRBLEENF

EQD

Sshort-full ¥l {BEERTTHRFRITAFRBINNLRIL, MAREStHIsysloghRiR
F. EERERCHRER, EACKERTRIRTEESHER.

AOAER MaHASI, NS RaIsshdiRSZ AE:

journalctl -u sshd -S today -o short

j sshd today
sshd[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2
sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

[

[
sshd[7150] : pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
[
[
[

sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]

sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2

sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
journalctl sshd today short

sshd[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2

sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

sshd[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root

sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2

sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]

sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2

sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

2) short-full

= EM Fxh2FD. BHXER, F--since=F0--until=15%IAYET HEIEED :

journalctl -u sshd -S today -o short-full
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A © 14:41:02 journalctl sshd -5 today -o short-full
2023-05-28 :46: CST arch sshd[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2
2023-05-28 :46: CST arch sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
2023-05- 01:4 CST arch sshd[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=6 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root

2023-05-2 CST arch sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2

2023-05- :47: CST arch sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
2023-05- :01: CST arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2

2023-05- :01: CST arch sshd[19425]: pam_unix(sshd:session): session opened for user root( =0) by (uid=0)

© 14:44:25

3) short-iso

LA FrERTEIEE (YYYY-MM-DDThh:mm:ss) EB7~:

ournalctl -u sshd -S today -o short-iso

0 14:44:25 AR TITTEIRaal sshd today short-iso
2023-05-28T01:46:29+0800 arch sshd[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2
2023-05-28T01:46:29+0800 ch sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
2023-05-28T01:47:13+0800 arch sshd[7150]: pam_unix(sshd:auth): authentication failur logname= ui euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
2023-05-28T01:47:15+0800 arch sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
-28T01 19+0800 arch sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
-28T14 3+0800 arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2
-28T14:01:03+0800 arch sshd[19425]: pam_unix(sshd:session): session opened for user root( =0) by (uid=0)
© 14:46:55 . ~

4) short-iso-precise

= Bl E0_E BRI RAERE :

ournalctl -u sshd -S today -o short-iso-precise

sshd today short-iso-precise

9.419024+0800 arch sshd[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2
.421466+0800 arch sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by id=0)
.906563+0800 arch sshd[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
.777475+0800 arch sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
.817946+0800 arch sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]

:01:03.725509+0800 arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2

:01:03.726649+0800 arch sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

© 14:48:24 SRS

5) short-monotonic

EREEEIERTIA), A ARV oERTRTE):

ournalctl -u sshd -S today -o short-mo

© 14:48:24 # ~ journalc sshd today short-monotonic
arch sshd[7052 Accepted password for root from 192.168.1.3 port 56322 ssh2
arch sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[7150 pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
arch sshd[7150 Failed password for root from 192.168.1.228 port 47812 ssh2
arch sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2
arch sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

6) short-delta

5 —, BEESH—FONEE, FIRNNEESA * Kixc:

ournalctl -u sshd -S today -o short-delta

© 14:50:54 journalctl sshd today short-delta

.607941 1 sshd[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2

.610222 .002281 >] sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

.095480 44.485258 >] sshd[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=0 eui tty=ssh ruser= rhost=192.168.1.228 user=root
.966429 < .870949 >] sshd[7150]: Failed passwo for root from 192.168.1.228 port 47812 ssh2

.006792 .040363 >] sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]

.914314 907522 >] sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2

.915384 .001070 >] sshd[19425]: pam_unix(ssh ession): session opened for user root(uid=0) by (uid=0)
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7) short-unix

SRR 1970F1B1HUTCLARAYRYEL, BIUNIXETIEE, BEARED:

tl -u sshd -S today -o short-unix

© 14:53:29 AEIES journalctl sshd today short-unix
.419024 arch sshd[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2
.421466 arch sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (
.906563 arch sshd[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
.777475 arch sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
.817946 arch sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
3.725509 arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2
.726649 arch sshd[19425 pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
© 14:58:51 ARNES

8) verbose

EBRATEF RTINS ETIA:

ournalctl -u sshd -S today -o verbose

verbose

SYSLOG_TIMESTAMP=May 28 01:46:29
password for root from 192.168.1.3 port 56322 ssh2

PORT=sysc
_IDENTIFIE

FEGS W O]iEIE man 7 systemd.journal-fields K&EE&.,

9) export
BEEFFIHHESEHTIMNEERNZHE (EEZE2ETIAFR) &:

journalctl -u sshd -S today -o export
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journalctl sshd today export
de5c4069e3b4a5182162465ddd61d5b; i=193f61;b=91b890e06b654b49a54257184891e744;m=5f09574745; t=5fcb06ef30ced ; x=401ab83427cda50

REALTIME_TIMESTAMP=1685209589419236
MONOTONIC_TIMESTAMP=408178607941
BOOT_ID=91b890e06b654b49a54257184891e744
MACHINE_ID=b8fd7a06laca4427b8f4f27e474d4989

HOSTNAME=arch

RUNTIME_SCOPE=system

PRIORITY=6

UID=0

GID=0

SYSTEMD_SLICE=system.slice

CAP_EFFECTIVE=1ffffffffff

SYSLOG_FACILITY=4

TRANSPORT=syslog

SYSLOG_IDENTIFIER=sshd

COMM=sshd

EXE=/usr/bin/sshd

SYSTEMD_CGROU system.slice/sshd.service
SYSTEMD_UNIT=sshd.service

SYSTEMD_INVOCATION_I 1174b37b37c4cd5b4d20c828cbffaa3
CMDLINE="sshd: root [priv]"

SYSLOG_PID=7052

SYSLOG_TIMESTAMP=May 28 01:46:29

[MESSAGE=Accepted password for root from 192.168.1.3 port 56322 ssh2
PID=7052

SOURCE_REALTIME_TIMESTAMP=1685209589419024

CURSOR=5=9de5c4069e3b4a5182162465ddd61d5b;i=193162; b=91b890e06b654b49a54257184891e744;m=5T0957502¢; t=5fcb06ef315cc;x=1f2b32c96c965b6e
REALTIME_TIMESTAMP=1685209589421516
MONOTONIC_TIMESTAMP=408178610222
BOOT_ID=91b890e06b654b49a54257184891e744
MACHINE_ID=b8fd7a06laca4427b8f4f27e474d4989
HOSTNAME=arch

RUNTIME_SCOPE=system

PRIORITY=6

UID=0

GID=0

SYSTEMD_SLICE=system.slice
CAP_EFFECTIVE=1ffffffffff

TRANSPORT=syslog

SYSLOG_IDENTIFIER=sshd

COMM=sshd

EXE=/usr/bin/sshd

10) json

jsont&zUHIH :

ournalctl -u -0 json

28.05.23
R

4 1]
28.05.23

11) json-pretty
KRB ISONEEREN, (BREEILAZIT, LMEFRESIEL.
EeanEg)_EIRERIRTLSEER J92( Critical ) AYSEHR B, 1BV :

ournalctl -b -1 -p 2 -o json-pretty

A 2 json-pretty

6dfad7211;m=76

A

0bfa; t=5fh.

A 0 15:14:42
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KT HisontHiEA G| qan ST BT —iE.

L MESSAGEKEIT A, TERIBETALH, ALl --alS2#HAEERBANR Y, EEHARE
EEEAHIMESSAGERER=A, Lthin:

journalctl -b -1 -p 2 -0 json-pretty --all > boot-1.json

12) json-sse

B BTN/ SONSIRESSH, (BREBEMESIRSIRRIXSHAIEI:
journalctl -u sshd -S today -o json-sse

n-sse
CHINE_ID

CE_REALTIME_TIM

02030 28.05.23

13) json-seq

& BB /9 SONEURSEH, (BRISRAASCIICROBRAT (0x1E) |, [EEEJIASCIFRITRF (0x0A) |, #F

&"application/json-seq " &AM

journalctl -u sshd -S today -o json-seq

sshd e
ONIC_TIM i word for root from

14) cat
M EEEEEERE, RERETEERENIRNMER, RETHdE, EEIREREE:
journalctl -u sshd -S today -o cat

A 0 15:19:47 A SR GIITREIRa Al sshd today cat
Accepted password for root from 192.168.1.3 port 56322 ssh2

pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
Failed password for root from 192.168.1.228 port 47812 ssh2

Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]

[Accepted password for root from 192.168.1.3 port 1232 ssh2

pam unix(sshd:session): session opened for user root(uid=0) by (uid=0)

A © 15:21:18
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15) with-unit

5 KM, BERTTHRFRTEFRRIIN LR, MARESAIsysloghhiRfF:

journalctl -u sshd -S today -o with-unit

journalctl sshd ‘today with-unit
:46:29 CST arch sshd.service[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2
9 CST arch sshd.service[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
3 CST arch sshd.s: ice[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
5 CST arch sshd.service[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
9 CST arch sshd.service[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]

5 KM, BERTHRFRTTERRIINERER, MARESRsysloghmRfT. EEBEIRILLA]
FREA, RACKERTEMRTRISHER.

2 5 Em L RIFERFIZR (--output-fields)

ESSRHFRSIER, XEFRNZEFEEHES. XRAWBEESERrEZRAHHERNETMN
( . . . . 0 )
B, "CURSOR", "REALTIME_TIMESTAMP"_, "__MONOTONIC_TIMESTAMP"¥I"_BOOT_ID"=ER 2 E T+

A,

ES S W AJi@1d man 7 systemd.journal-fieldsSR&EE,

it

ELaNtE H=FFRIEE /I SYSLOG_IDENTIFIER, HEBUAFERBSHERFFTENHRK:

journalctl -b -1 -p @ -0 json-pretty --output-fields=SYSLOG_IDENTIFIER

A © 15:36:36 journalctl json-pretty

REALTIME_TIM TAMP"
—MONOTONIC_TT|
1D

+
A © 15:37:13

FRER, IRFABHSEEMRBXNFR, FEETEMMEER, EER--output-fieldstB2EERTIC
REGEEINAY, ELAITEXSR AEILH -

$ journalctl -b -1 -p 2 -0 json-pretty
{
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json-pretty

6dfad7211;m=765

A

EIANTHEFTENRIE=FER, QD%—?EQP\]’?@?S SHAFIED, REAXFZAERE LEXLEFER
BAB, #B4--output-fieldsAUEVEE REEN FEXLEFERHEY, FEeRETrT=4.

ELanEF EEXEZAE, BRTEEN/INEREAS R MY, FRBMEE MESSAGE, _HOSTNAME,
_ MACHINE_ID. SYSLOG_FACILITY=FERMINZ, HEBLL 0 B

journalctl -b -1 -p 2 -0 json-pretty --output-
fields=MESSAGE, _HOSTNAME, __MACHINE_ID, SYSLOG_FACILITY
journalctl -b -1 -p 2 -0 json-sse --output-
fields=MESSAGE, _HOSTNAME MACHINE_ID, SYSLOG_FACILITY

28.05.23 4

28.05.23 1
01","__MONOTONIC_TIMESTAMP": " *5=9de5

A © 15:54:04 AL v . 28.05.23 &

B E T ERIR 5% H 7 (<FILED>=)
MSFBERET BN FRINEASRE, BATBTSETRIERTEIE.

Ebani#isEsshdf3% SYSLOG_PID 370523 B _SYSTEMD_INVOCATION_ID FIEEFREAHEE, FiEidjson-
prettyf &V :

journalctl = =21174b37b37c4cd5b4d26c828chffaa3 -u

sshd -o json-pretty
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A 0 16:04:54 ournalctl 4 json-pretty
{

o TEMD_INV : "21174b37
5 NIT rvice”
"PRIORITY" "6",

i "sshd",

“SYSTEMD
W PID"

from

' EFFECTIVE
OTONIC_TIMESTA

"y

"sshd,

ALTIME_TIMEST.
""SYSTEMD_CGROUP"
" MACHINE_ID"
"SYSTEMD_INVO
"_HOSTNAME "

on opened for user root(uid=

NEEERE _BOOT_IDAEANME, Mkl RI3iImzATER., fEzUian

journalctl -k =91b890eB6b654b49a54257184891e744 -p 3 -0 short-iso

A © 16:08:49 AL ISRl EINa L _B0OOT_ID=91b890e06b654b49a54257184891e744 3 short-iso

A © 16:08:54

journalctl --list-boots 2% HA AR EICRAIFTE _BOOT_ID:



© 16:13:13 journalctl

FIRST ENTRY LAST ENTRY
bd87211980c14071be90e2dbe43e46e2 2022-05-24 : 2022-05-28
6990345cb14549d88daa83bcfed9169b 2022-05-29 : 2022-06-07
dcOb8d563e324ecba’747f4cl96aaadd4 2022-06-07 : 2022-06-24
7510cd8e2e7b47619926T46093be4162 2022-06-24 : 2022-06-24
acf18b3add8a40909287e9d16e2c7a2c 2022-06-24 : 1 2022-06-24
b2178c2e30904178908b94da546Th412 i 2022-06-24 : 2022-09-22
f6fced3a28424c52ac609elbafb6bb805 2022-09-22 : 2022-10-01
53a9alc3f27246fd87e37b0fble4850a 2022-10-01 : 2022-10-03
f4ece52b515e44a9ad10308008d46e7e 2022-10-03 : 2022-10-06
6bcbe7f703074b03a4c806e3ffd60e80 2022-10-06 : 2022-10-08
874906559b714583b6150a5616T3bfeb 2022-10-08 : 1 2022-10-14
008dfccde22947449bd0384505376742 i 2022-10-14 : 2022-11-02
fdbb0dfab2cd453aa7b473eb7e7al53d 2022-11-02 : 2022-11-11
2651b14459454495895d5c6801721648 2022-11-11 : 2022-11-20
aOb5bafb657al48aaaf2b64feefbee2lc 2022-11-19 : 2023-01-17
821e72ec38154ff3b7c34d0db99f37bl 2023-01-17 : 2023-01-18
709bc21614a64157bb6dleebe36cOcf3f 2023-01-18 132: 2023-01-25
4al97eb813ad44cac9a75464640e0b1b0 2023-01-25 EESE 2023-01-25
132652d2d3bd4abab732205025562c30 2023-01-25 :09: 2023-01-25
81e669da42904059b2272b4e75c3e84c 2023-01-25 :38: 2023-01-26
b8f41f5a560c4a5bb851368faae9e898 2023-01-26 :25: 2023-03-17
£99a93283b104b16967783e160f2e014 2023-03-17 SNl 2023-04-15
056213455b5e4f6f9dead7c233c808ec 2023-04-15 112 2023-04-16
dc9b2e2aB8a9e4166a699a63c748e9322 2023-04-16 147 2023-04-18
dd7a8c34b9a84d598a90658faf9767bd 2023-04-18 : 2023-04-20
7b34bd6a8ccc4b7886606477d3fag80b 2023-04-20 : 2023-04-29
282b65318aft45989654220e708a9001 2023-04-29 148 2023-04-29
06dd1leebfbbe4970bb59559cd3fccas1 2023-04-29 :06: 2023-05-04
lab5a0®b32c7249ad9%eacel56dfad7211 2023-05-04 104: 2023-05-23
91b890e06b654b49a54257184891e744 2023-05-23 123: 2023-05-28

4. B RERIEAIEERIFEEITE(-n, --lines)

EEESHE, BMARTRATAE:

journalctl -u sshd -n

ErEf20i7RE:

journalctl -u sshd -n 20

© 18:38:17 A3 journalctl sshd

:46:29 arch sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
arch sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
arch sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2
arch sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[20039]:
arch sshd[20039]: banner exchange: Connection from 89.248.165.103 port 34220: invalid format
arch sshd[20082]: Accepted password for root from 192.168.1.3 port 21902 ssh2
arch sshd[20082]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

journalctl sshd
arch sshd[4272]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[4608]: Accepted password for root from 192.168.1.3 port 8798 ssh2
arch sshd[4608]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[5041]: Accepted password for root from 192.168.1.3 port 7228 ssh2
arch sshd[5041]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[5153]: Accepted password for root from 192.168.1.3 port 13610 ssh2
arch sshd[5153]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[5465]: Accepted password for root from 192.168.1.3 port 58238 ssh2
arch sshd[5465]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[7052]: Accepted password for root from 192.168.1.3 port 56322 ssh2
arch sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[7150]: \_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
arch sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
arch sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2
arch sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[20039]:
arch sshd[20039]: banner exchange: Connection from 89.248.165.103 port 34220: invalid format
arch sshd[20082]: Accepted password for root from 192.168.1.3 port 21902 ssh2
sshd[20082]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

HELE --grep—iSEART, ENASE --reverselUNER, RIERTEIIER:
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o ~
arch
arch
arch
arch
arch
arch
arch
arch
arch
arch
arch
arch
arch
arch
arch
arch

28
28
28
28
27
27
27
27
26
26
25
25
24
23
23
23

524
:45:

142
143
505}
255

May 22
May 22
May 22
May 20

5-&['.:']&5141%('“

journe
sshd[20082]:
sshd[19425]:
sshd[7150]:
sshd[7052] :
sshd[5465] :
sshd[5153]:
sshd[5041] :
sshd[4608] :
sshd[4272]:
sshd[4169]:
sshd[3512]:
sshd[3338]:
sshd[2741]:
sshd[2252]:
sshd[1880] :
sshd[1539]:
-- Boot lab5abb32c7249ad9eacel56dfa47211 --
B arch sshd[14972]:

arch sshd[14647]:
arch sshd[14550]:
arch sshd[13291]:

ctl sshd 20

_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:

pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:
pam_unix(sshd:

--reverse)

pam_unix(sshd:session):
pam_unix(sshd:session):
auth):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):
session):

session):
session):
session):
session):

pam
session opened for user
session opened for user
authentication failure;

session opened for
session opened for
session opened for
session opened for
session opened for
session opened for
session opened for
session opened for
session opened for
session opened for
session opened for
session opened for
session opened for user
session
session
session
session

user
user
user
user

opened for
opened for
opened for
opened for

root (ui
root(u

root (uil
loot(uld 0)

root (uil
root (ui

root (uit
root(u

root (ui
root (ui

euid=0 tty=ssh ruser= rhost=192.168.1.228

(uld 0)

y (uid=0)
(uid=0)

(
(
(ud
(ui

user=root

RIERCARIRIE S RIFHF, 18
SR

EEERINFRIIKET.
MNEERIHER:

NEE

Erani@isEprometheusRSS Im201TA9EE,

tl -u prometheus -S today -r -n 20

738]
prometheus[4738]
prometheus[4738]

5 arch pr

fo component=
info componen

checkpoint .

he: level=info compone

£ 94(warning)Bl7(debug) K&k

ournalctl -p 4..7 --facility=auth -r -n 30

arch
arch
arch
arch
arch
arch
arch

systemd loglnd[932]
sshd[20082] :
systemd-logind[932]:
systemd-logind[932]:
sshd[20039]:
systemd-logind[932]:
sshd[19425]:
systemd-logind[932]:
systemd-logind[932]:
systemd-logind[932]:
systemd-logind[932]:
systemd-logind[932]:
systemd-logind[932]:
systemd-logind[932]:
systemd-logind[932]:
sshd[7150] :
sshd[7150] :
systemd-logind[932]:
sshd[7052]: Accepted
systemd-logind[932]:
sshd[5465]: Accepted
systemd-logind[932]:
systemd-logind[932]:
systemd-logind[932]:
sshd[5153]: Accepted
systemd-logind[932]:
systemd-logind[932]:
systemd-logind[932]:
sshd[5041]: Accepted
systemd-logind[932]:

banner exchange:

New session 21 of user

Removed session 19.

Head G

sg="write bl

completed

lemory duratiol

01H1FQ1GZAVB6F78KEQ
CZ1QPMINE

ller truncati
200662

WAL checkpoint comp

30
root.

30iTHERAHER:

Accepted password for root from 192.168.1.3 port 21902 ssh2

s
0000 ulid=01H1GIGDZIKWSFXQ7VT4RW3ONA d
BNDS82E
71DVAE9

QAHA4Q2FAFRB7F36CE d
PQQ7EXIV6 df
00000

28.05.23 &

Session 19 logged out. Waiting for processes to exit.

New session 19 of user
Removed session 11.
Session
Removed
Session
Removed
Removed
Session
Session

session 13.

session 18.
session 17.

New session 18 of user
password for root from
New session 17 of user
password for root from
Removed session 16.

Session 16 logged out.
New session 16 of user
password for root from
Removed session 15.

Session 15 logged out.
New session 15 of user
password for root from
Removed session 14.

Connection from 89.248.165.103 port 34220:

root.

11 logged out. Waiting for

13 logged out. Waiting for

18 logged out. Waiting for
17 logged out. Waiting for
Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
Failed password for root from 192.168.1.228

root.
192.168.
root.
192.168.

Waiting
root.
192.168.

Waiting
root.
192.168.

Accepted password for root from 192.168.1.3 port 1232 ssh2

port 47812 ssh2
1.3 port 56322 ssh2

1.3 port 58238 ssh2

invalid format

processes to exit.

processes to exit.

processes to exit.
processes to exit.

processes to exit.

port 13610 ssh2

processes to exit.

port 7228 ssh2
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6. BRI (--show-cursor)

EBRsshdifFBRIL101THE, HaHEE—1THFIRMIE :

ournalctl -u sshd -n --show-cursor

journalctl sshd

28 4 r sshd[7052]: pam_unix(sshd:session): session opened for user root(ui ) by (uid=0)
28 / rch sshd[7150]: pam unix(sshd:auth): authentication failure; logname uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
28 sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
28 1 r sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
28 arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2
28 GO r sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
28 3 ch sshd[20039
28 8 r sshd[20039 banner exchange: Connection from 89.248.165.103 port 34220: invalid format
28 8 r sshd[20082 Accepted password for root from 192.168.1.3 port 21902 ssh2
28 8 fl sshd[20082 pam_unix(sshd:session session opened for user root(uid=0) by (uid=0)

de5c4069e3b4a5182162465ddd61d5b; g 1b890e06b654b49a54257184891e744;m=6d23b2ccf0; t=5fcbe894e928f; x=33c5ee374687c533

~
o
O

o s:fAEFHIE (sequence) , BR—MIRAEEERINZERE. FYSHETFIRCHEERN
5, FRelIRBERNIRREZ .

o 1:AREASHERSIS (fileindex) , BiERFEAIRARERNATXXHRSIVE. 81
A& 4R — M E—RIZRS (S,

e b:fFE3|SID (bootID) , b’fﬁRTF'EJJ & (boot session) ., BIRRFIToNEI SR — N
—5|15 1D, BFXSARNES

o m:ARBEEHUE (monotonic) , ERFATHEEAEXHFHUE. ERE—INEIEAIEL
B, BTFREREEEEREEHaME—FIIRR.

7 AREFRAIEI AR (-c, --cursor)
2R ER, JLABRiEEHrUEREMEE:

ournalctl -n --cursor

9de5c4069e3b4a5182762465ddd61d5b; i=194e5a; b=91b890ed6bE54b49a54257184891e744"
vord for invalid user wtian from 137.184.27.136 port 37590 ssh2
Received disconnect from 137.184.27.136 po 59 Normal Shutdown, Thank you for playing [preauth]
s Disconnected from invalid user wtian 137.1 .136 port 37590 [preauth]
sshd[ﬁl()b«l Invalid user wt from 137.184.27.136 port 45846
sshd[51064] : pam_faillock(sshd:auth): User unknown
5shd[5106: X i aut t
d[51064] : pam_unix(sshd:auth): check pass; user unknown
sshd[51064] : pam_unix(sshd:auth): authentication failure; logname= uid=® euid=e tty=ssh ruser= rhost=137.184.27.136
sshd[51064]: pam_faillock(sshd:auth): User unknown
sshd[51064]: Failed password for invalid user wt from 137.184.27.136 port 45846 ssh2
sshd 9de5c4069e3b4a518262465ddd61d5h; i=194e5a; b=91b890e06b654b49a54257184891e744 ; m=6d23b2ccfO; t=5fcbeBI4e928f ; x=33c5ee374687c533"
: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=e)

8. BREMNIRZBERIBZE(--after-cursor)
ENEENTENAEE, HER01T, HEEREERGRMIE:

journalctl show-cursor --after-curso

1b890e06b654b49a54257184891e744; m=421Cfb.

ted password for
hd: session
word T
et unix(sshd:session by (uid=0)
ted password for 1
hd

sh2
0) by (uid=0)
ss|

sshd[7052] epted password for
d[7652]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
7150]: pam_unix(sshd:auth) : authentication failure; Lognam 4=0 euid=0 tty=ssh ruser= rhost:
Failed password for root from 192.168.1.228 port 47
e o by authenticating user root 192.1 port 47812 [preauth]

0) by (uid=e)

onnection fron 89.248.165.103 port 34220 invalid format
ot fron 192.168.1.3 port 21902 ssh

32]: pam_unix(sshd ession opened for user root(uid=0) by

624650006 105 i-194650- b0 1b630606b654b49a54257 1640916744 nebd23b2Cc 10; 1=5 cbeBd4e928
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ETREMNURIEZFRITEE, FREET:

journalctl -u sshd -n -r --show-cursor --after-cursor=

c sshd "s=9de5c4069e3b4a5182f62465ddd61d5b; 1=191027 ; b=91b890e06b654b49a54257184891e744 ;m=421cfb3bb6e; t=5fc938297010d; x=c12416d70b6dcc77"

Accepted password for root from 121.5.27.141 port 49739 ssh2

pam_unix(ssh sion) ST GRS G (T R ) (i (s
Accepted word for root from 121.5.27.141 port 4438 s

pam_unix(sshd:session): session opened for user root(uid= o by (uid=0)

word for root from 121.5.179.137 port 45545 ssh2
X ession) 0 G iy i G Gy (k)

arch s pted rd for root from .179.137 port 56563 ssh2
arch sshd pam_unix (sshd:session) : session annEd for user root(uid=0) by (uid=0)

arch ss ed passw ot from 121.5.179.137 port 19756 ssh2
arch_ RleEid ion): session opened for user root(uid=e) by (uid=e)

0e06b654b49a54257. le744; 1997. 4 5fc5d7f32e7d3; x:

02030 28.05.23

9.LAUTCRYTEIE T Tt (--utc)

fHitHprometheusffRBSXERIT10/TAIRE, FLAUTCHY B :

journalctl --utc -u prometheus -S today

rnalct prometheus tm‘hy IO 28 05.23 &
arch prometheus[4738]: ts=2023-65-27T17:00:05.906Z ct.go:519 level=info componen
arch prometheus [4738 -2 9167 d.go:1192 level=info componen
5 arch prometheus[4738]: PERCER :05.9162
5 arch prometheus[4738]: t 7 9907 cal
6 arch prometheus[47: 0 7 6.192Z
6 arch prometheus[4738] z
6 arch prometheus[4738]:
arch prnmpthPui[-W)s]
1
8]

X g s g oc 8

203Z calle 11526 L f sd e S c 1H1E6ZE7B9QCK1PFDK372YIDM

6.206Z b.go:1526 g t IH1EDVSFDWYOBIOAKZ6QTF2

6 arch prometh: .620Z ac l=info componen pact blocks" count=3 min 124000662 maxt=1685188800000 ulid=01H1F2EBNY3A1BYSTIDXN
arch plumuthnu;[47 .628Z gt L ent= te block” block=01H1EDVSMVGDVOZT49MWATTAZO

WD journalct toda 002 28.05.23 m

arch prometheus[4738]: t :05.906Z cal 0 :519 le fo db rite bloc sz Cot U O1H1F7EB7AHE’AXHXNVYE%OHK durat]
arch prometheus[4738] 023-05-2 0:05.916Z ead.go:1192 level=info componen b pleted” caller=truncateMenory duration=6.

5 arch prometheus[4738] -916Z caller=checkpoint.go X c e d gment: egme m)nt— 203200000
arch prometheus[4738] -05- el Gpe e el R “WAL chackpoint compiote” fi
arch prometheus[4738] : 023-05- :06.192 —ts c Count=3 mint=1685167200662 maxt

6 arch prometheus[4738] PER .1997 90:1526 level-info onent=tsdb block" b 1H1EMPWQAVIHK7QS8H:

6 arch prometheus[4738] - . a ! d s 1H1E6ZE7BIQCK1PFDK3 M
arch prometheus[473 23-05- 2 52 ent=ts D K k=01HLEDV5FDWYOBIOAKZ6QTF2TN

6 arch prometheus[4738]: ts=202 0 Z call : eloinfo component=tsdh msg=rcompact blocks" counte3 mint=1685124000662 naxt=1635188800000 ulid-01H1F2EBNY3ALBYBTIDNN
arch prometheus[4738] 05- 06.628Z : L nfo component=tsdb msg="Deleting obsolete block" block=01HLEDVSMVEDVOZT4IMWATTA4ZO

01020y 28.05.23 m

AILABERI U IE RS EIRIGFZs NN X,

10. B HEXERAYi '%Eirﬁ'%(-x, --catalog)

7 systemd-journald I HEZR S, HHEALUES—S8ZNEEBES (message catalog) 18X
EX.

5 -x B --catalog i%I, journalctl i $EEIBREBEXATEERXEKNERERER:

journalctl -u sshd -x -n

ctl sshd
arch sshd 7052] pam_unix(sshd:session): session opened for user root(uid 0) by (ui
arch sshd[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid: 192.168.1.228
arch sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
arch sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]

arch sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[20039]:
arch sshd[20039]: banner exchange: Connection from 89.248.165.103 port 34220: invalid format
arch sshd[20082]: Accepted password for root from 192.168.1.3 port 21902 ssh2
arch sshd[20082]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

# ~

[
[
[
[
arch sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2
[
[
[
[
[

MRKBERENAE, WEARIEREET.
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11. AR ENRZFER(--no-hostname)
BB, AERENG, BEXPMSHRERTFEEERS FFELAISEAI,
ErREf10/TsshdfRFHE, HFEARERFNS:

sshd[7052]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

sshd[7150]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2

sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]

sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2

sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0

sshd[260039] :

sshd[20039]: banner exchange: Connection from 89.248.165.103 port 34220: invalid format
: Accepted password for root from 192.168.1.3 port 21902 ssh2
pam_unix(sshd:session session opened for user root(uid=0) by (uid=0)
L sshd
sshd[7052]: pam_unix(sshd:session): session opened for user root(ui ) by (uid=0)
sshd[7150]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
sshd[7150]: Failed password for root from 192.168.1.228 port 47812 ssh2
sshd[7150]: Connection closed by authenticating user root 192.168.1.228 port 47812 [preauth]
sshd[19425]: Accepted password for root from 192.168.1.3 port 1232 ssh2
sshd[19425]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
sshd[20039] :
sshd[20039]: banner exchange: Connection from 89.248.165.103 port 34220: invalid format
sshd[20082]: Accepted password for root from 192.168.1.3 port 21902 ssh2
sshd[20082]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

EONON a2 W . AR SEUERERY.
BRiZEjsontE TRl :

A :34: ournalc 1 json-pretty

STNAME"
LINE"

ssion opened for user root(uid=0)

S H\HHV INVOCA N "21174b37b37c4cd5b4
IDENTIFIE!

A © 19:34:59

ERASHHENZFER.

12.&kEREsH (--no-full)
WSHSHINTEBERKAEEENAES. JHEEEEEKN, SHEEMARERRX, LMRFHEN

St

T

OUOSIEW 28.05.23 &
600000 ulid=01H1HO7TWWIAIXV3EGV!

53600000 ulid=01HIHO7WN79SAYMCIKPMYAINZ6 sou
2 nfo component=tsdb msg: 6 ion=7.310154ms
mpact.go:519 level=info component=tsdb msg e t 6 685268000000 ulid=01H1HO7WF!

" prometheus [47 - 0 aller=db.go:1526 level=info component=tsdb m:
arch prometheus[47 t 6.4 db.go:1526 level=info componen

g level=inf

mpact.go:460 level=info component= c 1888 5253600000 ulid=01H1HO7W
db.go:1526 level=info componen 8

b.go:15

t=tads
nfo component=ts 3 min 2 xt 0000 ulid=01H1HO7WN7954YM..ak ion=208.414104nd
~info component=tsdb msg="Head GC completed" e c d 154ns

mponen r

5 arc
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13. 5 RMLFIA (-3, --all)
SEWRTFETER, BESIEERTHIN TR K:

journalctl -u prometheus.service -a -n 1 -o json-pretty

14.;RERAEFRE (-, --follow)
VEFBRTtail S SO -FEEEE, —EIREEASMIBS,
HANERESsshdRSS B, BHEESMINTEFHE

journalctl -u sshd -f -S now

# ~ journalctl sshd now
arch sshd[21068 pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
arch sshd[21068]: Failed password for root from 192.168.1.228 port 45526 ssh2
arch sshd[21068]: Failed password for root from 192.168.1.228 port 45526 ssh2
arch sshd[21068]: Accepted password for root from 192.168.1.228 port 45526 ssh2
arch sshd[21068]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)

# ~ ssh 192.168.1.12
root@192.168.1.12"'s password:
Permission denied, please try again.
root@192.168.1.12"'s password:
Permission denied, please try again.
root@192.168.1.12"'s password:
Last login: Sun May 28 20:03:25 2023 from 192.168.1.3
A © 20:04:04

WHFREME KRR E R BT 7 BE L.

15. R SEiERE T (--no-tail)

RSN, BARBREITEE, ARMLEIRET, M-no-tilSEFEFTERR, Bme

EBREE:

journalctl -u sshd -f --no-tail
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journ
sshd[20971

sshd[21068
sshd[21068
sshd[21068

sshd[21068
sshd[20971
sshd[20971
sshd[20971
sshd[20971

A~
systemd[1]
sshd[990]:
sshd[990]:
sshd[1539] :
sshd[1539] :
sshd[1880] :
sshd[1880] :
sshd[2252]:
sshd[2252]:
sshd[2741]:
sshd[2741]:
sshd[3338]:
sshd[3338]:
sshd[3512]:
sshd[3512]:
sshd[4169]:
sshd[4169]:
sshd[4272]:
sshd[4272]:
sshd[4608] :
sshd[4608] :
sshd[5041] :
sshd[5041]:
sshd[5153]:
sshd[5153] :
sshd[5465] :
sshd[5465] :
sshd[7052] :
sshd[7052] :
sshd[7150] :
sshd[7150]:
sshd[7150] :
sshd[19425
sshd[19425
sshd[20039

sshd[20082
sshd[20082
sshd[20639

]
]
]
1
sshd[21068] :
]
1
]
]
]

journalc

]
1
1
sshd[20039] :
1
]
]

sshd
Failed password for root from 1

Failed password for root from 1
Failed password for root from 1
Accepted password for root from
pam_unix(sshd:session): session
: Accepted password for root from
pam_unix(sshd:session): session

pam_unix(sshd:session): session

tl sshd

Started OpenSSH Daemon.
Server listening on 0.0.0.0 port
Server listening on port 22.
Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session session
Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session session
Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session session
Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session session
Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session): session
Accepted password for root from
pam_unix(sshd:session session
Accepted password for root from
pam_unix(sshd: session
pam_unix(ssh : authenticat:
Failed password for root from 19
Connection closed by authenticat
: Accepted password for root from
pam_unix(sshd:session)

banner exchange: Connection fro
: Accepted password for root from
pam_unix(sshd:session): session

16. 53R Tk (-q,-quiet)

|

92.168.1.228 port 57644 ssh2

92.168.1.228 port 45526 ssh2
92.168.1.228 port 45526 ssh2
192.168.1.228 port 45526 ssh2
opened for user root(ui
192.168.1.228 port 57644 ssh2

pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228

user=root

) by (uid=0)

opened for user root(uid=0) by (uid=0)

closed for user root

22

192.168.1.3 port 9580 ssh2
opened for us root(uid=0) by
121.5.179.137 port 49117 ssh2
opened for us root(uid=0) by
27.46.67.32 port 2135 ssh2
opened for user root(uid=0) by
121.5.179.137 port 19756 ssh2
opened for user root(uid=0) by
121.5.179.137 port 56503 ssh2
opened for user root(uid=0) by
121.5.179.137 port 45545 ssh2
opened for user root(uid=0) by
121.5.27.141 port 4438 ssh2
opened for user root(uid=0) by
121.5.27.141 port 49739 ssh2
opened for us root (uid=0)
192.168.1.3 port 8798 ssh2
opened for user root(uid=0)
192.168.1.3 port 7228 ssh2
opened for user root(uid=0)
192.168.1.3 port 13610 ssh2
opened for user root(uid=0)
192.168.1.3 port 58238 ssh2
opened for user root(uid=0)
192.168.1.3 port 56322 ssh2
opened for user root(uid=0)
ion failure; logname= ui
2.168.1.228 port 47812 ssh2
ing user root 192.168.1.228
192.168.1.3 port 1232 ssh2

by

m 89.248.165.103 port 34220
192.168.1.3 port 21902 ssh2
opened for user root(ui

ABERKBEIATER, JiE—LHMIURTIIRAR.

BRIV E—XG5 | ST 10T RE:

journalctl -b -1

-n -q

(uid:
(uid:
(uid
(uid
(uid:
(uid
(uid:
(uid:
(uid:
(uid
(uid

(uid:

(uid

=0)
=0)
=0)
=0)
=0)

)
=0)
=0)
=0)
=0)
=0)
=0)

)

tty=ssh ruser= rhost=192.168.1.228 user=root

port 47812 [preauth]
session opened for user root(uid=0) by (uid=0)
invalid format

by (uid=0)
pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228

user=root

M. $3TaahliEIRiFg

1.93 Bt (--no-pager)

FiHEmHAEHHE— I NE+, AT

D IREHERIT10{TprometheusfIHE:

journalctl -u prometheus

ometheus
ometheus

--no-pager

11:00:05.9
11:00:05
11:00:06.1

r=compact.go
ler=head.go:1
r=compact
Q7VT4RY
go:1
aller=db.go:1

519 lev
92 1
460_ley

durati

9

ONA] *

B

-n

el=info compon:
=info compon
1=info_compon:
on

Delet

ing

block”

mint=168

REZWERTRIRHRIEREERA.

28.05.23 &
t 268000000 ulid duration=175.6:
ory duration=
t=161

01H1HOTWF

11d=01H1HO7WWIAIXV36GVITQR

01H1HO7WFBDE21QCVBXYA2.

BJLABEIARI0--no-pager AL SHERHREXIRI, FINBERT—ITREAT, BEEEEEHEE
RIAE, INRER T, RENRESESE— T,


af://n1094
af://n1102
af://n1104

ERBALAEIES lessip S REKEERME:

journalctl -u prometheus -n 20 --no-pager|less

3:00:06 arch prometheus[4 t5=2023-05-28705:00:06 c level=info component=tsdb msg="Deleting obsolete
06 arch prometheus[4738 2 5-28705:00:06.264Z calle 0:1526 le omponent=tsdb msg="Deleting o 7
06 arch prometheus[ 2 28705:00 alle 0:152 S wponent=tsdb msg="Deleting obsolete block=01H1FQ1G: 8
05 arch promethe ) ent=tsdb msg="write bloc 6400662 maxt FXQ7VT4RW3ONA duration:

5 arch prometheus[4 5-28707:0 82 calle 0:1192 o db msg="Head GC completed"
05 arch prometheus [4 23-05 9:00 alle . s C 3 a 5080000 XY629157J3 duration=157.64112

arch prometheus[4 0 c g

arch prometheus[4738 2 y ad.go: 119 o s mpleted"”

arch promethe 0 C cating checkpo:
comple’

ing o
ing obsol
compact bl

1H
metheus [4 2023 6 0 one Deleting obs

06 arch prometheus [4: 0 476 : fo compon: Deleting obsolete block”

ch prome 4 go Deleting obs P

2. E(EIBEFRRIT(-e, --pager-end)
NGB AR E S RAIEEER, XETURRED R AERR.

EfIsshdfRFZHRETHE:

arch sshd[20639]: Failed password for root from 192.168.1.228 port 37370 ssh2
arch sshd[20639]: Failed password for root from 192.168.1.228 port 37370 ssh2
arch sshd[20639]: Accepted password for root from 192.168.1.228 port 37370 ssh2
arch sshd[20639]: pam_unix(ssh ession): session opened for user root(uid=0) by (uid=0)
arch sshd[20830]: pam_unix(ssh uth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
arch sshd[20830]: Failed password for root from 192.168.1.228 port 42946 ssh2
arch sshd[20846]: Accepted password for root from 192.168.1.3 port 31377 ssh2
arch sshd[20846]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[20830]: Failed password for root from 192.168.1.228 port 42946 ssh2
arch sshd[20830]: Connection closed by authenticating user root 192.168.1.228 port 42946 [preauth]
arch sshd[20830]: PAM 1 more authentication failure; logname= uid=0 eui tty=ssh ruser= rhost=192.168.1.228 user=root
arch sshd[20971]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruse rhost=192.168.1.228 user=root
arch sshd[20971]: Failed password for root from 192.168.1.228 port 57644 ssh2
arch sshd[20971]: pam_faillock(sshd:auth): Consecutive login failures for user root account temporarily locked
arch sshd[20971]: Failed password for root from 192.168.1.228 port 57644 ssh2
arch sshd[21068]: i authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.1.228 user=root
arch sshd[21068]: i root from 192.168.1.228 port 45526 ssh2
arch sshd[21068]: Failed password for root from 192.168.1.228 port 45526 ssh2
arch sshd[21068]: Accepted password for root from 192.168.1.228 port 45526 ssh2
arch sshd[21068]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[20971]: Accepted password for root from 192.168.1.228 port 644 ssh2
arch sshd[20971]: pam_unix(sshd:session): session opened for user root(uid=0) by (uid=0)
arch sshd[20971]
arch sshd[20971]: pam_unix(sshd:session session closed for user root
(Lines 7-63/63 (END)

arch sshd[51070]: pam_syst || t ste homed i ot availabl it
arch sshd[51070]: pam unix(sshd:auth): check pass; user unknown

arch sshd[51070]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=137.184.27.136
arch sshd[51070]: pam_faillock(sshd:auth): User unknown

arch sshd[51070]: Failed password for invalid user wu from 137.184.27.136 port 42802 ssh2

arch sshd[51070]: Received disconnect from 137.184.27.136 port 42802:11: Normal Shutdown, Thank you for playing [preauth]
arch sshd[51070]: Disconnected from invalid user wu 137.184.27.136 port 42802 [preauth]

arch sshd[51072]: Invalid user wudi from 137.184.27.136 port 51194

arch sshd[51072]: pam_faillock(sshd:auth): User unknown

arch sshd[51072] am_systemd_home (sshd:autt syst
arch sshd[51072]: pam unix(sshd:auth): check pass; user unknown

arch sshd[51072]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=137.184.27.136
arch sshd[51072]: pam_faillock(sshd:auth): User unknown

arch sshd[51072]: Failed password for invalid user wudi from 137.184.27.136 port 51194 ssh2

arch sshd[51072]: Received disconnect from 137.184.27.136 port 51194:11: Normal Shutdown, Thank you for playing [preauth]
arch sshd[51072]: Disconnected from invalid user wudi 137.184.27.136 port 51194 [preauth]

arch sshd[51074]: Invalid user wugang from 137.184.27.136 port 59616

arch sshd[51074]: pam_faillock(sshd:auth): User unknown

arch sshd[51074]: pam_systemd_home t fiz S
arch sshd[51074]: pam_unix(sshd:auth): check pass; user unknown

arch sshd[51074]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=137.184.27.136
arch sshd[51074]: pam_faillock(sshd:auth): User unknown

arch sshd[51074]: Failed password for invalid user wugang from 137.184.27.136 port 59616 ssh2

arch sshd[51074]: Received disconnect from 137.184.27.136 port 59616:11: Normal Shutdown, Thank you for playing [preauth]
arch sshd[51074]: Disconnected from invalid user wugang 137.184.27.136 rt 59616 [preauth]



af://n1126
af://n1147

LimtHFRBFER A (-N, --fields)
FIENZBifEjournalfiFE & B P FERIFIE XS

journalctl -N

A 0 20:45:43 A Sl ladl
AUDIT FIELD TERMINAL
SYSLOG_IDENTIFIER
PRIORITY
 SYSTEMD _SLICE
AUDIT TYPE
_GID
MESSAGE
AUDIT FIELD GRANTORS
SYSTEMD_INVOCATION_ ID
~ COMM
JOB_1ID
CODE_LINE
 SYSTEMD_CGROUP
 HOSTNAME
 SYSTEMD UNIT
_AUDIT LOGINUID
TID
AUDIT FIELD ACCT
JOB_TYPE
CODE FUNC

A © 20:45:46

2.4t BEPIEEFERRIFFBEUE(-F, --field)
EVaNFTENjournalicRAYHE+ _BOOT_ID. _HOSTNAME. PRIORITY=FERMUFFEEYE:

journalctl -F _BOOT_ID
journalctl -F _HOSTNAME

journalctl -F PRIORITY



af://n1147
af://n1172
af://n1158

A 0 20:52:19 A STl el _BOOT_ID
dcOb8d563e324ecbha747f4cl196aaal8d4
fofced3a28424c52ac609elbaf6bb805
6990345¢cb14549d88daa83bcfed9169b
91b890e06b654b49a54257184891e744
abb5baf657al48aaaft2b64feefbee2lc
6bcbe71f703074b03a4c806e3Tfd60e80
bd872ff980c14071be90e2d6ed43ed46e?2
056213455b5e4f6f9dead®7c233c808ec
dd7a8c34b9a84d598a90658faf9767bd
dc9b2e2a8a9e4166a699a63c748e9322
7b34bd6a8ccc4b7886606477d3Ta880b
fdbb0dfab2cd453aa7b473eb7e7al153d
971f0cb53180345c2ad476fd3376904ef
282b653f8aft45989654220e708a9001
£99a93283b104b16967783e160f2e014
b2178c2e30904178908b94da546tb412
actf18b3add8a40909287e9d16e2c7a2c
7510cdB8e2e7b47619926f46093be4162
81e669dad42904059b2272b4e75c3e84c
008dfccde22947449bd0384505376742
2651b14459454495895d5¢c6801721648
4a197eb813ad44cac9a75464640e0blb0o
709bc21614a64157bb6dleebe36cOcf3f
821e72ec38154ff3b7c34d0db99f37bl
lab5a0®b32c7249ad9%eacel56dfad7211
06ddleebfbbe4970bb59559cd3fccabl
b8f41f5a560c4a5bb851368faae9e898
fdece52b515e44a9ad10308008d46e7e
132652d2d3bd4a0ab732205025562c30
42646ca3d25¢c4c509¢c8c73e3¢c9c931f3
874906559b714583b6150a5616T3bfeb
53a9alc3t27246fd87e37b0fble4850a

0 20:52:33 A S INeat _HOSTNAME

© 20:52:43 A% SR lilgiINaal PRIORITY

A 0 20:52:54

3.5 AERiTAIFRBEBOOT ID(--list-boots)

journalctl --list-boots



af://n1173

© 20:53:26 journalctl

BOOT ID FIRST ENTRY LAST ENTRY
bd872ff980c14071be90e2dbe43ed46e2 Tue 2022-05-24 : : Sat 2022-05-28
6990345cb14549d88daa83bcfed9169b Sun 2022-05-29 144 Tue 2022-06-07
dcOb8d563e324ecba747f4c196aaa8d4 Tue 2022-06-07 146: Fri 2022-06-24
7510cd8e2e7b47619926146093be4162 Fri 2022-06-24 126 Fri 2022-06-24
acf18b3add8a40909287e9d16e2c7a2c Fri 2022-06-24 :28: Fri 2022-06-24
b2178c2e30904178908b94da546tb412 Fri 2022-06-24 :09: Thu 2022-09-22
f6fced3a28424c52ac609elbaf6bb805 Thu 2022-09-22 147 Sat 2022-10-01
53a9alc3f27246fd87e37b0fble4850a Sat 2022-10-01 :45: Mon 2022-10-03
fd4ece52b515e44a9ad10308008d46e7e Mon 2022-10-03 122: Thu 2022-10-06
6bche7f703074b03a4c806e3ffd60e80 Thu 2022-10-06 :00: Sat 2022-10-08
874906559b714583b6150a5616f3bfe6 Sat 2022-10-08 :57: Fri 2022-10-14
008dfccde22947449bd0384505376742 Fri 2022-10-14 :09: Wed 2022-11-02
fdbb0dfab2cd453aa7b473eb7e7a153d Wed 2022-11-02 HO5E Fri 2022-11-11
2651b14459454495895d5c6801721648 Fri 2022-11-11 :49: Sun 2022-11-20
aOb5Sbaf657al48aaaf2b64feefbee2lc Sat 2022-11-19 :38: Tue 2023-01-17
821e72ec38154ff3b7c34d0db99f37b1l Tue 2023-01-17 2357/ Wed 2023-01-18
709bc21614a64157b6dleebe36cOcf3f Wed 2023-01-18 :32: Wed 2023-01-25
4al97eb813a44cac9a75464640e0b1b0 Wed 2023-01-25 :55: Wed 2023-01-25
132652d2d3bd4a0ab732205025562c¢30 Wed 2023-01-25 :09: Wed 2023-01-25
81e669da42904059b2272b4e75c3e84c Wed 2023-01-25 :38: Thu 2023-01-26
b8f41f5a560c4a5bb851368faae9e898 Thu 2023-01-26 :25: Fri 2023-03-17
£99a93283b104b16967783e160f2e014 Fri 2023-03-17 231l Sat 2023-04-15
056213455b5e4f6f9dead7c233c808ec Sat 2023-04-15 112 Sun 2023-04-16
dc9b2e2aB8a%4166a699a63c748e9322 Sun 2023-04-16 AT 2 Tue 2023-04-18
dd7a8c34b9a84d598a90658faf9767bd Tue 2023-04-18 :36: Thu 2023-04-20
7b34bd6a8ccc4b7886606477d3fa880b Thu 2023-04-20 257/ Sat 2023-04-29
282b653f8aff45989654220e708a9001 Sat 2023-04-29 :48: Sat 2023-04-29
06ddleebfbbe4970bb59559cd3fcca51 Sat 2023-04-29 :06: Thu 2023-05-04
lab5a0b32c7249ad9eacel56dfad7211 2023-05-04 :04: Tue 2023-05-23
91b890e06b654b49a54257184891e744 2023-05-23 :23: Sun 2023-05-28
O 20:56:36

4. RREE{ERER(--disk-usage)
BrATE A SRS R, XN T S B S RS E R B AN

--disk-usage

Archived and active journals take up 4.8G in the file system.

|FEFNER B S A 4G/,

5588 B AIERRY—EX 1% (--verify)

HBHESMRFEAT I HHITIRE, FHREEHTTENRAEGER. BeaERTHRIELE. B
LA STEXZRS SR —EE:

journalctl --verify


af://n1179
af://n1187

© 20:57:59
/var/log/journal/bgfd7a061aca4427b8f4£27e474d4989/systeme9e76047525b84Fa5h1de14c01229eb28-0000000000057bc - 0005e 1edebd85599 . journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/systen@40e586edd8ladacaafd2dc5e f88396b1-0000000000000001-0005e92d9cdd7efe. journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@00050c50F914b6d-32641e6938a7cccd . journal~
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@9e76047525b84fa5b1de14c01229¢b28 -00000000000a5e6a-0005e1d7f2c5c53e. journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system. journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@dde5c4069e3b4a5182f62465ddd61d5b-0000000000013273 -0005edd2e 825 0. journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@0005ea7227f1c766-4eb1db95694364fc. journal~
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@b61fea5e5dc5470b940529665d976b-0000000000000001-0005e01e5a9238be . journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/user-1001@f779249a98494387ala5ae2075a8aaf3-0000000000019F95-0005e073c5baedbe . journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@9e76047525b84fa5h1de14c01229¢b28-000000000007d61a-0005e1ce585b615d. journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@0005e223cf6ffd6c-cc089d401f17af2e. journal~
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@b61fea5e5dc5470b940529665d976b-000000000001e4fe-0005e075197d8ed . journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@f6276769caadcd5853e5cecI0312298-000000000003b065-0005dfb805F44b71. journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/system@9e76047525b84fa5h1de14c01229¢b28-00000000000fadc7 -0005e1e92a499e16. journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/user-1001@ce32af30bd82412894b1d83d64369531-0000000000059e81 -0005dfc417cd5420. journal
/var/log/journal/b8fd7a061acad427b8f4f27e474d4989/5ystem@0005FI6cc698c657 -4dec3197eea5badf . journal~

/val/loq/]uulnal/bofd7aOGla(34477h8f4f27e474d4989/5y5tqugdF5c4069P3b435107f52465ddd6ldSb 0000000000146440-0005f99b682a5743. journal
/var/log/journal/b8fd7a06laca: 7b8f4f27e474d4989/system@0005fa724d3ad7dd-5bc8520247c20ace. journal~
/var/log/journal/b8fd7a06laca: 7b8f4f27e474d4989/user-1001@5176e21dbcbf4e71b457827d9ebadafl-0000000000027c01-0005eeaa7443ffdc. journal
/var/log/journal/b8fd7a061lacad4427b8f4f27e474d4989/user-1001@5176e21dbcbf4e71b457827d9ebadafl-0000000000013a8b-0005ed2b1761b7e8. journal
/var/log/journal/b8fd7a06laca: 7b8f4f27e474d4989/user-1001@ce32af30bd82412894b1d83d64369531-00000000000397a8-0005dfb78ea82cf7. journal
/var/log/journal/b8fd7a06laca: 7b8f4f27e474d4989/5ystem@0005e0085171001f-35c778fb1f628dc8. journal~
/var/log/journal/b8fd7a061lacad4427b8f4f27e474d4989/system@0005e22e290f fb8b-1db674a56c0f8a00. journal~
/var/log/journal/b8fd7a06laca: 7b8f4f27e474d4989/system@0005fa728d508bf8-168636808863ad5. journal~
/var/log/journal/b8fd7a06laca: 7b8f4f27e474d4989/system@f6276f769caadcd5853e5cec90312298-0000000000061469-0005dfc71f684ea7. journal
: Unused data (entry_offset
Unused data (entry_offset
Unused data (entry_offse
Unused data (entry_offse
: Unused data (entry_offset
/var/log/journal/b8fd7a06laca: 7b8f4f27e474d4989/system@dde5c4069e3b4a5182f62465ddd61d5b-0000000000130cf6-0005f8d023b45bad . journal
/var/log/journal/b8fd7a06lacad427b8f4f27e474d4989/system@fc0489ccaadf41108340cd3e2777dd04-0000000000000001-0005€22e290f42¢6. journal

6. A RRLEMSE (--header)

AERAERE, RERAERLEER:

journalctl --header

NS B RFrERjournal HESHRILEMER, TTLAFER --file SEUEE

journalctl --file=</path/xxx.journal> --header

tl
File path: /var/log/journal/bgfd7a06lacada27b8f4f27e474d4989/systen
File ID: aaa7e535d1704d87aa2a291552d1986d
Machine ID: b8fd7a6lacad427b8f4F27474d4989
Boot ID: lab5aBb32c7249ad9eacel56dfad7211
Sequential number ID: 9de5c4069e3b4a5182f62465ddd61d5h
State: ARCHIVED
Compatible flags:
Incompatible flags: COMPRESSED-ZSTD KEYED-HASH COMPACT
Header size: 264
Arena size: 29828928
ata hash table size:
Field hash table size
Rotate suggested: no
fHead sequential number: 1425830 (15cla6)
i 9255 (166b47)

2023-04-29 13:06:27 CST (5fa728d492b89
ITail realtime timestamp 2023-05-04 03:22 CST (5fadf7944b488)
Tail monotonic timestamp: 5d 9h 57min 5.833s (6cec97b468

: 92515

Entry array objects: 28
Deepest field hash chai
Deepest data hash chain:
Disk usage: 28.

© 21:21:52

7.5 B BE S 2B F(-list-catalog)
BHEEBRABEEIDUFEIAZIHE, FHilLEESEmAZERrS:

journalctl --list-catalog



af://n1198
af://n1215

A © 21:25:08 # ~
0027229ca0644181a76c4e92458afa2e
0e4284a0caca4bfc81cObb6786972673
1675d71172174098b1108bf8c7dc8f5d
1b3bb94037f04bbf81028e135a12d293
1c0454c1bd2241e0ac6fefb4bc631433
1dee0369c7fc4736b7099b38ech46ee?
24d8d4452573402496068381a6312df2
3354939424b4456d9802ca8333ed424a
36db2dfa5a9045elbd4af5f93elcfO57
39f53479d3a045ac8e11786248231fbf
3f7d5ef3e54f4302b4f0b143bb270cab
45f82f4aef7a4bbf942ce861d1f20990
4d4408cfd0d144859184d1e65d7c8ab5
50876a9db00f4c40bdela2ad381c3alb
58432bd3bace477cb514b56381b8a758
5aadd8e954dc4bla8c954d63fd9e1137
5eb03494b6584870a536b337290809b3
641257651clb4ec9a8624d7a40a9ele7
6bbd95e€977941e497c48be27c254128
7ad2d189f7e94e70a38c781354912448
7b05ebc668384222baa8881179cfda54
7c8a41f37b764941a0e1780b1be2f037
7d4958e842da4a758f6clcdc7b36dccS
7db73c8af0d94eeb822ac04323febabb
8811e6df2a8e40f58a94cea26f8ebf14
8d45620c1a4348dbb17410da57c60c66
98268866d1d54a499c4€98921d93bc40
98e322203f7a4ed290d09fe03c09fel5
9dlaaa27d60140bd96365438aad20286
a596d6fe7bfa4994828e72309e95d61e
2e8f7b866b0347b9af31felc80b127cO
b07a249cd024414a82dd00cd181378ff
b480325f9c394a7b802c231e51a2752c¢
b61fdac612e94b9182285b998843061f
be02cf6855d2428bad0df7e9d022f03d
cl4aaf76ec284a5falf105f88dfbo61c
c7a787079b354eaaa%9e77b371893cd27
d34d037fff1847e6ae669a370e694725
d93fb3c9c24d451a97ceab15ce59c00b
d9b373ed55a64feb8242e02dbe79a49c¢
de5b426a63be47a7bbac3eaac82e2f6f
e7852bfe46784eddaccde04bc864c2d5
e9bf28e6e834481bb6f48f548ad13606
ec387f577b844b8fa948f33cad9a75e6
eed00a68ffd84e31882105fd973abddl
77379a8490b408bbe516940505a777b
fc2e22bc6ee647b6b90729ab34a250b1
fcbefc5da23d428093f97¢82a9290f7b
fe6faa94e7774663a0da52717891d8ef

A ©21:25:18

BN EFEEE—ME—RIRRAFAI—MEE,

journalctl

systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:
systemd:

One or more messages could not be forwarded to syslog

Unit skipped

DNSSEC validation failed

Failed to generate valid unit name from path '@MOUNT_POINT@'.
systemd-udev-settle.service is deprecated.

Mount point is not empty

A virtual machine or container has been started

Session @SESSION_ID@ has been terminated

DNSSEC mode has been turned off, as server doesn't support it
A start job for unit @UNIT@ has finished successfully

TPM PCR Extended

Time zone change to @TIMEZONE@

A DNSSEC trust anchor has been revoked

The system is configured in a way that might cause problems
A virtual machine or container has been terminated

Core file was truncated to @SIZE_LIMIT@ bytes.

Automatic restarting of a unit has been scheduled

Process @EXECUTABLE@ could not be executed

System sleep state @SLEEP@ entered

Unit succeeded

A reload job for unit @UNIT@ has finished

Initial clock synchronization

A start job for unit @UNIT@ has begun execution

Initial clock bump

System sleep state @SLEEP@ left

A new session @SESSION_ID@ has been created for user @USER_ID@
System shutdown initiated

Unit process exited

A stop job for unit @UNIT@ has finished

Messages from a service have been suppressed

Resources consumed by unit runtime

System start-up is now complete

Special user @FFENDING_USER@ configured, this is not safe!
Accepting user/group name @USER_GROUP_NAME@, which does not match strict user/group name rules
A start job for unit @UNIT@ has failed

System factory reset initiated

Time change

A reload job for unit @UNIT@ has begun execution

The journal has been stopped

Unit failed

A stop job for unit @UNIT@ has begun execution

Seat @SEAT_ID@ has now been removed

Journal messages have been missed

Disk space used by the journal

User manager start-up is now complete

The journal has been started

Process @COREDUMP_PID@ (@COREDUMP_COMM@) dumped core

A new seat @SEAT_ID@ is now available

A process of @NIT@ unit has been killed by the 00M killer

BT RAMEIRZ B RAIBER.

8. R RcataloghIPIE (--dump-catalog)
SRHEEERNAS, 81M%BHEmMEFSHIDEMITREA (85 .catalog>{4+ER)

ump-catalog



af://n1227

© 21:31:38 A SNl
-- 0027229cab644181a/6c4e92458afa2e
One or more messages could not be forwarded to syslog
Defined-By: systemd
Support: https://lists.freedesktop.org/mailman/listinfo/systemd-devel

One or more messages could not be forwarded to the syslog service
running side-by-side with journald. This usually indicates that the
syslog implementation has not been able to keep up with the speed of
messages queued.

-- 0ed4284a0cacadbfc81cObb6786972673

Subject: Unit skipped

Defined-By: systemd

Support: https://lists.freedesktop.org/mailman/listinfo/systemd-devel

The unit @UNIT@ was skipped due to an ExecCondition= command failure, and has
entered the 'dead' state with result '@UNIT RESULT@'.

-- 1675d7f172174098b1108bf8c7dc8f5d

Subject: DNSSEC validation failed

Defined-By: systemd

Support: https://lists.freedesktop.org/mailman/listinfo/systemd-devel
Documentation: man:systemd-resolved.service(8)

A DNS query or resource record set failed DNSSEC validation. This is usually
indication that the communication channel used was tampered with.

-- 1b3bb94037f04bbfB81028e135a12d293

Failed to generate valid unit name from path '@MOUNT POINT@'.
Defined-By: systemd
Support: https://lists.freedesktop.org/mailman/listinfo/systemd-devel

The following mount point path could not be converted into a valid .mount
unit name:

@MOUNT_POINT@

Typically this means that the path to the mount point is longer than allowed
for valid unit names.

SRR LUIEES Ncatalog:

journalctl --dump-catalog <catalog id>

A © 21:35:00 A SESCERTlilgiElINadt 0027229cab644181a76c4e92458afa2e
-- 0027229ca064418la’6c4e92458afta2e

Subject: One or more messages could not be forwarded to syslog

Defined-By: systemd

Support: https://lists.freedesktop.org/mailman/listinfo/systemd-devel

One or more messages could not be forwarded to the syslog service
running side-by-side with journald. This usually indicates that the
syslog implementation has not been able to keep up with the speed of
messages queued.

A ® 21:35:05



9.8 Fficatalog(--update-catalog)

EHHEERRS|. BA%RR, MREEFFNERM, #FEMTX S, UERTHFIER
5,

journalctl --update-catalog

10. AL RBEANBBZ(--sync)
EKjournal Y daemonHIZBFIEHAB AN BEEIBENZD XHRFAH B EHE.

journalctl --sync

BILA LRI, journalctl ANBRIFFERIFNHTEEMOIT LR, AMYBENIBRRFAEDI5IEEL
FEME R, RAINTEEESEMTERNEMEES, S ELK (Elasticsearch, Logstash F
Kibana) SEHEREGDTEENER, H—E¥ BT BEDHRIEE

FENSHRGERRR, sSREmetTABENES, SERERNEMRFNRSS .
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