EEDNSE A MBERE ST, A ERBIAS ZUDPIH S A, 4 R%E MR A 215 45 Bk Kt
LW R FITCPfE i(retrying in TCP mode), {HXEEHRIISE; stF—B e 2 ERK
Rl g5 e, vt IEhEE . 5 HESERN LR, DNS over HTTPS (DoH) Bk
DNS over TLS (DoT) Etik b 7 H3%, [FINHTTPDNS Al DUREZ & i Shid i ml i, &
ok R 24 ISPHR AL I LDNS H #5215 SKHTTPDNSHR S, EARA N Shds . a5k v 2%
Rk, (HE B H N EBIAPPI S, AATRADT:

| BEINAPP
SDK l HTTPDNS fB%
; SRR
AES/DES/HTTPS & ; EREP *___’EiﬁmﬁWM@%ﬁ

‘ EEEE

IPv4/IPv6 &3 e ey &7

“H\ TP(S) 1 X BGP

| Anycast
I 224

HTTPONS 47 ; BEEQ HEieE

o #$I9E
DNS & SRITEUE +——r  HERHT(IEDNSPod)
Y
» %3 DNS 4

|

DNS ¥

[ 2] [Ff, dnscrypt-proxyfE NDoH/DoTDNSk: &k IkSS, BAWRELFENZKR
DoH/DoTA#NR55, FARSLIMDNSHIE &4,

e AR b, X7 B R E N AN AL 73 R E A A NDoH /Do Tfgtr,  ASE & il b 0% Kk
WE, XEMAHT dnsmasq + dnscrypt-proxy S8, 2T :


af://n0

dns over https/dns

N
over tls a
\\\\\‘ »

\\\ X2
\J
dnscrypt-proxy listen:
ER 0.0.0.0:53
* ‘h
o
© %
B dnsmasq

e - ONS

Ny dns over https/dns A~ 4

A
dnscrypt-proxy listen:
0.0.0.0:25533

over tls

dnsmasq i E X BEASHFMRANG, JUSHE EREXE &,

1 RMERRR

B RATRRI R A A #R 2 N B dnscrypt-proxy, Wit ek s, &8
85 Ifsystemd ik 55 .

RATHR RERMS
Arch pacman -Sy dnscrypt-proxy/yay -Sy dnscrypt-proxy
CentOS/RedHat yum install -y dnscrypt-proxy

Debian/Ubuntu apt-get install -y dnscrypt-proxy


https://blog.linux-code.com/articles/thread-2026.html
af://n10
af://n11
af://n27

2| Q) releases 7 T N H I HK:

Jopt  #3WEKE|/opt B X, MRWEUKE|/etcBEXHE BB XT
https://github.com/DNSCrypt/dnscrypt-
proxy/releases/download/2.1.2/dnscrypt-proxy-linux_x86_64-
2.1.2.tar.gz

BME2022FE 1N H &t hk N2.1.2,

tar xvf dnscrypt-proxy-linux_x86_64-2.1.2.tar.gz

linux-x86_64 dnscrypt-proxy
dnscrypt-proxy
/opt/dnscrypt-proxy/dnscrypt-proxy /usr/sbin/dnscrypt-proxy

Hay et tt, WBIEE, ReEH X THE— D 4T dnscrypt-proxy 3£
Be— 57 B e B S
R ATAT AR BE B PATH H 5%

/etc/systemd/system/dnscrypt-proxy.service

FANWTNHAE:

[Unit]
Description=Encrypted/authenticated DNS proxy


af://n27
af://n28
https://github.com/DNSCrypt/dnscrypt-proxy/releases/
af://n32
af://n39

ConditionFileIsExecutable=/usr/sbin/dnscrypt-proxy

[Service]

StartLimitInterval=5

StartLimitBurst=10

ExecStart=/usr/sbin/dnscrypt-proxy "-config" "dnscrypt-proxy.toml"

WorkingDirectory=/opt/dnscrypt-proxy
Restart=always

RestartSec=120
EnvironmentFile= /etc/sysconfig/dnscrypt-proxy

[Install]
WantedBy=multi-user.target

H g systemd~F ' 2 :

systemctl daemon-reload

HHLEES):

systemctl enable dnscrypt-proxy.service

H % H 1 W8 E ERCE S, e N0
9 IEZAE & A
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example-dnscrypt-proxy.toml dnscrypt-proxy.toml

e A it systemetl 5 0 ] BLSG T & 3817

./dnscrypt-proxy "-config" "dnscrypt-proxy.toml"

A A A 2 45 LR

./dnscrypt-proxy google.com

BRI ETEYERCNY = /opt/dnscrypt-proxy ./dnscrypt-proxy dnscrypt-proxy.toml Im 29s X o 14.11.22 &
[2022-11-14 5 28] [NOTICE] dnscrypt-proxy 2.1.2

[2022-11-14 :37:28] [NOTICE] Network connectivity detected

[2022-11-14 B 28] [NOTICE] Now listening to 127.0.0.1:53 [UDP]

[2022-11-14 :28] [NOTICE] Now listening to 127.0.0.1:53 [TCP]

[2022-11-14 :28] [NOTICE] Source [public-resolvers] loaded

[2022-11-14 :28] [NOTICE] Source [relays] loaded

[2022-11-14 :28] [NOTICE] Firefox workaround initialized

[2022-11-14 3 [NOTICE] [altername] TIMEOUT

[2022-11-14 g [NOTICE] [techsaviours.org-dnscrypt] OK (DNSCrypt) - rtt: 208ms

[2022-11-14 537/8 [NOTICE] [doh-crypto-sx] OK (DoH) - rtt: 477ms

[2022-11-14 3 [NOTICE] [dct-del] OK (DNSCrypt) - rtt: 558ms

[2022-11-14 - [NOTICE] [deffer-dns.au]l OK (DNSCrypt) - rtt: 153ms

[2022-11-14 8 [NOTICE] [cloudflare] OK (DoH) - rtt: 169ms

[2022-11-14 8837/4 [NOTICE] [dct-rul] OK (DNSCrypt) - rtt: 192ms

[2022-11-14 5337/ [NOTICE] [dnscrypt.uk-ipv4] OK (DNSCrypt) - rtt: 361ms

[2022-11-14 - [NOTICE] [starrydns] OK (DNSCrypt) - rtt: 51lms

[2022-11-14 ] [NOTICE] [dct-atl] OK (DNSCrypt) - rtt: 226ms

[2022-11-14 :38: [CRITICAL] [meganerd-doh-ipv4] Certificate hash [72696d1113206db8c50dc557e562ee863af1972787bdb7da5b8f4240c3cc30bb] not found

Xeon-Debian11(dnscrypt&abit) (1) x

CNBCWETEVIEIW = /opt/dnscrypt-proxy /dnscrypt-proxy - google.com 0.07 " 14.11.22 &
Resolving [google.com] using 127.0.0.1 port 53

Resolver : 89.58.6.169 (techsaviours.org.)
Canonical name: google.com.

IPv4 addresses: 216.58.214.78
IPv6 addresses: 2404:6800:4003:c02::66, 2404:6800:4003:c02::71, 2404:6800:4003:c02::65, 2404:6800:4003:c02::64

Name servers : ns2.google.com., nsl.google.com., ns3.google.com., ns4.google.com.
DNSSEC signed : no
Mail servers : 1 mail servers found

HTTPS alias -
HTTPS info : [alpn]=[h2,h3]

B docu51gn 05958488-4752-4ef2-95eb-aa7ba8a3bd0e, docusign=1b0a6754-49b1-4db5-8540-d2c12664b289, v=spfl include:_spf.google.com ~all, google-site-verifica
1on=TV9-DBe4R80X4vOM4U_bd J9cp0IMOnikftOjAgjmsQ, apple-domain-verification=30afIBcvSuDV2PLX, MS=E4A68B9AB2BB9670BCE15412F62916164COB20BB, google-site-verification=wD8N
11JTNTkezJ495vaW48f8_9xveREV4oB OHf50, onetrust-domain-verification=de0led21f2fa4d8781cbc3ffb89cfdef, atlassian-domain-verification=5YjTmWmjI92ewqkx20XmBaD60Td9zWon9r
eakvHX6B77zzkFQto8PQ9QsKnbf4I, facebook-domain-verification=22rm551cu4k0ab0bxsw536t1ds4h95, globalsign-smime-dv=CDYX+XFHUw2wml6/Gb8+59BsH31KzUr6c112BPvgKX8=, webexdoma
nverification.8YX6G=6e6922db-e3e6-4a36-904e-a805c28087fa

SO EREVAL YA = /opt/dnscrypt-proxy 0.07 & 14.11.22 &

o LB s 8 ekt @ HEE, BIAZIERKANEMRNDOH server, [FNXHDoH
server K% EEAMY, W RIRLE V\], IR F W RE ST SRR AR B
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2.DoH/DoThR$B &

(1) public servers

dnscrypt-proxy 7t — A4 JRZ5 513 < (55 T AL A BERLY LA BT IT), T LUMEREAE
S HEEB R ch 2 B 1 DN R 25 5

W 328 ) H BT A B BRI 42 K 2E U DoH server:

alidns-doh

A public DNS resolver that supports DoH/DoT in mainland China, provided by Alibaba-Cloud. Warning: GFW filtering rules are applied by that resolver. Homepage:
https://alidns.com/

Protocol DoH
Addresses[ "dns.alidns.com’, "'223.5.5.5" ]
Ports  [443]
DNSSEC false
No filters false
No logs false
Stamp  sdns://AGAAAAAAAAAACTIYMy41LjUUNSAUZf-XFWhwvjDWNPWQzx8E3VDwpSDoT4pSfpwal ofrgASkbnMuYWxpZG5zLmNvbQovZG5zLXF1ZXJ5

sth-dnscrypt-se Resolver in Stockholm, Sweden. DNSCrypt server. Non-logging, non-filtering, DNSSEC. DNSCrypt a
slh-dnscrypl—se-ipm@ Resolver in Stockholm, Sweden. DNSCrypt server. Non-logging, non-filtering, DNSSEC. DNSCrypt a
sth-doh-se Resolver in Stockholm, Sweden. DoH server. Non-logging, non-iltering, DNSSEC. DoH a
switch Public DoH service provided by SWITCH in Switzerland https://www.switch.ch Provides protection against malware, but does not block ads. @ DoH ﬁ
techsaviours.org-dnscrypt No filter | No logs | DNSSEC | Nuremberg, Germany (netcup) | Maintained by https:/techsaviours.org/ DNSCrypt ﬁ
fing-doh-ipv4 DoH server provided by Tsinghua University TUNA Association, located in mainland China, no GFW poisoning yet it has a manual blacklist. @ DoH A a
uncensoreddns-dk-ipv4 Also known as censurfridns. DoH, no logs, no filter, DNSSEC, unicast hosted in Denmark - hittps://blog.uncensoreddns.org DoH a
uncensoreddns—dk—ipvs® Also known as censurfridns. DoH, no logs, no filter, DNSSEC, unicast hosted in Denmark - https://blog.uncensoreddns.org DoH a
uncensoreddns-ipv4 Also known as censurfridns. DoH, no logs, no filter, DNSSEG, anycast - https://blog.uncensoreddns.org DoH a
uncensoreddns'\'pve'@ Also known as censurfridns. DoH, no logs, no filter, DNSSEC, anycast - https://blog.uncensoreddns.org DoH ﬁ

(2) public servers map

[ I PR e B Tk, STRFI AR EARTE SR :


af://n58
af://n59
https://dnscrypt.info/public-servers/
af://n65

. C%O )
- Atlantic O

- cean O
tuna-doh-ipv4
DoH server provided by Tsinghua University TUNA Associal tion,

O located in mainland China, no GFW poisoning yet it has a manual
O O O O O blacklist.
e ¥ O
© Open in Yandex.Maps

J5 i 328 PERE B AR B s I DoH _E i AR 55 4% o

HTENIMIRER, HETWARE M, —MHTES, —MHTEN,

NE IRFRIT S RE R B 1A T EZI, XER

# Empty listen_addresses to use systemd socket activation
listen addresses = ['0.0.0.0:5533"]
server_names = ['alidns-doh', 'tuna-doh-ipv4']
cache_size = 4096
cache_min_ttl = 2400
cache _max_ttl = 864600
cache_neg min_ttl = 60
cache _neg max_ttl = 600
[query_log]
file = '/var/log/dnscrypt-proxy/query.log'

[nx_log]
file = '/var/log/dnscrypt-proxy/nx.log'


af://n70
af://n72

[ sources]
[sources. 'public-resolvers']
url = 'https://download.dnscrypt.info/resolvers-list/v2/public-
resolvers.md’
cache _file = '/var/cache/dnscrypt-proxy/public-resolvers.md’
minisign_key =
"RWQT6LRCGA9153mlYecO04IzT51TGPpvIWUCNSCh1CBMOQTaLn73Y7GFO3"
refresh _delay = 72

prefix =

T bk X B 2 B 55331 AES3, Bk REEAH N EIDNSHRSS, F=A4sR;

R XA _EjifDoH /DoTH 55 4%, AREERS, 2SR R
5k & Hil,

1 I —1fr:

dnscrypt-proxy.toml dnscrypt-proxy-foreign.toml

=

R Bk E SN DoH /DoTH 55 45, FHE S Wrim 1, & SUE 7R B an
~, AT AN A K

listen addresses = ['0.0.0.0:25533"]
server_names = [ 'cloudflare', "google']

NECE 245 Blsystemd, JR4RIMCERBE, BFE—-DERGET,


https://dnscrypt.info/public-servers/
af://n81
af://n87

/etc/systemd/system/dnscrypt-proxy-foreign.service

FAWMTANE:

[Unit]
Description=Encrypted/authenticated DNS proxy
ConditionFileIsExecutable=/usr/sbin/dnscrypt-proxy

[Service]

StartLimitInterval=5

StartLimitBurst=10

ExecStart=/usr/sbin/dnscrypt-proxy "-config" "dnscrypt-proxy-
foreign.toml"

WorkingDirectory=/opt/dnscrypt-proxy
Restart=always

RestartSec=120
EnvironmentFile= /etc/sysconfig/dnscrypt-proxy

[Install]
WantedBy=multi-user.target

HifsystemdFH i :

systemctl daemon-reload

vax INENEEZIF

systemctl enable dnscrypt-proxy-foreign.service



af://n96

E AN AN E — M tomlfid & XX, FF HEA TN [Ksystemd k%5 7, # T RE3IF
MR R AT & F

systemctl dnscrypt-proxy.service
systemctl dnscrypt-proxy-foreign.service

© 23:43:11 = /opt/dnscrypt-proxy temctl status dnscrypt-proxy.service
@ dnscrypt-proxy.service - Encrypted/authenticated DNS proxy
Loaded: loaded (/etc/systemd/system/dnscrypt-proxy.service; enabled; vendor preset: enabled)
active (running) since Mon 2022-11-14 23:41:48 CST; 1lmin 54s ago
: ® dnscrypt-proxy.socket
Main PID: 421122 (dnscrypt-proxy)
Tasks: 12 (limit: 9508)
13.1M
180ms
: /system.slice/dnscrypt-proxy.service
L-421122 /usr/sbin/dnscrypt-proxy -config dnscrypt-proxy.toml

Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] Wiring systemd UDP socket #1, dnscrypt-proxy.socket, 127.0.2.1:53
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] Source [public-resolvers] loaded
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] Firefox workaround initialized
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] [tuna-doh-ipv4] OK (DoH) - rtt: 39ms
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] [alidns-doh] OK (DoH) - rtt: 15ms
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] Sorted latencie
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] - 15ms alidns-doh
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] - 39ms tuna-doh-ipv4
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] Server with the lowest initial latency: alidns-doh (rtt: 15ms)
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:48] [NOTICE] dnscrypt-proxy is ready - live servers: 2
& /opt/dnscrypt-proxy » systemctl status dnscrypt-proxy-foreign.service
pt-proxy-foreign.service - DNSCrypt client proxy
Loaded: loaded (/lib/systemd/system/dnscrypt-proxy-foreign.service; disabled; vendor preset: enabled)
Active: active (running) since Mon 2022-11-14 23:41:53 CST; 1lmin 55s ago
Docs: https://github.com/DNSCrypt/dnscrypt-proxy/wiki
Main PID: 421194 (dnscrypt-proxy)
Tasks: 11 (limit: 9508)
12.6M
189ms
: /system.slice/dnscrypt-proxy-foreign.service
L-421194 /usr/sbin/dnscrypt-proxy -config /etc/dnscrypt-proxy/dnscrypt-proxy-foreign.toml

Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:53] [NOTICE] Now listening to 0.0.0.0:25533 [TCP
Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:53] [NOTICE] Source [public-resolvers] loaded
Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:53] [NOTICE] Firefox workaround initialized
Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:53] [NOTICE] [google] OK (DoH) - rtt: 142ms
Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:54] [NOTICE] [cloudflare] OK (DoH) - rtt: 161lms
Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:54] [NOTICE] Sorted latencies
Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:54] [NOTICE] - 142ms google
Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:54] [NOTICE] - 161ms cloudflare
Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:54] [NOTICE] Server with the lowest initial latency: google (rtt: 142ms)
141: Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:54] [NOTICE] dnscrypt-proxy is ready - live servers: 2
= /opt/dnscrypt-proxy 15533
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
dnscrypt- 421122 root 8u IPv6 25981542 0t0 UDP *:5533
dnscrypt- 421122 root 9u IPv6 25981543 0t® TCP *:5533 (LISTEN)
= /opt/dnscrypt-proxy f :25533
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
dnscrypt- 421194 _dnscrypt-proxy 6u IPv6 25976414 0t0 UDP *:25533
dnscrypt- 421194 dnscrypt-proxy 7u IPv6 25976415 0t0 TCP *:25533 (LISTEN)
@ 0 23:43:53 = /opt/dnscrypt-proxy

MR 55 IEH MW Fiatr, S533MWr T E A E44, 25533 10T AT SMak44

BER IR A E N AME BT IR,  SE S IREGE T W IR S5 2 A5 A 1 fR AT o

B A H S S
-


af://n96
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tail /var/log/dnscrypt-proxy/query.log

digiy &M A [ v 11 AR AT 22 1L 9% DNS::

dig qcloud.com @192.168.1.72 5533 +short
dig youtube.com ©192.168.1.72 25533 +short

OB ERTUHYAY = /opt/dnscrypt-proxy tail /var/log/dnscrypt-proxy/query.log
[2022-11-14 23:50:56] 192.168.1.16 qcloud. com A PASS 41ms alidns-doh| @ EIEdoh

[2022-11-14 23:51:11] 192.168.1.16 youtube.com A PASS 520ms |[cloudflare| . #cf doh
[2022-11-14 23:51:15] 192.168.1.16  [youtube.com A PASS  Oms
[2022-11-14 23:51:18] 192.168.1.16 |qcloud.com A PASS ) EEEESTES

Xeon-Internal-Kali  x

dig gcloud.com @l192.168.1.72 5533 +short
.29.42.201
.29.47.192

dig youtube.com @192.168.1.72 25533 +short
.250.189.174

dig youtube.com @192.168.1.72 25533 +short
.250.189.174

dig gcloud.com @192.168.1.72 5533 +short
.29.42.201
.29.47.192

2k, WHNIRSSBITRER
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fldnsmasqif K LR E, ASH% FRXE &, HEME X

— 2 SLBldnsmasq 4k I E N S AR

ZG, HFEER EFEDNSHdnscrypt-proxyzfTALas BIAl, @15kdnsmasq#lldnscrypt-
proxyfE[dl— & HlasiatT, WME B aAs si bk B Al

W Doh il i# & i H
, RIPE )y [E Y DoH i Wy M it -

's|114.114.114.114|127.0.0.1#5533|g' accelerated-
domains.china.conf

eSS

AN 33X BRI il S5 SL BT E T B 48, Fr DA o 4 B s {7 dnscrypt-proxy IHLAY
1 [E N DoH I Wy #i i -

GO HPARPLINY # /etc/dnsmasq.d = head accelerated-domains.china.conf
server=/0-100.com/192.168.1.72#5533

server=/0-6.com/192.168.1.72#5533

server=/00.net/192.168.1.72#5533

server=/000.1ink/192.168.1.72#5533

server=/00000.host/192.168.1.72#5533

server=/00042.com/192.168.1.72#5533

server=/00058.com/192.168.1.72#5533
server=/0006266.com/192.168.1.72#5533

server=/0007.net/192.168.1.72#5533
server=/000714.xyz/192.168.1.72#5533
© 00:24:36 AE-WLACIL [T M

KN ANEgfa e, 78T i S _FIDNSH El Sb
DoH [ i Wr kit . fifr A X5 Ao, Jill

— 45 B E #bDoH W W b ik il i 5 -


af://n113
af://n114
https://blog.linux-code.com/articles/thread-2026.html
af://n117
af://n123

$ cat /etc/resolv.conf

nameserver 127.0.0.1

$ cat /etc/dnsmasq.conf

log-queries

log-facility=/var/log/dnsmasq. log

no-hosts

bogus-nxdomain=119.29.29.29

cache-size=1000

port=53

#DAUTF Q3G ER E, 25533RImmM# S HIEER, MEEEwDO, WwHRdnsmasgtn
dnscrypt-proxyZE R —&E, B#AN127.0.0.14#25533
server=192.168.1.72#25533

KT #Q)MH TR, Ak, “FHEEEL—, @M TdnsmasqHldnscrypt-proxyfEA
AHLERIBA TS

R AL HH g Eserver N E A DoHHbHE, T2 H
1 BRE, k4 HFEEdnscrypt-proxy Wl #sfif— 4530 1 DNATZ]

[ #NDoH i W i 1 A AL

#192.168.1.72 e Hdnscrypt-proxy L2 A M IP
iptables nat PREROUTING ens192 tcp

192.168.1.72:25533
iptables nat PREROUTING ens192 udp
192.168.1.72:25533
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CNCCHIPVLERY = /opt/dnscrypt-proxy iptables nat PREROUTING ens192 53 DNAT 192.168.1.72:25533
RCVRSHOPAY = /opt/dnscrypt-proxy ipt nat PREROUTING ens192 53 DNAT 192.168.1.72:25533
&= /opt/dnscrypt-proxy ipt nat
Chain PREROUTING (policy ACCEPT O packets, 0 bytes)
pkts bytes target prot opt in out source destination
0 0 DNAT tcp -- ensl92 * 0.0.0.0/0 0.0.0.0/0 tcp dpt:53 to:192.168.1.72:25533
0 DNAT udp -- ensl92 * 0.0.0.0/0 0.0.0.0/0 udp dpt:53 t0:192.168.1.72:25533

INPUT (policy ACCEPT 0 packets, 0 bytes)
bytes target prot opt in out source destination

OUTPUT (policy ACCEPT 0 packets, 0 bytes)
bytes target prot opt in out source destination
83781 DOCKER alt -- * & 0.0.0.0/0 1127.0.0.0/8 ADDRTYPE match dst-type LOCAL

POSTROUTING (policy ACCEPT 0 packets, 0 bytes)
bytes target prot opt in out source destination
0 MASQUERADE all -- * 'docker® 172.17.0.0/16 0.0.0.0/0

DOCKER (1 references)
bytes target prot opt in out source destination
0 RETURN all -- docker0 * 0.0.0.0/0 0.0.0.0/0
CICRERPI = /opt/dnscrypt-proxy

I & B dnsmas gL 2 Y MAFNAIT:

nameserver 192.168.1.72

AR —BNMILES, KDNSHE &K Jydnsmasqilasibiil, 2 55 0R E NS4
AL,

L35 /IR
192.168.1.71 % P, dns#gdnsmasq

192.168.1.72 dnscrypt-proxy

192.168.1.73 dnsmasq

QERAR S8 e IR 3R L i B R FE A, IR AR R Y H SRR AR AT

dnsmasq query H & 4% :
dnscrypt-proxy query H & #&4%: :

i Al digam BRI, M W R A H A S0
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15
15
15
15
15
15
15
15
15
15
15
15
15
15

Xeon-Debi

[2022-1 15 01 8:22]
[2022-11-15 01:08:42]

01.
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

1:08:

08:
08:
08:
08:
08:
08:
08
08
08
08:
08:
08:
08:
08:

11(dns

22
22
22
22
29
29
29

142
142
142

59
59
59
59
59

- Xeon-Debian11(dnscrypt&aqbit) (1)
@ /etc/dnsmasq.d

dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980]:
dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980]:
dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980] :
dnsmasq[18980] :

&= /opt/dnscrypt-proxy
& /opt/dnscrypt-proxy
192.168.1.73

[2022-11-15 01:09:00]

Xeon-Debian11-dnsmasq (1)
tail /var/log/dnsmasq. log
query[A] qcloud.com from 192.168.1.71| @
forwarded gcloud.com to 192.168.1.72
reply qcloud.com is 119.29.47.192

reply gcloud.com is 119.29.42.201
query[A] qcloud.com from 192.168.1.71
cached qcloud.com is 119.29.42.201
cached gcloud.com is 119.29.47.192
query[A

forwarded

is <CNAME>
cdn.cloudflare.net is
.cdn.cloudflare.net is

reply www. p1x1v net
reply www.pixiv.net.
reply www.pixiv.net

/var/log/dnscrypt-proxy/query.log
tail /var/log/dnscrypt-proxy/query.log
qcloud. com PASS 128ms

Xeon-Internal-Centos7.9

tuna-doh-ipv4 2

Xeon-Debian11-dnsmasq (2) Xeon-Internal-Kali Xeon-Archlinux(Prometheus&Grafana)

WEI.71ZFIREIdnsERER, HR%E LHF1.72(dnscrypt-proxy)sbid
SRFTiEE, RES1.71E2F

BHEE, TmikRALIEDNSANE, ERREAE iR

WEN. 71 EFim&RRNdNs query, F&Adnscrypt-proxybiE
10 ZFRMCR, FHRELE i

172.64.151.90

104.18.36.166 192.168.1.73 dnsmasq

dnscrypt-proxyliZE5RE dnsmasqiflBANIER, HARGEMNDoH LIFtE
® dnscrypt-proxylZIskE dnsmasqilSBATER, ERAEINDOH ik

192.168.1.72 dnscrypt-proxy

Internal-Debian11  x

© 0 01:08:03 4]

nameserver 192. 168 1.73

O ©01:08:08
.29.47. “é—"

cat /etc/resolv.conf

dig qcloud.com +short
T IR A D =rEeTigcloudARS:
T ] rracoucE
dig gcloud.com +short 5 EFRELRERENES
Z TN IR R
.29. SRR IR
e o 01:08:29 # ~ > |dig github.com +short | —
S BT ARGt AT~

"6 01:08:4 &~ [dig www.pixiv.net +short| —— @ BHFHEBSEithubTphiviORRIToS
www . pixiv.net.cdn.cloudflare.net.

CloudFlareT s
CloudFlare™s

A ~

J
=I
“ ~
>y

192.168.1.71 client

© 01:08:59

o] CLiE & 21,
G, W &S EAS EiFDoH, JH%ZFidsk{Ednsmasqfil 7 #4l, HEEIEKE
AR B A% i

E NI A ENT, dnsmasq¥s & #idnscrypt-proxy i E A _LifFDoH,  [# M
A

PERNRER B -


af://n160

% /etc/dnsmasq.d fail /var/log/dnsmasq. log
dnsmasq[18980]: query[A] zhihu.com from 192.168.1.71
dnsmasq[18980]: forwarded zhihu.com to 192.168.1.72
dnsmasq[18980]: reply zhihu.com is 103.41.167.234
dnsmasq[18980]: query[A] gcloud.com from 192.168.1.71
dnsmasq[18980]: forwarded qcloud.com to 192.168.1.72
dnsmasq[18980]: reply qcloud.com is 119.29.47.192
dnsmasq[18980]: reply gcloud.com is 119.29.42.201
dnsmasq[18980] :| query[A] github.com from 192.168.1.71
dnsmasq[18980] :| forwarded github.com to 192.168.1.72
dnsmasq[18980] :| reply github.com is 140.82.114.3

Xeon-Debian11(dnscrypt&qgbit) x
= /opt/dnscrypt-proxy tail /var/log/dnscrypt-proxy/query.log
[2022-11-15 01:08:22]  192.168.1.73 qcloud. com PASS 128ms  tuna-doh-ipvé4
[2022-11-15 01:08:42] 192.168.1.73 github.com PASS 519ms  cloudflare
[2022-11-15 01:09:00] 192.168.1.73 www.pixiv.net PASS 476ms  google
[2022-11-15 01:48:14]  192.168.1.73 zhihu. com PASS 138ms  tuna-doh-ipv4
[2022-11-15 01:48:36] 192.168.1.73 qcloud.com PASS 157ms  tuna-doh-ipv4
[2022-11-15 01:48:43] | 192.168.1.73 github.com PASS 454ms  google

Internal-Debian11 x

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5988
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1024
::» QUESTION SECTION:

;github. com. IN

;7 ANSWER SECTION:
github.com. IN 140.82.114.4[=E 6 3 JE MM B A+ A<GitHub 2y =] ]

[l i #E dnsmasqgflldnscrypt-proxy#L#s L #BE M4 :

dnsmasqffl£s:

tcpdump any © port 53 or port 5533 or port 25533 or port
443 dnsmasq.pcap

dnscrypt-proxy#/Las:

tcpdump any © port 53 or port 5533 or port 25533 or port
443 dnscrypt-proxy.pcap




ZER .pcap XA EBI AR, ff FwiresharksAril T :

* dnsmasq: 954, WEIKH%FuRHIDNS queryifK;

» dnsmasq: 105, dnsmasqli_Liffdnscrypt-proxyigK;

* dnscrypt-proxy: 5541, dnscrypt-proxyd{ %>k Hdnsmasqfidns queryifsK;

 dnscrypt-proxy: 6-3054, [ Eif#Google DoH#E Y TCP=k {2 F UL TLS#ET,
INZ A& EDNSTE >

* dnscrypt-proxy: 31-3354, SEIHN% 5 100 R L ;

» dnscrypt-proxy: 3454, % 5K N4 R E 4 dnsmasq;

* dnsmasq: 1154, Z2[EHridsx;

* dnsmasq: 12541, K45 RIRIE4% F i,

o drsm ]
File Edit View Go Capture Analyze Statistics Telephoi W Tools Help
Am e RERes=F o= = @aaaH
(W Tud. strean eq ¢ || udp. strean eq 5
Time Source Destination Protocol  Length Identification Time since previous Time Time to Liv tcp.an Info
T 9 2022-11-15 01:48:42.693450|192.168.1.71 192.168.1.73 DNS 99 oxf7ac (63404) 64 Standard query 0x1764 A github.com OPT 0 WEBEE clientflIDNS query
i 10 2022-11-15 01 2.704692[192.168.1.73 192.168.1.72 DNS 99 oxbe27 (48679) 64 Standard query ©x1125 A github.com OPT | @ it iNa s ey st}
| 11 2022-11-15 ©01:48:43.160624[192.168.1.72 192.168.1.73 DNS 103 0x326a ©.455932000
L 12 2022-11-15 01:4 3.171049[192.168.1.73 192.168.1.71 DNS 103 0xe8c6 (59590) 0.477599000 64 Standard query response 0x1764 A github.com A 140.82.114.3 OPT| e EEfaclient
aclen
M insryptpcap — 5 3
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amg® RO Re=2=F 8 =QaQaH
(W[ udp. strean eq 2 11 tep. strean eq 0
Time Source Destination Protocol  Length Identification Time since previous Time Time to Liv tep.an Info
2022-11-15 01:48

:42.747971 192.168.1.73 192.168.1.72 DNS 99 oxbe27 (48679) 64 Standard query 0x1125 A github.com OPT

8 » 443 [ACK] Seq=561772819 Ack=14:

2022-11-15 01:48:42.790286 192.168. .8.8 72 oxeabf (60095) ©.000072000 . 4259
9 2022-11-15 01:48:42.790904 [192.168.1.72 8.8.8.8 TLSV1.3 352 @xeaco (60096) ©.000618000 64 Client Hello
10 2022-11-15 01:48:42.791314(8.8.8.8 192.168.1.72 Tcp 72 oxfaag (64169) ©.000410000 64 0.0..443 > 42598 [ACK] Seq-1437955528 Ack=561773099 Win-64896 Len-0 TSval-109699878
11 2022-11-15 01:48:43.017415(8.8.8.8 192.168.1.72 TLSV1.3 2552 exfaaa (64170) 0.226101000 64 server Hello, Change Cipher Spec
12 2622-11-15 01:48:43.017473[192.168.1.72 8.8.8.8 Tcp 72 exeacl (60097) ©.000058000 64 0.0..42598 > 443 [ACK] Seq=561773099 Ack=1437958008 Win=63488 Len=@ TSval-1533570192
13 2022-11-15 01:48:43.065821(8.8.8.8 192.168.1.72 TLSv1.3 2410 oxfaac (64172) 0.048348000 64 Application Data
14 2022-11-15 01:48:43.065854(192.168.1.72 8.8.8.8 Tcp 72 oxeac2 (60098) ©0.000033000 64 0.0.42598 » 443 [ACK] Seq=561773099 Ack=1437960346 Win=63488 Len=@ TSval-1533570241
15 2622-11-15 01:48:43.069429 [192.168.1.72 8.8.8.8 TLSV1.3 136 @xeac3 (60099) 0.003575000 64 Change Cipher Spec, Application Data
16 2022-11-15 01:48:43.069573[192.168.1.72 8.8.8.8 TLSV1.3 158 0xeacs (60100) 0.000142000 64 Application Data e —
17 2022-11-15 01:48:43.069752(192.168.1.72 8.8.8.8 TLSV1.3 240 @xeac5 (60101) 0.000179000 64 Application Data (] igﬁaﬁg’gﬂg' RERFgooglefiDohit{Itcp
18 2622-11-15 01:48:43.069952[192.168.1.72 8.8.8.8 TLSV1.3 171 exeac6 (60102) ©.000200000 64 Application Data £
19 2022-11-15 01:48:43.0699718.8.8.8 192.168.1.72 Tcp 72 oxfaae (64174) ©.000019000 64 0.0.. 443 > 42598 [ACK] Seq-1437960346 Ack=561773163 Len-0 TSval-109700157
20 2022-11-15 01:48:43.069972 (8.8.8.8 192.168.1.72 Tcp 72 oxfaaf (64175) ©.000001000 64 443 > 42598 [ACK] Seq=1437960346 Ack=561773249 Len=0 Tsval=109700157
21 2022-11-15 01:48:43.070178(8.8.8.8 192.168.1.72 Tcp 72 exfabe (64176) 0.000206000 64 443 > 42598 [ACK] Seq=1437960346 Ack=5(1773417 Len=0 TSval=109700157
22 2022-11-15 01:48:43.070178(8.8.8.8 192.168.1.72 Tcp 72 oxfabl (64177) 0.000000000 64 0.0..443 > 42598 [ACK] Seq=1437960346 Ack=561773516 Win=64768 Len=0 TSval-109760157
23 2022-11-15 01:48:43.158901 [8.8.8.8 192.168.1.72 TLSV1.3 134 exfab2 (64178) ©.088723000 64 Application Data
24 26022-11-15 01:48:43.158931 [192.168.1.72 8.8.8.8 Tcp 72 exeac7 (60103) ©.000030000 64 0.0..42598 > 443 [ACK] Seq=561773516 Ack-1437960408 Win=64128 Len=0 TSval-1533570334
25 2022-11-15 01:48:43.159156 [192.168.1.72 8.8.8.8 TLSv1.3 103 0xeac8 (60104) 0.000225000 64 Application Data
26 2022-11-15 01:48:43.159692 [8.8.8.8 192.168.1.72 Tcp 72 oxfab3 (64179) ©.000536000 64 0.0.443 > 42598 [ACK] Seq=1437960408 Ack=541773547 Win=64768 Len=@ TSval=109700246
27 2022-11-15 01:48:43.1617568.8.8.8 192.168.1.72 TLSV1.3 103 exfabs (64180) 0.002064000 64 Application Data
28 2022-11-15 01:48:43.161785 (192.168.1.72 8.8.8.8 Tcp 72 oxeaco (60105) 0.000029000 64 0.0..42598 » 443 [ACK] Seq=561773547 Ack=1437960439 Win=64128 Len=0 TSval-1533570337
29 2022-11-15 01:48:43.1995368.8.8.8 192.168.1.72 TLSV1.3 446 exfabs (64181) ©.037751000 64 Application Data
30 2022-11-15 01:48:43.199567 1192.168.1.72 8 TICP axeaca (60106) 0.000031000 64 _0.0. 4259; 443 [ACK] Seq=561773547 Ack=1437960813 Win=64128 Len=@ TSval=1533570374
31 2022-11-15 01:48:43.202317[8.8.8.8 192.168.1.72 TLSVI.3 641 0xfab6 (64182) 0.002750000 64 Application Data, Application Data, ApplicabigneData
32 2022-11-15 01:48:43.202346|192.168.1.72 8.8.8.8 TCP 72 oxeach (60107) 0.000029000 64 0.0.. 42598 - 443 [ACK] Seq=561773547 Ack=14%7 SENBEANEEE ) TSva1=153357937’
33 2022-11-15 01:48:43.202711(192.168.1.72 8.8.8.8 TLSv1.3 111 exeacc (60108 0.000365000 64 Application Data =
L 34 2022-11-15 01:48:43.202886[192.168.1.72 192.168.1.73 DNS 103 0x326a (12906) 0.454909000 64 Standard query response 0x1125 A github.com A 149.82.114.3 OPT|
35 2022-11-15 01:48:43.202993 8.8.8.8 192.168.1.72 Tcp 72 oxfab7 (64183) ©0.000282000 64 0.0.443 > 42598 [ACK] Seq=1437961382 Ack=561773586 Win=64768 Len
> Frame 5: 99 bytes on wire (792 bits), 99 bytes captured (792 bits) CIEEMllos 00 00 00 00 00 @0 02 00 01 00 06 00 50 56 81]
. Linux cooked capture v2 0010 CHRPCICINAY 45 00 @0 4f be 27 40 @0 40 11 18 94
> Internet Protocol Version 4, Src: 192.168.1.73, Dst: 192.168.1.72 0020 0 a8 01 49 c@ a8 01 48 a3 30 00 35 00 3b dd 35 -
» User Datagram Protocol, Src Port: 41776, Dst Port: 53 e 11 25 01 20 00 01 00 60 00 @0 00 01 06 67 69 74 % -
s e 0040 68 75 62 03 63 6f 6d @0 ©0 01 @0 01 @0 00 29 10  hub-com-

AT LLEMTER], dnsmasqiBiEKR)E, kG ESIIDoHMRFS AL, JHIERAT 1
TLSHnZ &k, MRMPIIE ¥ DNSR e, 22036 KT BARE 5 1L R 0143 % i

B, dnsmasqg + dnscrypt-proxy SEHENFMDoH/DoTr it B4 4 58 ik,
SR B AR B, dnsmasgfllasfE N AL, i dnsmasg-china-list K4 H
2 HLSEI R R 45 iFidnscrypt-proxy b #,  dnscrypt-proxy A%} B fiDoH /DoT
public servers/ila ¥ &k EEI et 45 R


af://n188

5341, dnscrypte-proxyi®F th @ ¥IfiEE )y, (£ toml RE XM b _strategy
ZRERE, SRIEHETLUZ:

first . RUBEEYIRPHERINRS 2

D2 BENLEPERT24 S R AR S5 75, BRIN e T
ph  TERTA MRS 28 i DRI — 22 2z [H] B AL 2 £%
random : MServers| £ o A1 1% B

MRAEA R S5 3 Fya%e, [RI Al BAZ e JLAME B LiDoH /DoT, 1 484 fildnscrypte-
proxyJRSE &, #RIHLIEx 4,
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