=

RY

it

EIEDNSIEBIIERES, FTEEAEIAERUDPIEN (&), SABLREIFHERIKBSERTRA
TCP{&E#i(retrying in TCP mode), {BIXLERREAN; WTF—LLeERRENWEIHE, HERHIIED
. SHRESEERIZ SRR, DNS over HTTPS (DoH) LAKDNS over TLS (DoT) Hiik LT iz, [
ERfHTTPDNSHERILANIENZ Er#isIn, TEREMESTISPIRHAILDNSEEAEKHTTPDNSHR
%, EEmEmis. BERBESSE, BFEERNEBIAPPAR, BITRENT:

FBENAPP |
SDK ; HTTPDNS FRZ5
: : N e )
‘ AES/DES/HTTPS 1% : BHEEPE | «—— [=] WABHHDNSPod)
: w EFRES
| ol 1 . 4
‘ 1Pv4/IPv6 &3 IHTTR(S) i BGP EF
: | Anycast
. ! =
: HTTPDNS &1 ; FEEA HEiRE
f 1 » #AEE
| DNS fg#f ! TR ——  HUET(IEDNSPod)
T » 23 DNS
DNS ¥ EAER

[EIZIERR, dnscrypt-proxy{E/9DoH/DoTHIDNSEEARSS, BLa R ELFERISZ AKDoH/DoTALE R
52, BRANSCIIDNSHIZMER,

FEHEM F, NEEHMEIERINEE S RERFRIDoH/DOTHET, LURSBITEREEE, XEFEA

T dnsmasqg *+ dnscrypt-proxy §Ef)n|_,, ;E*’QQD—F

dns over https/dns

Z >

over tls m
e
- X2
\J
dnscrypt-proxy listen:
ER 0.0.0.0:53
e =l
s dnsmasq

AMN
e - ONS
b A\ ¥ 4

dns over https/dns
over tls

e
dnscrypt-proxy listen:
0.0.0.0:25533

dnsmasqILEE EXBASTFMREANE, TSR LEYE.
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b o
E -3

- dnscrypt-proxy
15044 RZ= 3=

BRITHREVR A CERE A SRR Ednscrypt-proxy, LICHEFIERIZRETSN, SEHMSFsystemd
R3S,

ZiThR TRNGS
Arch pacman -Sy dnscrypt-proxy/yay -Sy dnscrypt-proxy
CentOS/RedHat yum install -y dnscrypt-proxy
Debian/Ubuntu apt-get install -y dnscrypt-proxy
2. Tih2aE

(1) 3REY
Fl|releases TAHE NEERHATHR :

cd /opt #IMUKEB]/opt Hak, RAILURE]/etc HREILE HFXR
wget https://github.com/DNSCrypt/dnscrypt-proxy/releases/download/2.1.2/dnscrypt-
proxy-linux x86 64-2.1.2.tar.gz

BE2022 11 BT N2.1.2,
(2) RRERIRGE

tar xvf dnscrypt-proxy-linux x86 64-2.1.2.tar.gz

mv linux-x86_ 64 dnscrypt-proxy

cd dnscrypt-proxy

1In -sf /opt/dnscrypt-proxy/dnscrypt-proxy /usr/sbin/dnscrypt-proxy

- EnREFEUEYE, #ER, FEEERTEE— AT dnscrypt-proxy ALK —LRAIES
B,
o BAHTXHIERIPATHE R,

(3) SsystemdBis3

vim /etc/systemd/system/dnscrypt-proxy.service

ENNTHA:

[Unit]
Description=Encrypted/authenticated DNS proxy
ConditionFileIsExecutable=/usr/sbin/dnscrypt-proxy

[Service]

StartLimitInterval=5

StartLimitBurst=10

ExecStart=/usr/sbin/dnscrypt-proxy "-config" "dnscrypt-proxy.toml"
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WorkingDirectory=/opt/dnscrypt-proxy
Restart=always

RestartSec=120

EnvironmentFile=-/etc/sysconfig/dnscrypt-proxy

[Install]

WantedBy=multi-user.target
EBisystemdFiFHE:
systemctl daemon-reload

FHEE:

systemctl enable dnscrypt-proxy.service

—. Public Servers5iRZEtBES

1.ImRT Wi AR RS
HRBER <ol ednocryptorony. tonl WATBRENH, BEEN—HENEXREY:

cp example-dnscrypt-proxy.toml dnscrypt-proxy.toml

EiR&Bmidsystemctl ST LASERISIEIT

./dnscrypt-proxy "-config" "dnscrypt-proxy.toml"
Ny s,
W TR SIS

./dnscrypt-proxy -resolve google.com
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© Z5)psl/p1lly) = /opt/dnscrypt-proxy 1m 29s X 14.11.22 &
[NOTICE] dnscrypt-proxy 2.1.2
[NOTICE] Network connectivity detected
[NOTICE] Now listening to 127.0.0. 3 [UDP]
[NOTICE] Now listening to 127.0.0.1:53 [TCP]
[NOTICE] Source [public-resolvers] loaded
[NOT: 1 Source [relays] loaded
[NOTICE] Firefox workaround initialized
[NOTICE] [altername] TIMEOUT
[NOTICE] [techsaviours.org-dnscrypt] OK (DNSCrypt) - rtt: 208ms
[NOT [doh-crypto-sx] OK (DoH) - rt 477ms
[NOTICE] [dct-del] OK (DNSCrypt) rtt: 558ms
[NOTICE] [deffer-dns.au]l OK (DNSCrypt) - rtt: 153ms
[NOTICE] [cloudflare] OK (DoH) - rtt: 169ms
[NOTICE] [dct-rul] OK (DNSCrypt) - rtt: 192ms
[NOTICE] [dnscrypt.uk-ipv4] OK (DNSCrypt) - rtt: 361ms
[NOTICE] [starrydns] OK (DNSCrypt) - rtt: 5lms
[NOTICE] [dct-atl] OK (DNSCrypt) - rtt: 226ms
[CRITICAL] [meganerd-doh-ipv4] Certificate hash [72696d1113206db8c50dc557e562ee863af1972787bdb7da5b8f4240c3cc30bb] not found

/opt/dnscrypt-proxy
1 using 127.0.0.1 port 53

: 89.58.6.169 (techsaviours.org.)
Canonical name: google.com

IPv4 address 216.58.214.78
IPv6 addresses: 2404:6800:4003:c02::66, 2404:6800:4003:c02::71, 2404:6800:4003:c02::65, 2404:6800:4003:c02: :

Name servers : ns2.google.com., nsl.google.com., ns3.google.com., ns4.google.com
DNSSEC signed : no
Mail servers : 1 mail servers found

HTTPS alias =
HTTPS info : [alpn]l=[h2,h3]

Host info =

docusign=05958488-4752-4ef2-95eb-aa7ba8a3bdle, docusign=1b0a6754-49bl-4db5-8540-d2c12664b289, pfl includ spf.google.com ~all, google-site-verifica

0JMOnikft0jAgjmsQ, apple-domain-verification: fIBcvSubDV2PLX, E4A68B9AB2BB9670BCE1541 1 )B20BB, g le-site-verification=wD8l

¢ EV40B-0Hf50, onetrust-domain-verification=de0led21f2fa4d8781cbc3ffb89cfdef, atlassian-domain-verification=5YjTmWmjI92ewqgkx20XmBaD60Td9zWon9r

leakvHX6B772zkFQto8PQ9QsKnbf4I, facebook-domain-verification=22rm551cu4k0abObxsw536t1ds4h95, globalsign-smime-dv=CDYX+XFHUw2wml6/Gb8+59BsH31KzUr6c112BPvgKX8=, webexdomal
nverification.8YX6G=6e6922db-e3e6-4a36-904e-a805c28087fa

© 0 23:37:42 /opt/dnscrypt-proxy 8s X 14 2 &

AILAIEE#ET R, B EEE, RASBERKAERNDOH server, EAIXEDoH serverKZ21E4h
1, MNRFEER, LR EMEEHEERIRRE,

2.DoH/DoTHRSZ%IZE

(1) public servers

dnscrypt-proxy B/ fRfit—1 1RSS5 (RATRERERIFE LA BEFTH), ATLMERTESHHHIZIRPIEE
LEiDNS{ERRIARSS 2.

ASFRI BRI R B EMBEREAKFHAIDoH server:

alidns-doh

A public DNS resolver that supports DoH/DoT in mainland China, provided by Alibaba-Cloud. Warning: GFW filtering rules are applied by that resolver. Homepage
https:/alidns.com/

Protocol DoH
Addresses| “dns.alidns.com’, '223.5.5.5]
Ports  [443]
DNSSEC false
No filters false
Nologs false
Stamp  sdns://AGAAAAAAAAAACTIYMy41LJUUNSAUZI-XFWhwyjDWNPWQzX8E3VDwWpSDoT4pSfpwal MNVbQOVZGSZLXF1ZXJ5
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sthdnserypt-se Resolver in Stockholm, Sweden. DNSCrypt server. Nor-ogging, non-fitering, DNSSEC. DNSCrypt a
Jr—— Resolver in Stockholm, Sweden. DNSCrypt server. Norogging, non-fitering, DNSSEC. DNSCrypt a8
sth-dohse Resolver in Stockholm, Sweden. Dot server. Norrlogging, non-fitering, DNSSEC. DoH a8
switch Public DoH y protection against malware, but does not block ads. @ Dot a8
techsaviours.org-dnscrypt Nofilter | No logs | DNSSEC | Nuremberg, Germany (netcup) | Maintained by https://techsaviours.org/ DNSCrypt a
g dohipva DoH server provided by Tsinghua University TUNA Association, located in mainland China, no GFW poisoning yet it has a manual blacklist. @ Dot A a8
uncensoreddns dkipvé Also known as censurfridns. DoH, no logs, no filter, DNSSEC, uni i hittps://bl Dot a8

] sok Dok, no logs, no filter, DNSSEC, uni i ttps://bl DoH a8

iy Alsok idns. DoH, no logs, no fiter, DNSSEC, anycast - https:/blog.uncensoreddns.org DoH a8

i ® Alsok Dok, no logs, no flter, DNSSEC, anycast - https://blog. uncensoreddns.org DoH G

(2) public servers map

RERIERAEEERE, SIFIRSEE tiREdsk:

~ tuna-doh-ipv4
DoH server provided by Tsinghua University TUNA Association,
located in mainland China, no GFW poisoning yet it has a manual
blacklist.
| DoH

S NORTHE *

ot 3
© Open in Yandex.Maps © Yandex User Agreement

T EEFIRR (RERIIAIDoH LIRSS 25,

EEXHES
ETERISRER, BESHIMREXH, —METES, — BTER.

(1) EREE
dnscrypt-proxy.tonl KNEBEHIKEPSINEEERIIAEZEER, XBIE dnscrypt-proxy.toml BEN:

# Empty listen addresses to use systemd socket activation
listen addresses = ['0.0.0.0:5533"]

server names = ['alidns-doh', 'tuna-doh-ipv4']

cache size = 4096

2400

cache max ttl = 86400

cache min_ttl

cache neg min ttl = 60
cache neg max_ttl = 600
[query log]
file = '/var/log/dnscrypt-proxy/query.log'’

[nx_ log]
file = '/var/log/dnscrypt-proxy/nx.log’

[sources]
[sources. 'public-resolvers']
url = 'https://download.dnscrypt.info/resolvers-list/v2/public-resolvers.md'

cache file = '/var/cache/dnscrypt-proxy/public-resolvers.md’
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minisign_key = 'RWQf6LRCGAS%i53mlYecO4IzT51TGPpvWucNSCh1CBMOQTaLn73Y7GFO3"
refresh delay = 72

prefix = ''

o NIRRT ES533MIAES3, BHLERARBERERNDNSIRS, FEifss;
e server names BIAENMAILHFDoH/DoTIRSGS RS, A EIERES, FEMIFNIESYIZE BMm.

(2) EYMECE
;E dnscrypt-proxy.toml F%ﬂl——ﬁii

cp dnscrypt-proxy.toml dnscrypt-proxy-foreign.toml

¥ server nanes KERESMIDoH/DoTIRSSEE, FHEXEITIRO, EBXEHRGIANT, EftbitbS5AH
R :

listen addresses = ['0.0.0.0:25533"]

server names = ['cloudflare', 'google']

4.Bsystemdfi3
EREEE&E S systemd, BBAESEGERE, BHFE—HERITET,

vim /etc/systemd/system/dnscrypt-proxy-foreign.service

BENOTHA:

[Unit]
Description=Encrypted/authenticated DNS proxy

ConditionFileIsExecutable=/usr/sbin/dnscrypt-proxy

[Service]

StartLimitInterval=5

StartLimitBurst=10

ExecStart=/usr/sbin/dnscrypt-proxy "-config" "dnscrypt-proxy-foreign.toml"
WorkingDirectory=/opt/dnscrypt-proxy

Restart=always

RestartSec=120

EnvironmentFile=-/etc/sysconfig/dnscrypt-proxy

[Install]

WantedBy=multi-user.target
EHisystemdFiFHE:

systemctl daemon-reload

FNBERE:

systemctl enable dnscrypt-proxy-foreign.service
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=1 SRl RGN

1.1350

MM BIINE— MomIEC B, HEEBEEIFXINAIsystemdiRSS T, E FREFUK T2
A,

systemctl start dnscrypt-proxy.service

systemctl start dnscrypt-proxy-foreign.service

© 5 © 23:43:11 = /opt/dnscrypt-proxy g ctl status dnscrypt-proxy.service
@ dnscrypt-proxy.service - Encrypted/authenticated DNS proxy
Loaded: loaded (/etc/systemd/system/dnscrypt-proxy.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2022-11-14 23:41:48 CST; 1min 54s ago
[TriggeredBy: e dnscrypt-proxy.socket
Main PID: 421122 (dnscrypt-proxy)
Tasks: 12 (limit: 9508)
Memory: 13.1M
CPU: 180ms
CGroup: /system.slice/dnscrypt-proxy.service
L-421122 /usr/sbin/dnscrypt-proxy -config dnscrypt-proxy.toml

Debian dnscrypt-proxy[421122]: [2022-11-14 23 4 [NOTICE] Wiring systemd UDP socket #1, dnscrypt-proxy.socket, 127.0.2.1:53
Debian dnscrypt-proxy[421122]: [2622-11-14 23 8] [NOTICE] Source [public-resolvers] loaded
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:4 [NOTICE] Firefox workaround initialized
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41: [NOTICE] [tuna-doh-ipv4] OK (DoH) - rtt: 39ms
Debian dnscrypt-proxy[421122]: [2022-11-14 23 4 [NOTICE] [alidns-doh] OK (DoH) - rtt: 15ms
Debian dnscrypt-proxy[421122]: [2622-11-14 23 [NOTICE] Sorted latencies:
Debian dnscrypt-proxy[421122]: [2022-11-14 23 [NOTICE] - 15ms alidns-doh
Debian dnscrypt-proxy[421122]: [2022-11-14 23 : [NOTICE] - 39ms tuna-doh-ipv4
Debian dnscrypt-proxy[421122]: [2022-11-14 23:41:4 [NOTICE] Server with the lowest initial latency: alidns-doh (rtt: 15ms)
Debian dnscrypt-proxy[421122]: [2622-11-14 23: [NOTICE] dnscrypt-proxy is ready - live servers: 2
/opt/dnscrypt-proxy tl status dnscrypt proxy-foreign.service
xy-foreign.service - DNSCrypt client proxy
: loaded (/lib/systemd/system/dnscrypt-proxy-foreign.service; disabled; vendor preset: enabled)
(running) since Mon 2022-11-14 23:4 CST; 1min 55s ago
https://github.com/DNSCrypt/dnscrypt-proxy/wiki

Main PID: 421194 (dnscrypt-proxy)
Tasks (limit: 9508)
Memory M

CPU

CGroup: /system slice/dnscrypt-proxy-foreign.service
1421194 /usr/sbin/dnscrypt-proxy -config /etc/dnscrypt-proxy/dnscrypt-proxy-foreign.toml

14 :41:53 Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:53] [NOTICE] Now listening to 0.0.0.0:25533 [TCP]
14 41:53 Debian dnscrypt-proxy[421194]: [2022-11-14 23 [NOTICE] Source [public-resolvers] loaded
14 53 Debian dnscrypt-proxy[421194]: [2022-11-14 23:41: [NOTICE] Firefox workaround initialized
14 :41:53 Debian dnscrypt-proxy[421194]: [2022-11-14 23:41: [NOTICE] [google]l OK (DoH) - rtt: 142ms
14 3 54 Debian dnscrypt-proxy[421194]: [2022-11-14 23: 4] [NOTICE] [cloudflare] OK (DoH) - rtt: 161lms
14 4 4 Debian dnscrypt-proxy[421194]: [2022-11-14 23 4] [NOTICE] Sorted latencies:
Debian dnscrypt-proxy[421194]: [2622-11-14 23 4] [NOTICE] - 142ms google
Debian dnscrypt-proxy[421194]: [2622-11-14 23:41: [NOTICE] - 161ms cloudflare
Debian dnscrypt-proxy[421194]: [2022-11-14 23 4 [NOTICE] Server with the lowest initial latency: google (rtt: 142ms)
[ 4 2 4 Debian dnscrypt-proxy[421194]: [2022-11-14 23:41:54] [NOTICE] dnscrypt-proxy is ready - live servers: 2
e /opt/dnscrypt-proxy L =5533]
[COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
dnscrypt- 421122 root 8u IPv6 25981542 533
dnscrypt— 421122 root 9u IPv6 25981543 *:5533 (LISTEN)
/opt/dnscrypt proxy L :
[COMMAND ER FD TYPE DEVICE SIZE/OFF NODE NAME
dnscrypt- 421194 _dnscrypt- ploxy 6u IPv6 25976414 0t0 UDP *:25533
dnscrypt- 421194 dnscrypt-proxy 7u  IPv6 25976415 0td TCP *:25533 (LISTEN)

CNCWEREFEEW = /opt/dnscrypt-proxy

IRSIERIRITFIZIT, 5533MITATEMRER, 25533 hITATEIMNES.

AHEBSIE
WA MEMSNERES T, SCEmIE P MRS RS ERIRT,
EEMITERX

tail -f /var/log/dnscrypt-proxy/query.log

digap S UHARim AR TATERT_LIFDNS :

dig gcloud.com @192.168.1.72 -p 5533 +short
dig youtube.com @192.168.1.72 -p 25533 +short

A

aBEs
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COCIPERCHEYAY = /opt/dnscrypt-proxy ail /var/log/dnscrypt-proxy/query.log
[2022-11-14 23:50:56] 192.168.1.16 qcloud.com A PASS 41ms alidns-doh| @ EfTEdoh

[2022-11-14 23:51:11] 192.168.1.16 youtube. com A PASS 520ms cloudflare O
[2622-11-14 23:51:15] 192.168.1.16 youtube. com A PASS Oms
A

[2022-11-14 23:51:18] 192.168.1.16  |qcloud.com PASS )  ESEAGTET

Xeon-Internal-Kali  x

dig gqcloud.com @192.168.1.72 5533 +short
119.29.42.201
119.29.47.192

dig youtube.com @192.168.1.72 25533 +short
142.250.189.174

dig youtube.com @192.168.1.72 25533 +short
142.250.189.174

dig qcloud.com @192.168.1.72 5533 +short
119.29.42.201
119.29.47.192

Ztt, RIAR MRS BTSRRI,

£ &4

i

M. DnsmasqsEIREIRIMARERES

y

1.8 dnsmasq_Lii¥DNS

ﬁﬂdnsmasqi&iﬁ?%ﬁﬂﬁ, E.]—%":? J:%IE f EEUH@U dnsmasqg-china-list J‘Z—ig‘@mdnsmasqé&
ERNERIM TR

)1bo
Zfa, RFEEH LFFDNS fydnscrypt-proxyiz{THIHEERIAT, WSRdnsmasqgfldnscrypt-proxyfEE—&4l
BRIETT, WHEKRLA I BAEEDE],

(1) {EEEM_LiksDoHIfridE

Ij\]DOhml_]ﬁ':E'—ﬂ%Eﬁ dnsmasg-china-list EE{J accelerated-domains.china.conf , 3{%|P§}ﬁjﬂ|7§]
DoH ¥ttt :

74

sed -i 's|114.114.114.1141127.0.0.1#5533|g"' accelerated-domains.china.conf

BEHERNERFU server=/0-100.com/127.0.0.1#5533

NEXBRGE M RSBIRLEI TERNRSE, FTABRAXIRIZTdnscrypt-proxy A4 2EHIE R DoH i T
it
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O © 00:21:20 AEWETILOE EEVEG] ad accelerated-domains.china.conf
server=/0-100.com/192.168.1.72#5533

server=/0-6.com/192.168.1.72#5533

server=/00.net/192.168.1.72#5533

server=/000.1ink/192.168.1.72#5533

server=/00000.host/192.168.1.72#5533

server=/00042.com/192.168.1.72#5533
server=/00058.com/192.168.1.72#5533
server=/0006266.com/192.168.1.72#5533
server=/0007.net/192.168.1.72#5533

server=/000714.xyz/192.168.1.72#5533
@ /etc/dnsmasq.d  _
(2) #EEEPLEilFDoH kit

?ﬂ resolv.conf Z:E\EJ:EIFE\_MD , %EE dnsmasqg.conf ES{J:]E?DNS%@FDOHE"J%UE%ML F‘ﬁ'
L\)\ /etc/resolv.conf ]\ZE—'E_;Ztﬂﬂﬂﬂiﬂ:, dnsmasqg.conf BD—%EU%DoHH’ﬁﬂEﬂ‘EiJJ:E’\JEBE

$ cat /etc/resolv.conf

nameserver 127.0.0.1

$ cat /etc/dnsmasqg.conf
log-queries
log-facility=/var/log/dnsmasqg.log
no-hosts
bogus-nxdomain=119.29.29.29
cache-size=1000

port=53

# LU IIIECE, 2553300 M4 5 HAEER, 12w, WiRdnsmasgfldnscrypt-proxyfEF— &1L,
BN127.0.0.1425533
server=192.168.1.72#25533

(3) iptables DNAT#M

ETF#2)(HRERZR, A&, “HEBEE—, &R Tdnsmasgfldnscrypt-proxyf AR EH 8= THIIE
o

ﬁﬂ%ﬁ’:ﬁ?& dnsmasg.conf EETE’{ESGI’VGF%@FDOHiﬂ:‘,ﬂt, ﬁﬁ%ﬁ?ﬁ& /etc/resolv.conf iﬁ%,
BB AR FEEdnscrypt-proxyHB&—553i% [ DNATZIESMDoH M IR I AR -

#192.168.1.72 &t Ndnscrypt-proxyllasNMIp

iptables -t nat -A PREROUTING -i ensl92 -p tcp --dport 53 -j DNAT --to-destination
192.168.1.72:25533

iptables -t nat -A PREROUTING -i ensl92 -p udp --dport 53 -j DNAT --to-destination
192.168.1.72:25533

O NONCRYRERY = /opt/dnscrypt-proxy nat PREROUTING ens192 192.168.1.72:25533
CRCRCEHCPAY = /opt/dnscrypt-proxy nat PREROUTING ens192 192.168.1.72:25533
& /opt/dnscrypt-proxy nat
Chain PREROUTING (policy ACCEPT © packets, © bytes)
pkts bytes target prot opt in out source destination
0 0 DNAT tcp -- ensl92 * 0.0.0.0/0 0.0.0.0/0 53 t0:192.168.1.72:25533
0 DNAT udp -- ensl92 * 0.0.0.0/0 0.0.0.0/0 53 t0:192.168.1.72:25533

INPUT (policy ACCEPT 0 packets, 0 bytes)
bytes target prot opt in out source destination

OUTPUT (policy ACCEPT O packets, 0 bytes)
bytes target prot opt in out source destination
83781 DOCKER all -- * e 0.0.0.0/0 1127.0.0.0/8 ADDRTYPE match dst-type LOCAL

POSTROUTING (policy ACCEPT 0 packets, 0 bytes)
bytes target prot opt in out source destination
0 MASQUERADE all & 'docker0 172.17.0.0/16 0.0.0.0/0

DOCKER (1 references)
bytes target prot opt in out source destination
0 RETURN all -- docker0 * 0.0.0.0/0 0.0.0.0/0

= /opt/dnscrypt-proxy
IEAHER dnsmasal28HY /etc/resol

v.conf MENBWT:

nameserver 192.168.1.72
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2.I8iFDoH/DoTE gt in=S
(RIS —GHMAIEE, SDNSHRIFIEX AdnsmasqiUiLEiEl, = EiaIERSME S ML IAE.

tas fAG/IRS

192.168.1.71 Z g, dnsigAdnsmasq
192.168.1.72 dnscrypt-proxy
192.168.1.73 dnsmasq

(1) BEIEIE
IR FreeiRiRi CEEERERE, AN AEHEENT:

o dnsmasq queryHEI&IR:  /var/log/c

o dnscrypt-proxy queryH&E&R:  /var/

{EFAdigap MR, FramUTXINAYE S -

Xeon-Debian11-dnsmasq x Xeon-Debian11(dnscrypt&gbit) (1) Xeon-Debian11-dnsmasq (1) Xeon-Internal-Centos7.9 Xeon-Debian11-dnsmasq (2) Xeon-Internal-Kali Xeon-Archlinux(Prometheus&Grafana)
# /etc/dnsmasq.d tail /var/log/dnsmasq. log
15 01:08:22 dnsmasq[18980]: [query[A] gcloud.com from 192.168.1.71 | @ WE1.71EBFEH0dNSEIGER, EEE. 1.72(dnscrypt-proxy)QbiE
:08:22 dnsmasq[18980]: | forwarded gcloud.com to 192.168.1.72
:08:22 dnsmasq[18980]:| reply qcloud.com is 119.29.47.192 -~ e -
:08:22 dnsmasq[18980]:| reply qcloud.com is 119.29.42.201 SERHHSL, SEEER17IESER
:08:29 dnsmasq[18980]:| query[A] qcloud.com from 192.168.1.71
:08:29 dnsmasq[18980]:| cached gcloud.com is 119.29.42.201 WHEE, TERARSEEDNSWMNE, EREREAEF iR
:08:29 dnsmasq[18980]:| cached gcloud.com is 119
:08:42 dnsmasq[18980]
:08:42 dnsmasq[18980] WEN. 718 FiRARERNdNs query, FE&LAdnscrypt-proxyhiE
:08:42 dnsmasq[18980]:
:08:59 dnsmasq[18980] : . . 1. o o= 3 s
:08:59 dnsmasq[18980]: |for ixi .168.1. i S
:08:59 dnsmasq[18980] :
:59 dnsmasq[18980]: reply www.pixiv.net.cdn.cloudflare.net is 172.64.151.90
:59 dnsmasq[18980]: |reply www.pixiv.net.cdn.cloudflare.net is 104.18.36.166

& /opt/dnscrypt-proxy /var/log/dnscrypt-proxy/query.log
yA = /opt/dnscrypt-proxy tai /var/log/dnscrypt-proxy/query.log
192.168.1.73 gcloud. com PASS 128ms _ tuna-doh-ipv4 | @ dnscrypt-proxydZZEIsREdnsmasqtflBsivia®, FEAGEMRDoH LibE

® dnscrypt-proxyliEIskE dnsmasqiflEEUiER, EARAESNDOH LiFabE

Internal-Debian11  x

/etc/resolv.conf

g qcloud.com +short
119.29.47.192[) A&
119.29.42.201[) %44

172.64.151.90
@ © 01:08:59 AR

AILUBHIERI, EREERENT, dnsmasqikkZEdnscrypt-proxylIEIR_LiffDoH, ESMAE T, MR
EESM EsDoH, HBEFCREdnsmasqfi 714, EE R KREEGPEFRELE iR,
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(2) fMELSE
o YESIRAER)

[} 01 48 49 # /etc/dnsmasq.d 1 /var/log/dnsmasq.log
15 01:48:14 dnsmasq[18980]: query[A] zhihu.com from 192.168.1.71

15 01:48:14 dnsmasq[18980]: forwarded zhihu.com to 192.168.1.72
15 01:48:14 dnsmasq[18980]: reply zhihu.com is 103.41.167.234

15 01:48:36 dnsmasq[18980]: query[A] qcloud.com from 192.168.1.71
15 01:48:36 dnsmasq[18980]: forwarded qcloud.com to 192.168.1.72
15 01:48:36 dnsmasq[18980]: reply qcloud.com is 119.29.47.192

15 01:48:36 dnsmasq[18980]: reply gcloud.com is 119.29.42.201

15 01:48:42 dnsmasq[18980]:| query[A] github.com from 192.168.1.71
15 01:48:42 dnsmasq[18980]:| forwarded github.com to 192.168.1.72
15 01:48:43 dnsmasq[18980]:| reply github.com is 140.82.114.3

Xeon-Debian11(dnscrypt&qbit) x

&= /opt/dnscrypt-proxy /var/log/dnscrypt-proxy/query.log
-11-15 01:08:22] 192.168.1.73 gcloud. com A PASS 128ms tuna-doh-ipv4
-11-15 01:08:42] 192.168.1.73 github.com PASS 519ms  cloudflare
-11-15 01:09:00] 192.168.1.73 www.pixiv.net PASS 476ms google
-11-15 01:48:14] 192.168.1.73 zhihu. com PASS 138ms  tuna-doh-ipv4
-11-15 01:48:36] 192.168.1.73 gcloud. com PASS 157ms tuna-doh-ipv4
-11-15 01:48:43] 192.168.1.73 github.com PASS 454ms  google

Internal-Debian11  x
;1 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5988
;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1024
;3 QUESTION SECTION:

;github.com. IN

;3 ANSWER SECTION:
github.com. IN 140.82.114.4[3=E 75 JE WIHFTf+4GitHub 2 7] ]

EIRffEdnsmasqgfdnscrypt-proxyi| 28 _EERZH4 :

dnsmasq#/l2§:

tcpdump -i any -nn -s 0 port 53 or port 5533 or port 25533 or port 443 -v -w

dnsmasqg.pcap

dnscrypt-proxy#/18§:

tcpdump -i any -nn -s 0 port 53 or port 5533 or port 25533 or port 443 -v -w dnscrypt-
proxy.pcap

2R pcap METEEIARME, ERwiresharkD a0 :

 dnsmasq: 958, WEIRBZEFIRAIDNS queryisEK;

e dnsmasq: 1054, dnsmasq@_Liffdnscrypt-proxyissk;

o dnscrypt-proxy: 554, dnscrypt-proxylZIEEdnsmasqgfidns queryigsK;

o dnscrypt-proxy: 6-3024), [_LiGoogle DoHIEITCP=XIBFIURTLSIEE, IMNZMEHDNSIE
X;

« dnscrypt-proxy: 31-3358, Z2ZINZEEHNENETE;

o dnscrypt-proxy: 3458, EZEEEETERIREIZSdnsmasq;

o dnsmasq: 1126, ZFEMCRE;
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o dnsmasq: 1258, BERREIHBE i,

Qe Qi

aAamz® RRB Res=FT IS

W[t stremm 34 (| vip stremn eg 6

Yo Tine source Destination Protocol _Length_1dentification Tise since previovs Time Tine to Liv tep.an_Info
= 92022-11-15 01:48:42.693450[152.168.1. 152.168.1. DS 59 OxF7ac (63464) 6 snm query 0x1764 A gmm.cm LR % clientiSDNS query
10 2022-11-15 ©1:48:42.704692(192.168.1. 192.168.1. DNS 99 @xbe27 (48679 64 b
11 2022-11-15 01:48:43.160624 (152,16 52.16 S— 4559 5 Tquery response OxI125 A github.con A 140.52 ry
oL 12 2022-11-15 ©1:48:43.171049(192.168.1. 192.168.1. DNS 103 @xe8c6 (59590, ©.477599000 64 Stim‘lir‘d query response 0)(17Sd A glthub com A 140.82.114.3 OPT] o
preTr. o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
aAm @ DRBRe=>=F LS Q| Qi
(WTudo. strean ea 2 1] tep.strean eq 0 <)+
Yo Tine Destination Protocol _Length_1dentification Tine since previous Time Tise to Lit tep.an_Info .
5 2022-11-15 68 157.168.1.72 DS 99 6xbe27 (48679 61 Standard ox1125 A github. con 0pT] © { R L

8 2022-11-15 192.168.1.72 8.8.8.8 Tcp 72 Oxeabf (60095)  ©.000072000 e e
92022-11-15 01:48:42.790904[192.168.1.72 8.8.8.8 TLSVI.3 352 Oxeace 0.000618000 64 Client He
10 2022-11-15 01:48:42.791314/8.8.8.8 192.168.1.72 Tcp 72 0xfaad 0.000410000 5 0o b At [ACK] Seq=1437955528 Ack=561773099 Win=64896 Len=0 TSval=109699878
11 2022-11-15 01:48:43.017415 8.8.8.8 192.168.1.72 TLSVI.3 2552 Oxfasa (64170)  0.226101000 64 Server Hello, Change Cipher Spec
12 2022-11-15 01:48:43.017473[192.168.1.72 8.8.8.8 Tcp 72 oxeacl (60097)  ©.000058000 64 0.0..42508 - 443 [ACK] Seq=561773099 Ack=1437958008 Win=63488 Len=0 TSval=1533570192
13 2022-11-15 01:48:43.0658218.8.8.8 192.168.1.72 TLSV.3 2410 Oxfaac (64172)  0.048348000 64 Application Data
14 2022-11-15 01:48:43.065854(192.168.1.72 8.8.8.8 Tcp 72 Oxeac2 (60098)  ©.000033000 64 0.0.42508 > 443 [ACK] Seq=561773099 Ack=1437960346 Win=63488 Len=0 TSval-1533570241
15 2022-11-15 01:48:43.069429 [192.168.1.72 8.8.8.8 TLSVI.3 136 Oxeac3 (60099)  0.003575000 64 Change Cipher Spec, Application Data
16 2022-11-15 01:48:43.069573 [192.168.1.72 8.8.8.8 TLSVI.3 158 Oxeacd (60100)  ©.000144000 6 Application Data .
17 2022-11-15 01:48:43.069752 [192.168.1.72 8.8.8.8 TLSVI.3 240 Oxeacs (60101)  ©.000179000 6 Application Data 9lefiDohiifitcp
18 2022-11-15 01:48:43.069952 [192.168.1.72 8.8.8.8 TLSVI.3 171 Oxeacs (60102)  ©.000200000 64 Application Data
19 2022-11-15 01:48:43.0699718.8.8.8 192.168.1.72 Tcp 72 oxfaze (64174)  ©.000019000 64 0.0.483 » 42598 [ACK] Seq=1437960346 Ack=5§1773163 Win=64896 Len=0
20 2022-11-15 01:48:43.0699728.8.8.8 192.168.1.72 P 72 oxfaaf (64175)  ©.000001000 64 0.0.443 » 42598 [ACK] Seq-1437960346 Ack=5§1773249 Win=64896 Le
21 2022-11-15 01:48:43.070178 8.8.8.8 192.168.1.72 Tcp 72 oxfabo (64176)  ©.000206000 64 0.0.443 » 42598 [ACK] Seq-1437960346 Ack=541773417 Win=64768 Len=0 TSval=109700157
22 2022-11-15 01:48:43.070178 [8.8.8.8 192.168.1.72 cp 72 oxfabl (64177)  ©.000000000 64 0.0..443 > 42598 [ACK] Seq-1437 1773516 Win=64768 Len=0 TSval-109700157
23 2022-11-15 01:48:43.158901 [8.8.8.8 192.168.1.72 TLSVI.3 134 Oxfab2 (64178)  0.088723000 64 Application Data
24 2022-11-15 01:48:43.158931(192.168.1.72 8.8.8.8 Tcp 72 0xeac7 (60103)  ©.000030000 64 0.0..42508 - 443 [ACK] Seq=561773516 Ack=1437960408 Win=64128 Len=0 TSval-1533570334
25 2022-11-15 01:48:43.159156 [192.168.1.72 8.8.8.8 TLSV.3 103 Oxeacs (60104)  ©.000225000 6 Application Data
26 2022-11-15 01:48:43.159692 8.8.8.8 192.168.1.72 Tcp 72 0xfab3 (64179)  ©.000536000 64 0.0.443 » 42598 [ACK] Seq-1437960408 Ack=5§1773547 Win=64768 Len=0 TSval=109700246
27 2022-11-15 01:48:43.161756 [8.8.8.8 192.168.1.72 TLSV.3 103 Oxfabd (64180)  0.002064000 64 Application Data
28 2022-11-15 01:48:43.161785 [192.168.1.72 8.8.8.8 Tcp 72 0xeacs (60105)  ©.000029000 64 0.0..42508 - 443 [ACK] Seq=561773547 Ack=1437960439 Win=64128 Len=0 TSval=1533570337
29 2022-11-15 01:48:43.199536 [8.8.8.8 192.168.1.72 TLSV.3 446 Oxfab (64181)  0.037751000 64 Application Data
30 2022-11-15 01:48:43.1995670192.168.1.22  RABAR I 7> oveaca (s0106) 0 .onopilonn 64 0.0 42508 » 443 [ACK) SeqsS61773547 Ack=1437960813 Win=64128 Len=0 TSval=1533570374
31 2022-11-15 01:48:43.202317[8.5.8.8 192.168.1.72 TLSVI.> 641 Oxfabé (64182)  0.002750000 3 Application Data, Data, Apflica
32 2022-11-15 192.168.1.72 8.8.8.8 Tcp 72 oxeach (60107)  ©.000029000 64 0.0.42508 - 443 [ACK] Seq=561773547 Ack=1437 0 Tsval-153357037700
33 2022-11-15 92.168.1.7 5.8.8.8 LSv1.3 111 oxeacc (60108) __0.000365000 64
L 3a2022-11015 o 192.168.1.72 192.168.1.73 ONS 103 0x326a (12906, ©.454909000 o Standard query response 0x1125 A github.con A 140.82.114.3 OPT

35 2022-11-15 01:48:43.202993 8.8.8.8 192.168.1.72 Tcp 72 oxfab7 (64183)  0.000262000 64 0.0.443 » 42598 [ACK] Seq-1437961382 Ack=561773586 Win=64768 Len=0'

Frame 5: 99 bytes on wire (792 bits), 99 bytes captured (792 bits) 0000 00 00 00 62 00 01 00 06 00 50 56

1703 Eeic] (R G 45 00 00 4 be 27 40 00 40 11 8

Internet Protocol Version 4, Src: 192.168.1.73, Dst: 192.168.1.72 c0a8 0149 c0 o8 01 48 23 30 00 35 0 3b dd

11 25 01 20 00 01 00 G0 00 00 00 01 06 67 69 74

User Datagram Protocol, Src Port: 41776, Dst Port: 53 %o gl
68 75 62 03 63 6f 6d 00 00 01 60 01 00 00 29 10  hub-com )

AILUEHIEER, dnsmasqitRiEKE, FHARLGEINDoHIRSEEANE, FHEINSREES TTLSINEE .
WARMRIE TDNSZ 2, 2REKRHBEMRERIERRRBLESE i

B4

2, dnsmasqg + dnscrypt-proxy SCIHIEIRYMDoH/DoT ORI E L EP5em. SLIRIEHRRE
B, dnsmasgiflBSEAANO, A dnsmasg-china-list AffHEBBBILIUDREE &L Lilfdnscrypt-
proxyRhHR, dnscrypt-proxyB{EXTRIAIDoH/DoT public serversiiNZit & = FfRArLs

54k, dnscrypte-proxyiAEREIIEREN, & tonl EEEXHFTEY 10 strategy SEIEE, 2800
ALIZ:

o first ! SRIEEFIRPRRAIRSES

o p2 : FENIEERIZZRRAVIRSES, EAEIT
e oh : ERTERSEEPERIRAI—FZERETEE
e random : MServerFlZRAHEHEEE

RIEAR S A REEE, RIALAZE MU LFDoH/DoT, &EXiENdnscrypte-proxylIRSEE,
RFHASEIR,
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