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By nmapiik 2 AR LRI T, U A A Ze 4 4 B nmap’ i TR
FI . RO, MR RIS, BRI, ASCEM LT AMA 7 Anmapit i AT

FHLRH
S A
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Bii k8% /1DS ik ik
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MEREHE NS EMAEE, Ry A NS S EIEREAH2 MR T H#FAEman
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af://n0

WAEINZESIR, RESBAEN, HENAXHS%:

i aX
-sP Ping 14
-PO JePingH i
-PS TCP SYN PingH#i
-PU UDP Ping#1#i
-PE;-PP;-PM ICMP Plg\TypesE i
PR Aﬁp Ping I #
n Q;\,ﬂtDNSfyiﬁﬁMﬁ
R @JQ\Q R AT 545
—-system-dns N
-sL, j\(b B R4 H
-6 \l:b'g HifIPveiil
--traceroute Q\O % ER R
-PY SCTP INIT PingH1#i
_PA TCP ACK Ping#1#

BRI, A ASBERA, BOAKSYNEM -

$ nmap 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 14:29 CST
Nmap scan report for openwrt.linux-code.com (192.168.1.1)

Host is up (0.00026s latency).

Not shown: 989 closed ports


af://n22

PORT STATE SERVICE
21/tcp open ftp

22/tcp open

53/tcp open domain
80/tcp open http

81/tcp open hosts2-ns
139/tcp open netbios-ssn
443/tcp open https
444/tcp open snpp

445/tcp open microsoft-ds
1234/tcp open hotline
5000/tcp open upnp

MAC Address: 00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 39.51 seconds

$

AT LSBT A TPH T e (ORI 251 1
@}Q\
IS4 R)

L4
nmap 192.168.1. @g#ﬁﬂtﬂ%’xﬁﬁﬁﬂﬁi_lfﬁﬁﬁﬁ%iﬂ, & 3R ICMPIR
M, -n ZX1EDNS R [ i g‘%\ﬁﬁﬁﬂﬁl‘ﬂ

nmap 172.16.0.9/16  #3|H BRINE TR F/EEMN, KIASYN Pingig
Il

nmap 192.168.1.1 #1# FIARP Pingiaf#

nmap 119.29.29.29 blog.linux-code.com #35/EDNSHuAE, f
3R A RRAT AR IPE BEATIR DN, %A

nmap blog.linux-code.com #BSHERER, &F|HE—BkA3RD
FRIER, %A

A DNSFH#EMT -



$ nmap -R -sL 192.168.1.0/24 |& grep '('

Starting Nmap 7.91 ( https://nmap.org ) at 2021-12-25 14:33 CST
Nmap scan report for openwrt.linux-code.com (192.168.1.1)

Nmap scan report for esxi.linux-code.com (192.168.1.10)

Nmap scan report for qqdb.linux-code.com (192.168.1.84)

Nmap scan report for pan.linux-code.com (192.168.1.95)

Nmap scan report for nas.linux-code.com (192.168.1.128)

Nmap scan report for nodel (192.168.1.197)

Nmap done: 256 IP addresses (© hosts up) scanned in 0.10 seconds

$

G
A ERBRITT Q}\ ‘
pril| 0§§ FX
T \\,&\ T INFRIE, JEHETO-TS
~p|-F & H FEH 5 2
~sS O\L.(b' TCP SYNEFFH i
-sT Q‘ TCPZEHHH
-sU UDPH
-sN;-sF;-sX Bt il A 1
gA TCP ACK#4fi
_sW TCPH 14
-sM TCP Maimon#3 #
—-scanflags 5 52 SUTCP #
~SI(K 5 F:4H) 25 PR 4
-sO I3rISVEREi

-b FTP Bouncef#


af://n79

il
H
2
Ve

$ nmap 192.168.1.1 I

“-THNRFARM, 7H-TO~-TSADER, BT BAEEEPGARHE, 1852 H TIDS
Wk, HM-T4; BCE-FEA RS AMNEELICR, -FRREDHHMKH, AR
Wi 24—

S

80 blog.linux-code.com #F\E}%SGﬁfg@

L4
80,443 192.168.1.1 #80,4 ,\-nﬂéﬁDNS))’zﬁﬁ—.
445 192.168.1.1 #44 23

80,443,445-1000 192.168N .1 #FEER
AN

AP
AR BEAERATCPXAAHUDP, A EAG i LIATIN"T:"5k"U:", AARTCPHIUDP, WAZH1E & -
sU(UDPH KM H 7 Zi5 & CPH#RAL (Qn-sS. -sF, -sT%%)

$ nmap U:53,T:80,22 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 14:37 CST
Nmap scan report for 192.168.1.1

Host is up (0.00037s latency).

PORT STATE SERVICE

22/tcp open

80/tcp open http

53/udp open|filtered domain

MAC Address: 00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in ©.53 seconds

$



af://n125
af://n128

Open

FEBCIRAS

Closed
KRS BRA—EREMKE, AHEBRX 7T RGM T — & WL 4B i 21
nmap I ERM i

Filtered

BOLPE; X7 ENLAT GEAFALERG KBS g nmap L FHFE, ] G852 W 45 91 2518 Bk
R, G a8 2 IR 2 A A [R] B R B AR VR 4 H
Unfiltered

ARBALE; UEBH U L1 R] BLYIIA], 15%{£#U%ﬁm0pe€§dosed, 4 FHACKH #fi
= BIZIRA, XN i 7 = \
Open|Filtered (b"

ARHER; mﬁa%uem%a@m%@pwzmmﬁuﬁf BN R;, ]
A5 R 2R Q)
O

Closed|Filtered \\
AHERRME R HOLIE, ¢ HIEIPID IdleH #id, A% A

\&

S

M IiE H, ASAN T EVHEIT=RET, RAESYNIRY, ZEWiiER:, RAEWRE
KES el E AR ; SSaRimArd, WROATAES, iz e T,


af://n134
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$ nmap 22,80 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 14:39 CST
Nmap scan report for 192.168.1.1

Host is up (©.00030s latency).

PORT STATE SERVICE

22/tcp open

80/tcp open http

MAC Address: 00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.34 seconds

FRESESYNSG, ANHR25E R 2T H BRSTHIXT i EMINSYNAL, K MRS 75 &% 58 —
ﬁ%?@ﬁmmmﬁaﬁﬁﬂ%ﬁm%éﬁﬁmu§b

S
{:\.
A S, BN AE SRR T ISR L, HSYNE I R REH IR e e, FNH
T O HR I RRER 72,

$ nmap 22,80 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 14:43 CST
Nmap scan report for 192.168.1.1

Host is up (0.00028s latency).

PORT STATE SERVICE

22/tcp open

80/tcp open http

MAC Address: 00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.26 seconds

$



af://n171

© NS CD=D §= = KRR

(WTtep. strean eq 0 [X] <)+

N Time Source Destination Protoco! engtl Identification tep. analysis. a . Tespt: Info

-4 2021-12-25 14:43:02.070051 192.168.1.99 192.168.1.1 TP 76 ox7b6e (31598) 45718 > 80 [SYN] Seq=343052992 Win=6424
6 12021-12-25 14:43:02.070277 192.168.1.1 192.168.1.99 TcP 76 0x0000 (0) 0.000226000 80 > 45718 [SYN, ACK] Seq=2127077787 Ac
7 2021-12-25 14:43:02.070329 192.168.1.99 192.168.1.1 TCP 68 ox7b6f (31599) 0.000052000 45718 > 80 [ACK] Seq=343052993 Ack=2127

2021-12-25 14:43:02.070383 192.168.1.99 192.168.1.1 0x7b70 (31600) 45718 > 80 [RST, ACK] Seq=343052993 Ack|

SR I JE R R E WiTIER

i FHUDPH SCHI, FIHG S BER S, #id ICMP/N B 38 4] Wi A0S s AR i i -p s &
i Ep WAV EEREHES AR

$ nmap 53,80 192.168.1.1
Starting Nmap 7.91 ( https://nmap.org ) at 2021 14:45 CST
Nmap scan report for 192.168.1.1 <§*
Host is up (0.00028s latency). (§>
2 4

PORT STATE SERVICE
53/udp open|filtered domain
80/udp closed http

MAC Address: 00:0C:29:BE:5A:26

Nmap done: 1 IP address (%Eyost up) scanned in 1.52 secondss

o

3 Destination Protocol Length Tdentification . analys: ¥ Info
4 2021-12-25 14:45:14.214960 192.168.1.99 192.168.1.1 UDP 58 oxade9 (44521) 50161 » 80 Len=14
2021-12-25 14:45:14.215304 M 6 0x361f (13855),0xade9 (44521)

JINullf$, 8 AR AR F L TCP@E S B xd v RAALEAT IR, 25 HAR AU B b
e RHIM, =W —PRSTEGER, 7 b I BINA Z Wi M AR S


af://n176
af://n181

$ nmap 22,80 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 14:49 CST
Nmap scan report for 192.168.1.1

Host is up (0.00026s latency).

PORT STATE SERVICE

22/tcp open|filtered

80/tcp open|filtered http

MAC Address: 00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.52 seconds

| ® RE QRex2=F & ]
(A tep sremm oa 1 (1 tcp.strom o 5 O8N0 X
Yo. Tine Source Dest ination Protocol Length Ldentification \\ ack rtt Tnfo
31 2021-12-25 14:49:34.766817 192.168.1.99 192.168.1.1 Tcp 56 oxdee6s (53350) 55871 > 80 |[<None>]| Seq=3598602064 Win=1024 Len=0
33 2021-12-25 14:49:35.868056 192.168.1.99 192.168.1.1 Tcp 56 oxf759 (63321) 55872 » 22 [[<None>]| Seq=3598667601 Win=1024 Len=0
Frame 31: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) ()
inl re v

ol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1

Linux cooked capture vi
2 4
v Tr ntrol Protocol, Src Port: 55871, Dst Port: 80, Seq: 3598602064, Len: @ V4 \
55871
es or
"

[TCP Segment Len: @]
Sequence Number: 3598602064
[Next Sequence Number: 3598602064]
cknow :
cknowledgmen raw):

- gth: es

e

>
CSENFINFIHE. R85 52k 61;7;%% S B bR & E—DNFINAD, a0 SRR E AR e R
IMRSTAL, WBCHIE I, A WAL 36 P s R RN R HE ), B AR EBLR Tt
SRS SR AT B RS T4 AT LU F AR



$ nmap 22,80 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 14:52 CST
Nmap scan report for 192.168.1.1
Host is up (0.00024s latency).

PORT STATE SERVICE

22/tcp open|filtered

80/tcp open|filtered http

MAC Address: 00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.59 seconds

(Wic strean eq 011 top stremn ea 1 7’NSN\" B o)+
N Time Source Destination ~ Protocol Length ~ Identi: fication wanal ck_rtt Info

3 2021-12-25 14:52:43.286750 192.168.1.99 192.168.1.1 TCP 56 oxdof9 (55801) 37718 > 80 [FIN] Seq=2998149228 Win=1024 Len=0
> Frame 4: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) \ P2

Linux cooked capture vi P

Intern 0l Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
~ Transm ntrol Protocol, Src Port: 37718, Dst Port: 22, Seq: 2998149228, Len: @ \

r

= Q>
Xt
: 0]
e 2998149228
ext Sequence Number: 2998149229]
cknowledgment Number: @ g
Acknowledgment number (raw): ©
0101 .... = Header Length: 20 bytes (5) Q

- Flags: 0xe01 (FIN)

@00. .... .... = Reserved: Not set -
L..@ ... ... = Nonce: Not set
= Congestion Window Reduced (CWR): Not set
R - Not set
= Urgent: Not set
. = Ac edgment: Not set
= Push: Not se
= Reset: Not se

sXyXmastHi, BB iRIN, PSHRIURGH &G EHTIF, BN, U1 bk ALk
CUFFHOUAWIR —RSTAL, 2T A B 2



$ nmap 22,80 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 14:57 CST
Nmap scan report for 192.168.1.1

Host is up (©.00030s latency).

PORT STATE SERVICE

22/tcp open|filtered

80/tcp open|filtered http

MAC Address: ©00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.54 seconds

e s ot B )+
Time Source Destination Protocol Length ~ Identification
2021-12-25 14:57:43.522888 192 168 1 99 192.168.1.1 P 556 0x2c63 (11363) 57798 80 [FIN PSH URG] S q 873741480 Win=1024 Urg=0 Len=0
2021-12-25 14:57:44.624080 192.168.1.1 TCP 56  @x8a2l (35361 ) q=873807017 Win=1024 Urg=0 Len=0
25 14:57:44.624115 192.168.1.99 192.168.1.1 TCP 56 0x4d4s (19784) 07017 Win=1024 Urg=0 Len=0

()O
DAL =R 415 75 VAR = ki — 2L e AR A B3 K et R W;%%ﬁﬁﬁﬁ%MW@%Mﬂ%,

FERTHFEZIMISYN, UDPHHIBURELF, Kbt

nmapii F iR A0 ummawg%m%%&m 525 LM o S T S —

AN

JT o Q\


af://n192

b FX

-sV FRAS G
--allports e mESE
--version-intensity W E R R
--version-light BRG AR
--version-all Eg=¢/ ERkir
--version-trace RO i AS B
-sR RPCHIH
-0 BAER G
--osscan-limit xF i 2 B H AR #EAT OSHERMI
--osscan-guess;--fuzzy ¢ W2 GEpR A
N
0«\%{2}

-w%%%ﬁ%#%%@%maﬁ,m%&g%ﬁ%%m%%@,@ﬁm%ﬁﬁm%mm%
BRACE, It SYNETH N

60
(o
$ nmap 192.1%@%

Starting Nmap 7.91 ( “https://nmap.org ) at 2021 15:11 CST
Stats: 0:02:49 elapsed; 9 hosts completed (1 up), 1 undergoing
Service Scan

Service scan Timing: About 81.82% done; ETC: 15:14 (0:00:29
remaining)

Nmap scan report for 192.168.1.1

Host is up (0©.00025s latency).

Not shown: 989 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.3

22/tcp  open Dropbear sshd (protocol 2.0)
53/tcp open domain dnsmasq 2.81

80/tcp open http
81/tcp open hosts2-ns?


af://n228

139/tcp open netbios-ssn Samba smbd 3.X  4.X (workgroup:

WORKGROUP)

443/tcp open ssl/https

444/tcp open snpp?

445/tcp open netbios-ssn Samba smbd 3.X  4.X (workgroup:

WORKGROUP)

1234/tcp open hotline?

5000/tcp open upnp MiniUPnP 2.1.20200510 (UPnP 1.1)

5 services unrecognized despite returning data. If you know the
/version, please submit the following fingerprints at

https://nmap.org/cgi-bin/submit.cgi?’?new-service :

==============NEXT SERVICE FINGERPRINT (SUBMIT

INDIVIDUALLY)==============

SF-Port80-TCP:V=7.91%1=7%D=12/25%Time=61C6C4597%P=x86_64-pc-linux-

gnu%r(Get

SF:Request,14F3,"HTTP/1\.@\x2@403\x20Forbidden§§AnConnection:\x2@clo

se\r\n Q

SF:=\"viewport\"\x20/>\n\t<meta\x20name=¥'format-

detection\"\x20content=\" '\

. &

Service Info: O0Ss: Unix, Linux; C Cb,tpe:/o:linuleinux_kernel

#192.168.1.180penwrt, nmapiRal AIDnix R %%

$

IPv4 -2 TCP - 1314

UDP -
Port B Packets Bytes Packets A— B Bytes A— B PacketsB— A BytesB— A Rel Start Duration Bits/sA — B Bits/sB— A

Ethernet 1

Address A

No. Time

2021-12-25 :11:39.863776

2021-12-25 15:11:39.863783 192.168. 65. 1168.1.99 62602 1 60 0 0 1 60 0120806  0.0000 -
30 2021-12-25 15:11:39.863824 192168.%&9 192.168.1.99 62603 2 122 1 62 1 60 1.216778 0.0002 —
31 2021-12-25 15:11:39.863842 19215@ 680 192.168.1.99 62602 2 122 1 62 1 6013.777258 0.0002 —
32 2021-12-25 15:11:39.863873 . 65000 192.168.1.99 62602 2 122 1 62 1 6022.121881 0.0002 -
2021-12-25 15:11:39.863875 1 1 64623 192.168.1.99 62602 2 122 1 62 1 6026.013251 0.0002 —
oo zs ssinesses [N AR O A S F - b R
AU SSBGELIGEIELED 192.168.1.1 1234 192.168.1.99 988 8 604 3 212 5 392202.82751( 1:0140 1672
31 A=2=2 TRl ) 192.168.1.99 62602 192.168.1.1 445 3 178 2 116 1 62 0112022 0.0003 -
37 2621-12-25 15:11:39.863979 192.168.1.99 62602 192.168.1.1 25 2 122 1 60 1 62 0112085 0.0003 —
| 192.168.1.99 62602 192.168.1.1 5900 2 122 1 60 1 62 0112125 0.0006 —
Frame 25: 6@ bytes on wire (480 bits), 60 byt |192168.1.99 62602 192.168.1.1 8888 2 122 1 60 1 62 0112164 0.0003 —
Linux cooked capture vi 192.168.1.99 62602 192.168.1.1 199 2 122 1 60 1 62 0.112204 0.0005 —
Internet Protocol Version 4, Src: 192.168.1.9 192.168.1.99 62602 192.168.1.1 1025 2 122 1 60 1 62 0.112259 0.0006 —
v Transmission Control Protocol, Src Port: 6260| 192.168.1.99 62602 192.168.1.1 995 2 2 1 60 1 62 0.112307  0.0002 -
Source Port: 62602 192.168.1.99 62602 192.168.1.1 111 2 122 1 60 1 62 0.112347 0.0003 —
Destination Port: 53 :1192.168.1.99 2528; 192.168.1,1 1:?8 i Ei 1 gg 1 2; 0112391  0.0004 —
. 92.168.1.99 92.168.1. 0.112440  0.0001 —
[Stream index: 11] 192.168.199 62602 192.168.1.1 22 3 178 2 116 1 62 0112918 0.0001 —
[TCP Segment Len: o] 192.168.1.99 62602 192.168.1.1 53 3 178 2 116 1 62 0112974 0.0002 —
Sequence Number: 1875417269 192.168.1.99 62602 192.168.1.1 3389 2 12 1 60 1 62 0113022 00002 -
[Next Sequence Number: 1875417270] 192.168.1.99 62602 192.168.1.1 21 3 178 2 116 1 62 0113072 0.0002 —
Acknowledgment Number: @ 192.168.1.99 62602 192.168.1.1 3306 2 122 1 60 1 62 0.113113  0.0002 —
Acknowledgment number (raw): @ 192.168.1.99 62602 192.168.1.1 1723 2 122 1 60 1 62 0.113162  0.0003 —
0110 .... = Header Length: 24 bytes (6) 192.168.1.99 62602 192.168.1.1 23 2 122 1 60 1 62 0113219 0.0004 -
Flags: 0x002 (SYN) | 192168.1.99 62602 192.1681.1 135 2 122 1 60 1 62 0113268 0.0003 -
Window: 1024 192.168.1.99 62602 192.168.1.1 256 2 122 1 60 1 62 0113323 0.0002 -
(Calculated window sze: 1024 i I - R A R .
Checksum: 0x1334 [unverified] D e 0113420 0.0002 —
192.168.1.99 62602 192.168.1.1 443 3 178 2 116 1 62 0.113460 0.0007 —
[Checksum Status: Unverified] 192.168.1.99 62602 192.168.1.1 8080 2 122 1 60 1 62 0113510 0.0003 -
Urgent Pointer: @ 192.168.1.99 62602 192.168.1.1 143 2 122 1 60 1 62 0113550 0.0004 -
Options: (4 bytes), Maximum segment size 192.168.1.99 62602 192.168.1.1 139 3 178 2 116 1 62 0.113590 0.0006 —
> [Timestamps] 192.168.1.99 62602 192.168.1.1 587 2 122 1 60 1 62 0.113634  0.0002 —
192.168.1.99 62602 192.168.1.1 554 2 122 1 60 1 62 0.113684 0.0003 —
102 1£01 00 AJAND 1021601 1 an 2 172 2 11A 1 L2 n112774 nnnn> —

R R O it iEasag sl (O Zaxd FF 4aA [A]



$ nmap 192.168.1.1 # -ABRMERSIEMFRAIEN, THFLAE

traceroute%
$ nmap 22,80 192.168.1.1 #f5E % O fofaiR &
$ nmap 192.168.1.1

SRS N1-9, BUFEOR SR RGR AR G, BOANT, MR E R
NEERE INEPS 7 i UPAPNAR|

=
e

$ nmap 80 2 qq.com ‘§§
Starting Nmap 7.91 ( https://nmap.org ) at 15:20 CST

Nmap scan report for gq.com (183.3.226.3%'

>
&

Host is up (0.0031s latency).

PORT STATE SERVICE @,
80/tcp open http Q}'

Nmap done: 1 IP address (12&05t up) scanned in 0.35 seconds
$

nmapH| Wi fE R SR MR SGRRIEA T IRN, FFAREETTLARN, TTLEAY A BIE
B, AL R N HFAGEH

RERRAE, EEE-OZHK, AEXFIPIEERM E-n. -Pn, AMEDNSK#, A
EHUAFTE R

$ nmap 119.29.29.29

Host discovery disabled (-Pn). All addresses will be marked 'up' and
scan times will be slower.

Starting Nmap 7.91 ( https://nmap.org ) at 2021 15:21 CST

Nmap scan report for 119.29.29.29


af://n234
af://n237

Host is up (0.0025s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

Warning: OSScan results may be unreliable because we could not

at least 1 open and 1 closed port

Aggressive 0S guesses: Apple macOS 10.13 (High Sierra) 10.15
(Catalina) or iOS 11.0  13.4 (Darwin 17.0.0  19.2.0) (91%), Apple
macOS 10.14 (Mojave) (Darwin 18.2.0  18.6.0) (91%), Apple Mac 0S X
10.11 (E1 Capitan) or iOS 12.4  13.0 (Darwin 15.6.0  15.0.0)
(90%), Linux 4.4 (88%), Linux 2.6.18 (CentOS 5, x86_64, SMP) (86%),
Apple i0OS 10 (85%), Apple iOS 5.0.1 (85%), Apple i0OS 5.0.1  5.1.1
(85%), Apple iOS 6.1.3 (85%), Apple i0OS 6.0.1 (85%)

No exact OS matches for host (test conditions non-ideal).

OS detection performed. Please report any irG)Qr'ect results at
https://nmap.org/submit/ . .

X4
Nmap done: 1 IP address (1 host up) sc%;,ed in 11.53 seconds

; N

Qg

>
I TGS B EAR SV R i RA, ORI, AR

e
<
(S
=

$ nmap 192.168.1.11

Host discovery disabled (-Pn). All addresses will be marked 'up’' and
scan times will be slower.

Starting Nmap 7.91 ( https://nmap.org ) at 2021 15:24 CST
Nmap scan report for 192.168.1.11

Host is up (0.00020s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

53/tcp open domain

1723/tcp open pptp

2000/tcp open cisco-sccp

8291/tcp open unknown


af://n242

MAC Address: 00:0C:29:42:37:61 (VMware)

Device type: general purpose

Running: Linux 2.6.X]|3.X

OS CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:1linux:linux_kernel:3
OS details: Linux 2.6.32  3.10

Network Distance: 1 hop

OS detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.91 seconds

$

\
O

%%ﬁnﬁ&&ﬁgmﬁﬁ,mumkﬁgmm¢&ﬁﬁ%mwﬁ,#%%Hﬁ%¢w&
() 5 Jox

'

4

$ nmap 1os A0 y:53,7:443 - 192.168.1.0/24 #
BN ENFARTEMESE]L0sS, T RREmS
(N

oS
$ nmap 1s 10s 192.168.1.1 #
MR EZBRAGE R, FfRls-10sKX—RIFME, 78 KR E LA 8] &% B2
B K 35 A
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$ nmap 2s 22,80 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 15:24 CST
Nmap scan report for 192.168.1.1

Host is up (0.00024s latency).

PORT STATE SERVICE

22/tcp open

80/tcp open http

MAC Address: ©00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 6.27 seconds

(W Tcp: stream eq 1 1| tep.strean eq L Wl | BED )+
Ne Time Source Destination Protocol Length Tdentification v tep. analysis. ack_rtt Info
3 2021-12-25 15:24:57.251996 192.168.1.99 192.168.1.1 TCP 60 0xal40 (41289 ' 45869 » 22 [SYN] Seq=1549385608 Win=1024 Len=0 MSS=1¢
4 2021-12-25 15:24:57.252190 192.168.1.1 192.168.1.99 TCP 62 0x0000 (0 0.000194000 22 > 45869 [SYN, ACK] Seq=3683210024 Ack=1549385609 |
5 2021-12-25 15:24:57.252244 192.168.1.99 192.168.1.1 TCP 56 ox0000 (0) 45869 » 22 [RST] Seq=1549385609 Win=0 Len=0
-7 2021-12-25 15:24 254076 192.168.1.99 192.168.1.1 TCP 60 oxe8f5 (59 45869 > 80 [SYN] Seq=1549385608 Win=1024 Len=@ MSS=1:
8 2021-12-25 15:24:59.254323 192.168.1.1 192.168.1.99 TCP 62 0x0000, ": 0.000247000 80 - 45869 [SYN, ACK] Seq=2120719046 Ack=1549385609
9 2021-12-25 15:24:59.254375 192.168.1.99 192.168.1.1 TCP 56 0x0000 () 45869 » 80 [RST] Seq=1549385609 Win=0@ Len=0

g e
-f Loy B
--mtu 852 i H R/
-D IPHK 3
-sI 5t i S
--source-port YR 1 34K 9
--data-length fEE R KE
--randomize-hosts HFs EALBENLHEF
--spoof-mac MACHE 1K 35
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TR I R TCP L 3 BAE J LA, EAFIDS Ko e T ELAG N0 58 T VA ¥

$ nmap 80 192.168.1.1
Starting Nmap 7.91 ( https://nmap.org ) at 2021 19:06 CST
Nmap wishes you a merry Christmas! Specify for Xmas Scan

(https://nmap.org/book/man-port-scanning-techniques.html).
Initiating ARP Ping Scan at 19:06

Scanning 192.168.1.1 [1 port]

Completed ARP Ping Scan at 19:06, 0.07s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 19:06

Scanning 192.168.1.1 [1 port] ,é;

Discovered open port 86/tcp on 192.168.1.1 Q

Completed SYN Stealth Scan at 19:06, ©. @&eg)apsed (1 total ports)
Nmap scan report for 192.168.1.1

Host is up (0.00025s latency). <§§Z>
PORT  STATE SERVICE 0@’
80/tcp open http

MAC Address: 00:0C:29:BE: 5A (VMware)

; >
o

i Al DUGE Flfake TPHEATIPHR B, G 2RI X T 0, ik HA2EVLRARZH
fake IPJEﬁHi‘B&I, FRAEK i HSLIP:
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$ nmap RND:5 80 192.168.1.1  #FEALEFSANIP M X ik & A3k O 3344
Starting Nmap 7.91 ( https://nmap.org ) at 2021 19:11 CST

Nmap scan report for 192.168.1.1

Host is up (©.00035s latency).

PORT STATE SERVICE
80/tcp open http
MAC Address: 00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in ©.38 second

$

S, HpthZ &% diE B WP, EREGLECR

([ Teenl NN\ WEd <)+

o Tise Destination Frotacol eng Leentitication N i, ack it Lnto
29 2021-12-25 19:11:34.414831 95.113.225.91 192.168.1.1 TCP 60 ox3699 (13977) 51855 » 80 [SYN] Seq=896868545 Win=1024 Len=0 MSS=14
30 2021-12-25 19:11:34.414878 151.93.208.141 192.168.1.1 TCP 60 0x3699 (13977) 51855 » 80 [SYN] Seq=896868545 Win=1024 Len=0 MSS=14
31 2021-12-25 19:11:34.414921 164.231.80.115 192.168.1.1 TCcP 60 0x3699 (13977) 51855 » 80 [SYN] Seq=896868545 Win=1024 Len=0 MSS=14
32 2021-12-25 19:11:34.414962 112.67.174.223 192.168.1.1 TCP 60 0x3699 (13977 51855 » 80 [SYN] Seq=896868545 Win=1024 Len=0 MSS=14
33 2021-12-25 19:11:34.415004 192.168.1.99 192.168.1.1 TCP 60 0x3699 (1397 ' 51855 > 80 [SYN] Seq=896868545 Win=1024 Len=0 MSS=14
34 2021-12-25 19:11:34.415046 129.19.129.241 192.168.1.1 TCP 60 ox3699 (13977) 51855 » 80 [SYN] Seq=896868545 Win=1024 Len=0 MSS=14
35 2021-12-25 19:11:34.415300 192.168.1.1 192.168.1.99 TCP 62 0x0000 (?ﬁ 0.000296000 80 » 51855 [SYN, ACK] Seq=3597429486 Ack=896868546 W.

2021-12-25 19:11:34.415351 192.168.1.99 51855 > 80 [RST] Seq=896868546 Win=0 Len=0

$ nmap 1.1.1.1,2.2.2.2 D:2 80 192.168.1.1

Starting Nmap 7.91 ( h ﬁét//nmap.org ) at 2021 19:13 CST
Nmap scan report for .168.1.1

Host is up (0.@0@37&atency).

PORT STATE SERVICE
80/tcp open http
MAC Address: 00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned in ©.33 seconds

O = BE

Ne Time Source Destination Protoco] 1 Length Tdentification tep. analysis. ack rtt Info
3 2021-12-25 19:13:32.662893 192.168.1.99 192.168.1.1 TCP 60 @x8aac (35500) 35384 > 80 [SYN] Seq=1435633752 Win=1024 Len=@ MSS=1
4 2021-12-25 19:13:32.662942 1.1.1.1 192.168.1.1 TCcP 60 @x8aac (35500) 35384 > 80 [SYN] Seq=1435633752 Win=1024 Len=0 MSS=1.
5 2021-12-25 19:13:32.662983 2.2.2.2 192.168.1.1 TCP 60 ox8aac (35500) 35384 > 80 [SYN] Seq=1435633752 Win=1024 Len=0 MSS=1
6 2021-12-25 19:13:32.663029 133.80.102.44 192.168.1.1 TCP 60 ox8aac (35500) 35384 » 80 [SYN] Seq=1435633752 Win=1024 Len=0 MSS=1
7 2021-12-25 19:13:32.663072 149.228.111.75 192.168.1.1 TCP 60 ox8aac (35500) 35384 » 80 [SYN] Seq=1435633752 Win=1024 Len=0 MSS=1.
8 2021-12-25 19:13:32.663230 192.168.1.1 192.168.1.99 TCP 62 0x0000 (0) 0.000337000 80 » 35384 [SYN, ACK] Seq=1448258432 Ack=1435633753 |
9 2021-12-25 19:13:32.663289 192.168.1.99 192.168.1.1 C 0x0000 (0) 35384 > 80 [RST] Seq=1435633753 Win=0 Len=0
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8 E A i P b v 1, WX )5 (B AR X i 11, WA RO EERS K G /TD A -

$ nmap 80 22,80 192.168.1.1
Starting Nmap 7.91 ( https://nmap.org ) at 2021
Nmap scan report for 192.168.1.1

Host is up (0.00025s latency).

19:20 CST

PORT  STATE
22/tcp open
80/tcp open
MAC Address:

SERVICE

http
00:0C:29:BE:5A:26 (VMware)

Nmap done: 1 IP address (1 host up) scanned<§5§335 seconds
2 4

= o T T T A= e W T T

[tep. strean eq 1 ()Y [X]
&
Time Source. Destination Protocol Length \mmarmr tep. analysis. ack_rtt
-4 2021-12-25 19:20:28.758873 192.168.1.99 192.168.1.1 TCcp 60 xfaac (62636) 80 > 80| [SYN] Seq=1140088723 Win=1024 Len=0
7 2021-12-25 19:20:28.759105 192.168.1.1 192.168.1.99 TCP =62 N, 0x0000 (0) 0.000232000 80 > 80 [SYN, ACK] Seq=1468766267 Ack=11400!
192.168.1.99 192.168.1.1 56 0x0000 (0) 80 > 80 [RST] Seq=1140088724 Win=0 Len=0
\\, ’
Frame 4: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) 6

Linux cooked capture v1

col Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
ontrol Protocol, Src Port: 80, Dst Port: 80, Seq: 1140088723, Len: @

[TCP Segment Len: 0]
Sequence Number: 1140088723
t Se

ce Number: 1140088724]

owledgment Number: @
Acknowledgment number (raw): @

0110 .... = Header Length: 24 bytes (6)
Flags: 0x002 (SYN)

--data-lengthfE K XXM ZITE € KE, WEEI T, TCPA Z40byte, ICMP Echo2
28byte, 1 IMEEA b R ANAT: R /N BEHiE Rk A0 3 75 K S R0R -
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$ nmap 50 22 192.168.1.1 #EEHIEKESeFH

Starting Nmap 7.91 ( https://nmap.org ) at 2021
Nmap scan report for 192.168.1.1
Host is up (©.00036s latency).

PORT STATE SERVICE
22/tcp open
MAC Address: 00:0C:29:BE:5A:26 (VMware)

19:29 CST

Nmap done: 1 IP address (1 host up) scanned in 0.34 seconds

TdentiFication
B TT12021-12-25 19:29:57.582878 192.168.1.99 192.168.1.1 ) oxfb2c (64300)
4 2021-12-25 19:29:57.583137 192.168.1.1 192.168.1.99 TCP 62 0x0000 (0)

2021-12-25 19:29:57.583196 192.168.1.99 192.168.1.1 6 0 (0

Frame 3: 110 bytes on wire (880 bits), 110 bytes captured (880 bits)

Linux cooked capture v1

Internet Protocol Version 4. c: 192.168.1.99, Dst: 192.168.1.1 0
T

, Src: 192.168.1.99, Dst: .168.1.
ransmission Control Protocol, Src Port: 35519, Dst Port: 22, Seq: 4202218905, Len: 50 |

eI Al f5 Emackihl, B a] BUEEAL 3R — P macHiid,

. . ¢ RBENLA B,
B, BRI <g$5§ , ,

>
b b D *0

© 192.168.1.1
Cisco 192.168.1.1

nfo

Client: Encrypted packet (len=5@)

22 > 35519 [SYN, ACK] Seq=2299724335 Ack=420221891
19 > 22 [RST] Seq=4202218906 Win=0 Len=0

J i Ay PAS%
R MIRET R4

b

8 S E L i H nmap N B Nlua i A A T8RN, B FnmapsElidF A FiRiEHRH, X

BB H LA 5 P AR s ] 1 475 A AS -
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A X

ip-geolocation-* IZEISYES
whois-domian/whois-ip whoisfs B 8
http-email-harvest KR E-mailfg &
hostmap-ip2hosts P &
dns-brute DNS5 B sk
membase-http-info BRRGEE
smb-security-mode J& B T ENHLAR 55 T i
vuln EY N R IERE

)
QO
MR IEIE R, AR R A R, ﬁ@ﬂ%whoiy‘{&ﬁi%ﬁﬁﬁt%ﬁ%, N E Fnampf
FHTA AR AL Q-

A\

$ nmap whois -domairﬂfbiux-code .com #&F1linux-code.comty

whoisfg & %,
$ nmap is-jip‘®<8.8.8 #E58.8.8.8MwhoisfE &

B dns T4, *tlinux-code.comiFfT FIZ K% -

dns-brute dns-brute.domain=1inux-
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nmap2 i H N E AR vuln.nsexy iR EHUE—IREG AN L &, YAHEEEHER
BREY, AINGEARICVERE, HIRERD IR Lhr e ; 5% A % 44 T 2
OpenVas, nessus®, vulnfiIAH Y F AT RN ZEHH,

$ nmap vuln 192.168.1.1

Starting Nmap 7.91 ( https://nmap.org ) at 2021 19:32 CST
Stats: 0:04:43 elapsed; © hosts completed (1 up), 1 undergoing
Script Scan

NSE Timing: About 99.90% done; ETC: 19:37 (0:00:00 remaining)
Nmap scan report for 192.168.1.1

Host is up (0.00022s latency).

Not shown: 989 closed ports égs
PORT STATE SERVICE (i;>
21/tcp open ftp , \ .

| sslv2-drown: (b\

22/tcp  open 6\®

53/tcp open domain Q§5'

80/tcp open http <S;>

| http-csrf: {0

| Spidering limited to: mqégepth=3; maxpagecount=20;

withinhost=192.168.1.1,l‘Z}

Found the follox@ ossible CSRF vulnerabilities:

|

|

| Path: http://192.168.1.1:80/

| Form id:

| Form action: /

| http-dombased-xss: Couldn't find any DOM based XSS.

| http-internal-ip-disclosure: ERROR: Script execution failed (use
to debug)

| http-stored-xss: Couldn't find any stored XSS vulnerabilities.

81/tcp open hosts2-ns

139/tcp open netbios-ssn

443/tcp open https

| http-csrf:

| Spidering limited to: maxdepth=3; maxpagecount=20;

withinhost=192.168.1.1

| Found the following possible CSRF vulnerabilities:


af://n350

|
| Path: https://192.168.1.1:443/
| Form id:
| Form action: /
| http-dombased-xss: Couldn't find any DOM based XSS.
| http-stored-xss: Couldn't find any stored XSS vulnerabilities.
| http-vuln-cve2014-3704: ERROR: Script execution failed (use to
debug)
| sslv2-drown:
444/tcp open snpp
445/tcp open microsoft-ds
1234/tcp open hotline
5000/tcp open upnp
MAC Address: 00:0C:29:BE:5A:26 (VMware)
S

Host script results: 0®

| samba-vuln-cve-2012-1182: NT_STATUS OB CT_NAME_NOT_FOUND
| _smb-vuln-ms10-054: \

| smb-vuln-ms10-061: NT_STATUS_ OBIJEC ME_NOT_FOUND

Nmap done: 1 IP address (1 host<§;b scanned in 303.22 seconds

$ o

>
o

nm@ﬁﬁ%%ﬁﬁ%ﬂmﬁﬁW%W$ fREEZE AT BLE E S, (B2 T iR X Bk
M fhydra, X8 R EEE Enmap i 185 i 5 WA Tk
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A aX

mysql-brute B fifmyy s q1 25 i
oracle-brute i fftoracle 244
ms-sql-brute B fiE mssql &5
pgsql-brute 1 iR pgsql id
http-brute i fEhttp & 5%
ftp-brute B @ ftp 25 A
BROAA TG & T

\U
@)
L4
$ nmap =mysql-brute 192 ':&}1.197 #40 SR XE h FRAE v O 3E
ZRIN, TA-piEE &

HARE R, 587 MMk, @ExdvsSerdb, passsdbfif ik & #4531

$ nmap 3306 \{@'sql—br‘ute

userdb=/root/user.t <> passdb=/root/pass.txt
192.168.1.84 #3] 15 1HEA0 L - n A fHIDNS = A
Starting Nmap 7.91 ( https://nmap.org ) at 2021 19:44 CST

Nmap scan report for 192.168.1.84
Host is up (0.00027s latency).

PORT STATE SERVICE

3306/tcp open mysql

| mysql-brute:

|  Accounts:

| root:123456 ~ Valid credentials

| Statistics: Performed 60 guesses in 1 seconds, average tps: 60.0
MAC Address: 00:0C:29:92:26:BB (VMware)

Nmap done: 1 IP address (1 host up) scanned in ©.97 seconds

$
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P B DB Blnmap A BB 5 25 A0 8 tmysql, $19 45 SR R BT B s i I 525 1 -

(W Tmysal. login_request | mysql. response_code >0

No.

Time Source Destination Protocol Length
2l 2021-12-25 19:44:44.538555 192.168.1.99 192.168.1.84 MySQL 130
32 2021-12-25 19:44:44.538603 192.168.1.99 192.168.1.84 MySQL 131
33 2021-12-25 19:44:44.538639 192.168.1.99 192.168.1.84 MySQL 139
34 2021-12-25 19:44:44.538672 192.168.1.99 192.168.1.84 MySQL 134
35 2021-12-25 19:44:44.538706 192.168.1.99 192.168.1.84 MySQL 134
41 2021-12-25 19:44:44.538965 192.168.1.84 192.168.1.99 MySQL 148
44 2021-12-25 19:44:44.539031 192.168.1.84 192.168.1.99 MySQL 147
47 2021-12-25 19:44:44.539080 192.168.1.84 192.168.1.99 MySQL 156
50 2021-12-25 19:44:44.539255 192.168.1.84 192.168.1.99 MySQL 151
53 2021-12-25 19:44:44.539391 192.168.1.84 192.168.1.99 MySQL s
109 2021-12-25 19:44:44.543190 192.168.1.99 192.168.1.84 MySQL 130
111 2021-12-25 19:44:44.,543236 192.168.1.99 192.168.1.84 MySQL 129
112 2021-12-25 19:44:44.543271 192.168.1.99 192.168.1.84 MySQL 130
115 2021-12-25 19:44:44,543321 192.168.1.99 192.168.1.84 MySQL 131
117 2021-12-25 19:44:44.543383 192.168.1.99 192.168.1.84 MySQL 134
118 2021-12-25 19:44:44.543404 192.168.1.84 192.168.1.99 MySQL 147
129 2021-12-25 19:44:44.543808 192.168.1.84 192.168.1.99 MySQL 147
131 2021-12-25 19:44:44.543858 192.168.1.84 192.168.1.99 MySQL 148
125 2021-12-25 19:44:44.543982 192.168.1.84 192.168.1.99 MySQL 146
138 2021-12-25 19:44:44.544163 192.168.1.84 192.168.1.99 MySQL 151
173 2021-12-25 19:44:44,546242 192.168.1.99 192.168.1.84 MySQL 130
174 2021-12-25 19:44:44.546272 192.168.1.99 192.168.1.84 MySQL 131

Tdentifi
oxdff1
ox5fe0
0x8720
0x43b1
0x9526
oxc2el
0x92de
oxd9dc
ox515a
oxcf57
0x65c2
ox7aea
@x4a5c
oxef58
@x250c
0x1939
oxbage
oxc828
oxdbb9
0x7183
0x9683
0x62a8

cation

(57329)
(24320)
(34592)
(17329)
(38182)
(49889)
(37598)
(55772)
(20826)
(53079)
(26050)
(31466)
(19036)
(61272)
(9484)

(6457)

(47760)
(51240)
(56249)
(29059)
(38531)
(25256)

te Info
Login Request user=root
Login Request user=admin
Login Request user=administrator
Login Request user=webadmin
Login Request user=sysadmin
Response Error 1045
Response Error 1045
Response Error 1045
Response Error 1045
Response Error 1045
Login Request user=test
Login Request user=web
Login Request user=user
Login Request user=guest
Login Request user=netadmin
Response Error 1045
Response Error 1045
Response Error 1045
Response Error 1045
Response Error 1045
Login Request user=root
Login Request user=admin

HABEHE B —kimiie, REWARNEAA R, SBERIEHKN, A%

b AR P s e ) B, T DA 3 i e Wi S 5 28 o o

$ nmap http-brute
userdb=/root/user.txt,passdb=/ro ass.txt

$ nmap ftp-brute ’Q
userdb=/root/user.txt,passdbgiggot/pass.txt
$ nmap smb-br‘ute%’
userdb=/root/user.txt,

82

21

445

192.168.1.197

192.168.1.197

192.168.1.197

nmap# i --openZ Hid fiE H AL Topen R A HY i XS R ENL, PRIk a] PUE & 15 5 M
B3 VU L -

$ nmap 3389

192.168.1.0/24

34w DAPE 44 B s M fep AL
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$ nmap 21 =ftp-anon 192.168.1.0/24

L -G B g ALt -

$ nmap 3389 192.168.1.0/24 |&grep open

~oX WA 17 N xmltg 2 :

$ nmap U:53,T:80 result.xml 192.168.1.0/24

nmapXf T M HEEE . BB 4% WEEHE & DA n e R, [Nt iz B
IR, BRI, FHIEWRE A O A S S B .
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